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In the era of PRIVACY build a secure access control framework for most trusted privilege identities for 
telecommunication network devices.

Background
Organizations that heavily leverage technology, especially the likes of the telecommunication industry 
are increasingly facing challenges in managing privileged identities. In fact, challenges faced by 
Core Telecom Network Infrastructure are similar to IT Infrastructure except that they may be far more 
complex considering the ever-changing technology landscape from (2G to 5G) and a large number of 
devices/equipment. The complexities increase especially as the network operations are outsourced to 
third-party service providers. Telecommunication companies now provide several offerings from voice, 
data, banking to content and the network carries financial transactions worth trillions of dollars. These 
companies have millions of customers in each country in some cases the majority population is on-
boarded as customers, this makes them a high priority target for cybercriminals. 

All over the world Department of Telecommunication and/or the telecom regulators have issued 
mandatory network security guidelines and are imposing stringent penalties for violation of these 
guidelines as the telecom networks are critical infrastructure for any country. 

This research paper attempts to capture the high-level challenges in managing the privileged identities 
and also offers solutions and best practices for Privilege Account Management for the telecom network 
devices and the entire core network.

Challenges
The challenges of managing the life cycle for privileged identities can be broadly summarized around 
access methodologies, role-based access control, detailed logs, shared accounts and password controls 
for hundreds of thousands of devices. These challenges and associated risks are further amplified as these 
devices are usually managed by some third party organizations. The challenges are briefly listed below: 

• There are complexities in the way the network elements are accessed Viz:

• Direct Access i.e. at Console: This is generally the case wherein connection is established to
the devices via maintenance ports/interface. These connections could be via laptops directly
connected or PCs located in the local LAN

• Access through  remote ssh/telnet interface

• Access through a front end interface i.e. UI (vendor application) within a LAN/WAN network.

• Access through Remote Desktop i.e. RDP and then further Logon either via a UI interface or
through the local NMS command line.

• Access through the OSS/BSS or NMS (vendor applications)

• There are thousands of such devices/elements including different versions from the same OEM.

• There are several versions of the UI for one type of element. Further, these applications are legacy
thick client applications.

• Many network elements do not capture user access information viz: IP, Host Name, Mac Address, etc.
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• The User-Id details are normally captured by the elements, however, there are issues around this as
the User-Ids could be privilege-ids and these are mostly shared accounts thus the details of which
end-user has accessed the device is not captured and the native logs would generally show details
of commands passed by the shared User-ids.

• It is very difficult to manage password rotation for several thousand devices.

• Password policies have to be manually managed for each local device.

• The complexities of managing privileged identities increase much fold as many of these devices also
have pre-installed databases. These databases can be again accessed through various channels viz:
command line, UI or Database Management Solutions.

Many organizations have attempted to meet the above challenges partly by trying to implement 
remote access technologies or centralized access to the devices. While the remote access technologies 
may provide a single window to access the devices there are several limitations of these systems.

• There are many access channels which are generally open and can be used to access the devices if
the passwords are available.

• The native logs with limitations are still under the control of the administrative staff and can be
tampered.

• If the environment is shared then these solutions cannot offer the correct logs

• Password rotation, complexities, and vaulting are not supported by the remote access systems

• Users have to remember the passwords of different systems i.e. thousands in this case. This makes
the passwords vulnerable to compromise

• Database instances installed on the network devices continue to have limitations around access
controls, password and logs in-fact all of the challenges mentioned above

Solution

ARCON|PAM Privileged Account Management suite offers a comprehensive solution to the above 
challenges faced by the telecom network infrastructure viz:

• ARCON|PAM helps in integrating all the elements under a single command and control console. It is
possible to access the devices through all types of access channels which are now enabled through
the ARCON|PAM.

• The solution is integrated with the Active Directory, LDAP or even offers a Local Directory store. This
helps to onboard several types of users including outsourced employees

• ARCON|PAM offers a dual-factor authentication to ensure secure access and accountability as
critical systems are integrated

• The access to the devices can now be controlled on “Need to Know” and “Need to do” basis i.e.
there is a comprehensive workflow to grant access to various devices.

• The interesting function of ARCON|PAM is also the ability to filter commands even if they are
executed under the administrator accounts

• The privilege-Id passwords (in thousands) are vaulted by the system and are not visible to the end-user

• All the password policies including complexities are now managed by the password vault and strong
passwords are generated by the system

• Password rotation is automated as passwords on the devices are now managed by the ARCON|PAM
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• Session logs of all administrative activities are now recorded i.e. video format as well as command/
texts are now tracked centrally and these logs are not available to end-users

Privileged Account Management solution offers a robust framework and builds a foundation for best practices 
in identity access management across the core telecom infrastructure. This not only protects an organization 
from internal threats but also from cyber threats and essentially against targeted attacks. In a larger context 
besides security, the solution offers an efficient single window for all administration activities improving 
efficiency and productivity. This solution is also highly effective in monitoring third party access. 

ARCON|PAM has recently launched its Robotics Automation Platform. This would now enable a quick 
turnaround time for building connectors for telecom devices for single-sign-on as well as password 
change automation. This is a major breakthrough especially for telecom devices as these are more 
proprietary in nature.

Deployment Architecture 

The conceptual view of the ARCON|PAM deployment architecture has been described below and has several 
options. The architecture is primarily based on organizations’ access control methodologies/channels 
currently deployed. The options below are based on examples of use-cases identified at client sites. 

Options 1

The ARCON|PAM solution can be installed at a central location and all network elements can be integrated 
under different groups or lines of businesses (LOBs). A typical ARCON|PAM installation would include ARCON 
Application, Vault and Secured Gateway (referred to as ARCON|PAM.

Note: All the applications whether command line, web-based or UI based applications (ex U2000) will be 
executed from the end-user machines by creating a secure tunnel through the Secured Gateway (SGW). The 
architecture is very powerful and scalable as there is a need for only one ARCON|PAM installation and various 
locations can be accessed. In fact, even the MSPs can access the devices through this implementation. All 
Logs and sessions recording will be managed by ARCON|PAM at the centralized installation including all the 
access control features that will be active irrespective of the access channel.

FIGURE 1    
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This approach generally is used for complex network centers and works fine after the initial 
implementation. There is a possibility of automating the third party software installations on the 
end-user devices if the administrative privileges of the PCs are also managed by ARCON|PAM. This 
would mean that once a user is allowed to access devices using a particular UI (thick client) version 
the machine would understand that a local .exe is required and pull this from the application store 
and install the same in the system context. This would need some customized automation workaround 
installations, however, it can be very effective as the experience of using the applications from the end-
user machines is generally better than remote access solutions.

Option 2 

The above architecture has the limitation of third party application installations (ex U2000) on the 
end-user devices. The complexities further increase due to the fact that these third-party applications 
have several versions and the switches can be accessed only through the respective UI ver. This would 
typically require the installation of various versions on the end-user device.

The other option is to use the architecture in Option 1 but additionally create a Terminal Server wherein 
the UIs with different versions can be installed and only if the access is through the UIs the end-users 
can use a different URL path and automatically the ARCON|PAM will provide access to the end-users to 
the UIs with automated login and all the other features of the PAM including session monitoring.

FIGURE 2    

Note: While the URL path could be different for example www.applications.arcon.pam.com and www.
cmd.arcon.pam.com the installation is one and all the features are delivered across both the URLs.

This will enable the operator to use the light architecture in Option 1 as well as able to consolidate 
the application installations. This is generally with the idea that 60% of the time end-users use Cmd 
line and Rdp access. Another sub-option could be that the latest applications can be installed on 
the PCs and all Old UI ver. can be installed on the Terminal Servers and URL can be called as www.
oldapplicaitons.arcon.pam.com.

https://www.applications.arcon.pam.com
http://www.cmd.arcon.pam.com
http://www.cmd.arcon.pam.com
http://www.oldapplicaitons.arcon.pam.com
http://www.oldapplicaitons.arcon.pam.com
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Option 3 

In some cases Remote Access Technologies example Citrix is implemented and all the UI or exes are 
installed and hosted on Citrix. Users are provided access to the Citrix from a thin client. A Citrix App is 
installed or the access is through Web browsers.

In this architecture the ARCON|PAM can be hosted on Citrix and can be used like any other application. 
However the other applications need not be hosted on Citrix (as passwords will now be vaulted in PAM) 
but they can be installed on the ARCON|PAM ATS Servers and ARCON|PAM would execute them just 
like local exe applications. All features of PAM can be delivered and limitation of the Remote Access 
Technologies can be mitigated.

The only limitation in case of these technologies is the scalability of this architecture as access to 
applications UIs generally consume CPU and RAM power and if the number of concurrent sessions is 
more (which is generally true in case of telecom operator, wherein a single user at any point in time 
takes access of more than 4 to 5 devices on an average) the remote access applications itself would 
require significant hardware farm and licenses.

FIGURE 3    



7

Option 4

Option 4 is similar to Option 3 except that the remote access technology is built-into the ARCON|PAM 
offering. ATS Plugin is installed on the ARCON|PAM Server. End-user have seamless experience wherein 
the end-user logs on through a web-based browser (all browsers are supported). This is also device 
agnostic and a thin client or PC can be used. 

In this architecture the ARCON|PAM helps the operator to host applications i.e. all applications example 
U2000 can be installed on the PAM server. The user once he logs-on through a web-browser will be 
able to reach the PAM console and thereafter will be able to access network elements as per the access 
channels configured in PAM eg. Cmd, Rdp, UI, etc. Access to all devices is now governed from the PAM 
solution and the ATS Plugin acts like a Web-Gateway Server.

FIGURE 4    

Again the limitation of this architecture is the number of concurrent sessions at any point in time. 
The concurrency will determine the sizing of the Web-Gateway Server as access to applications UIs 
generally consume CPU and RAM power and if the number of concurrent sessions is more (which is 
generally true in case of telecom operator, wherein a single user at any point in time takes access of 
more than 4 to 5 devices on an average) the remote access applications itself would require significant 
hardware farm.
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A hybrid approach is suggested as best practice implementation i.e. using Option 1 and Option 4 
architecture. This will make the PAM infrastructure highly scalable and meet all use cases, especially in 
a  large deployment.

FIGURE 5    
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About ARCON|PAM

ARCON provides a leading Privilege Account Management Solution (PAM) having more than 900+ 
worldwide client installations. In fact, the PAM solution is now being used to manage privileged 
identities in the core telecom network by several leading telecom companies across the world.
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Case study

The client is one of the largest telecommunication companies (Telco) in the world. The company offers 
cutting edge services on the backbone of a very robust 2G, 3G, and 4G technology deployments. While 
the initial deployments of the operation team were location-based there have been several rounds of 
consolidation into larger operational regions. This has also led to a consolidation of some teams into 
a central operations center i.e at NOC. However, the legacy has resulted in several physical areas of 
operations viz: local sites, NOC and from the offices of the Managed Service Providers (MSPs) which 
could be based out of any international geography or even remote home support. The client faces more 
or less all the challenges as listed above in this research paper besides having some unique challenges 
considering that it operates on old as well as new emerging technologies and is located in a high 
growth market.

The discussions below will help us to understand the various devices implemented by the client 
including the respective OEMs, this is with the perspective of understanding the various access 
channels and security considerations for these devices.

Devices Implemented 
Telco has the majority share of the local telecom market, resulting in a vast network deployment. The 
network is also being continuously re-farmed under a stiff competitive environment. This has led to the 
adoption of various technologies and the current deployments as noted above include 2G, 3G, 4G, and 
some latest technologies.

The following are the category of technologies that the company uses for managing its 
telecommunication network:

Sr. No. Technologies Category (For Privileged User 
Management)

1 Radio 1

2 Voice Core 1

3 Packet Core 1

4 NLD ILD 3

5 IWAN 2

6 Microwave 2

7 Transport 1

8 Cooper Fixed Line 3

9 Wifi 2

Note: The devices were categorized as Cat.1, Cat 2, and Cat 3. This is to ensure that the devices which 
are more in numbers and which create operational and security overheads from the perspective of 
managing privilege Identities are categorized as Cat 1, Cat 2 and Cat 3 in that respective order of 
importance. 
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OEMs
The technologies above were further categorized OEM wise, this helps in understanding the access 
methodologies adopted by the various OEM’s. It is also important to note that each OEM has a unique 
access methodology. 

Sr. No. Technologies OEMs

1 Radio Huawei, Nokia, Ericsson and ZTE

2 Voice Core Nokia, Ericsson, Huawei, Cisco, Oracle and Mitel 

3 Packet Core Cisco, Ericsson, Nokia, Huawei, Alcatel, Extreme, 
Redback, Juniper, F5, Infoblocks, 6D, Elitecore, 
Checkpoint, Symetricom, HP, Dell, Netoptic, 

4 NLD ILD Nokia, Huawei and Genband

5 IWAN Radwin, Maxsat Primatel, Cambium, Alvarion, MRO 
Tek, Huawei

6 Microwave Ericsson, Huawei, Nokia, NEC, Siemens, Siklu, Ceragon 

7 Transport Alcatel, Tellabs, Siemens, Huawei, CIENA, ECI, Nortel, 
Tejas, Nokia, Cisco, Juniper

8 Cooper Fixed Line Huawei, Siemens, UT star, Alcatel, ZTE, Juniper, RAD, 
MRO Tek, Actelis, Schmid 

9 Wifi Cisco, Ruckus, Ericsson, Belair, Xtreme, HP

Note: While Command Line Access (CMD) to the devices is a generally accepted methodology, 
however, it is noted that in recent times the newer generation of devices has adopted the thick client 
or Web-based UI interfaces. In fact in some cases for the same OEM, UIs are different based on the 
devices and also its versions. This leads to several combinations of access methodologies (also captured 
in the challenges)

Access Channels
There are several devices, OEMs as well as a combination of access methodologies as described before, 
the following summarizes the various access channels currently used by the telecom client to manage 
the various network devices. 

1. Command Lines Interfaces (generic viz: Putty or special cmd tools)

2. Direct Access using local UIs (thick clients) supplied by the OEMs and Installed on local PCs

3. Web-based UIs supplied by the OEMs.

4. Access through the remote access technologies like Citrix. The UIs are installed on the Citrix
Servers.

5. OSS/BSS stack which in turn could be local UIs (on PCs) or Web-based UIs and in some cases, they
include some remote access technologies like Citrix. The access is through Citrix Client and then UIs
or web URL is executed.
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The following table summarizes the user credential inputs methods used by the various access 
channels. 

Sr. No. Access Channels User Inputs (credentials)

1 Command Line (CLI) User Credentials are input from the local PCs.

2 Direct Access Using Local UIs 
(thick clients)

User Credentials are input from the local PCs.

3 Web-based UI User Credentials are input from the local PCs.

4 Access through remote access 
technologies ex: Citrix

First User Credentials of Citrix is input and thereafter 
User Credentials are input in the device UIs (thick 
clients) or Web-UIs

5 Access through OSS/BSS User Credentials are input from the local PCs for the 
OSS/BSS applications and thereafter the nodes are 
visible (Here user credentials are not required for 
individual nodes). Sometimes the access to the OSS/
BSS stack is through Citrix.

Note: There are some times two hops i.e. User Credentials have to be input twice.

Change Management Automation 
Telecom Network is always dynamic i.e. the configurations are constantly monitored and refreshed. 
Further, the nature of business is undergoing a significant change and demands a high quality of 
service, this leads to continuous investments and improvements across the network elements. In light 
of the above, It is extremely important to have a mature change management process such that all 
configurations changes are reviewed and approved by a competent authority. It is also important to 
adequately record the changes for future review and learning. 

The telecom client has implemented a ticketing system for change management. All network-related 
activities are logged, reviewed and approved on this change management system. The PAM solution 
was integrated with the change management solution (ticketing system) to ensure that tickets are 
approved before access to the devices. 

Network Team 
The client has installed a vast backbone of interconnected network elements which includes several 
different technologies such as 2G, 3G, and 4G technologies. As discussed above the there have been 
several rounds of consolidation of various technologies as well as new roll-outs. There are more than a 
hundred thousand devices that require constant monitoring and operational access.

The expanse of devices/elements requires different sets of teams such that teams at locations 
where these devices are installed such as a local site, central teams for critical operations and also 
operational management of many network elements or certain aspects of the network configurations 
are outsourced to managed service providers. The following are the various teams which access the 
network devices:

- Network Operations Center (different teams)

- Local site-level teams

- Outsourced teams at the NOC or Local site

- Teams of Managed Service Providers
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- Remote access to the OEMs from support locations (both within the country and from outside the
country)

- Limited access to the Call Center or Service Staff for daily operational queries etc.

It is important to understand the various teams and their access points or locations as these teams 
would require access. Access is generally granted on ‘need to know’ and ‘need to do basis’.

Regulatory Requirements 
Department of Telecommunication has mandated several regulatory guidelines and these are mostly 
part of the license conditions. The following are the list of mandatory guidelines issued by DOT 
especially with respect to the network security UASL provides a link is for all govt.

Sr. No. Security Guidelines for Telecom Domain

1 Control Access to telecom assets to ensure authorized user access

2 Prevent unauthorized access to systems and services

3 Ensure users are accountable for safeguarding their authentication information to prevent 
unauthorized access to systems and services

4 Access to Telecom asset on a need to know basis

5 Users access to telecom asset should be secured

6 Maintain operation and command logs of all the activities for a period of Two Years

7 Data for Root Cause analysis of detected incidents should be available

8 Periodic Review of access to telecom assets for all Users

9 Passwords rotation of root IDs to access telecom assets after a regular time interval

How will ARCON | PAM Work
The solution has been described in detail above however to summarize the following can be achieved 
by Implementing ARCON|PAM.

1. SSO- Single Sign-On to all the network devices

2. Access Control - need to know and need to do basis, this would include the workflow for access
requests

3. Session Monitoring - Audit Logs of all the administrative or operational activities stored in the vault
for review and forensics

4. Password Vault - Automated password rotation and electronic password vault for password release
request



14

The solution addresses several challenges mentioned in the paper above and also provides an efficient 
administration window for all network activities. The entire expanse of network devices can now be 
accessed from a single window. The diagram below describes the high-level architecture:

Single-Sign-On
Devices/Systems are integrated into the ARCON|PAM, the solution then enables SSO and Password 
change. In-order to provide SSO to the various devices/applications the solution embeds an 
application connector. These connectors are either generic or are custom-built for the applications. 
A connector framework enables quick integration of applications. The majority of the Telecom 
Connectors for the above-mentioned OEMs are readily available in ARCON PAM Solution. Below are a 
few examples of the same.
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Examples of connectors Examples of connectors

App Huawei Airbridge BSC App Huawei Airbridge

App Huawei iManager U2000 App Huawei iManager I2000

App Huawei iManager M2000 App Huawei iManager N2000

App Huawei LMT Client - SGSN App Huawei LMT Client – GGSN

App Huawei LMT Client - OMS2600 App Huawei OAM Client

App Huawei SAU PMS App Huawei System SMAP

App Netnumen ZTE CDMA BSC App Netnumen ZTE CDMA POMC

App Netnumen ZTE CDMA EMS App Netnumen ZTE CDMA MSC

App Netnumen ZTE CDMA MGW App Netnumen ZTE CDMA HLR

App Netnumen ZTE CDMA HLR IQT App Netnumen - HLRIQT

App Nokia Net Act Web Astellia Portal

App GO-Global - Alcatel App TippingPoint SMS Client

App NetNeumen M3 App Netnuman ZTEBSSB

App LMT Client UMG8900 App Erricson Switch

App CeraMap - PolyView App NetHorizhon

App Veeam ONE Monitor App Symantec - Procomm Plus

App Netnuman ZTEBSSB App Huawei Service SMAP

App CG Cluster ZTE MSC Web Tejas Portal

App Ceragon Client App Ciena Client

Web Comviva Portal App Recca Client

App Cisco GGSN Client App Cisco SGSN Client

Single Sign-On Video 

Access Control 
There are two levels of access control. The level 1 simply provides access to the device on request on 
the “Need to Know” and “Need to Do” basis. This is achieved through an embedded workflow and can 
also be linked to the change management system. Level 2 is an advanced access control mechanism, 
here in the commands are fired on the devices are filtered by ARCON|PAM. Thus the user though is an 
administrator or privileged user on the devices the commands allowed to be executed are dependent 
on the profile attached to the end-user. However, the Level 2 control is currently available only for the 
command line solutions and windows operating system. 

Session Monitoring 
All network elements generally have native logs for activities performed by the users on those 
devices. However, these native logs are stored on the devices and are accessible to privileged users. 
ARCON|PAM, however, provides an additional or more detailed logs of all activities performed by these 
privileged users accessing any network elements through the PAM solution. The logs are in form of 
command lines executed, keylogging and session recordings or all of the above. This feature is known 
as session monitoring and the logs are generally stored in secured storage accessible to only a few as 
may be required. The feature of session monitoring is also very important especially for shared accounts 
and provides a unique and centralized log database for all activities on the systems. This could then be 
leveraged for creating automation or intelligence as there are now large data points.

Password Vault
While the password vault works based on commands or APIs which are generally provided by the OEMs 
or are native to the technologies like Windows, Unix, Linux or databases example: MS SQL, Oracle, etc. 
and network devices example: CISCO

https://vimeo.com/394164320/72cf61fd53
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There are cases wherein the CLI is not enabled or available and OEMs don’t provide APIs in such cases 
the solution uses (Robotic Process Automation) RPA technologies to automate password change and 
vaulting functions. This feature is very useful for telecom devices i.e. core telecom network as in some 
cases there is an additional license cost charged by telecom vendors for opening up the CLI port.

Password Management Video

Functional Architecture:
The solution implemented at the client can be visualized as follows:

1. AD Integration with Dual Factor Control

2. Local Authentication for Outsourced or One time Users

3. Access to be provided on a permanent basis to the central NOC and on time basis for the ad-hoc
requests, especially from the MSP or OEMs.

4. Ticketing system to be integrated with the solution for validation of Tickets and thereafter access
can be granted.

FIGURE 1    

https://vimeo.com/394164287/f845797747
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Project Time-Lines
The project to implement PAM in a telecommunications company especially for the network elements 
is fairly complex not from a technology perspective but from the complexities of access channels and 
size of teams as well as different locations from where these devices are accessed. The complexities 
are more due to the specific regulatory requirements as mandated for network security. The security 
guidelines are generally stringent since threats to a telecommunication network are high from the 
perspective of national security.  

The project can be generally completed in 6-9 months for a medium to a large telecommunication 
company. This would include 3 months of a parallel run before the passwords are vaulted and ports are 
blocked.

Conclusion
The telecommunication industry is in the midst of a revolution. The industry has moved towards the 
Fifth Generation (5G) wireless technology. The infrastructure requirement along with the number and 
types of telecommunication equipment is huge for 5G core telco networks. Today’s modern-day core 
telco networks teams invariably manage operations in a highly distributed environment. The workforce 
is spread across several locations wherein remote and third-party privileged access is frequent. 
Therefore, the threat surface for core telco networks is fairly wide that transcends traditional datacenter 
set-up. Data integrity, Data privacy, and Data Confidentiality could be jeopardized if hundreds of 
thousands of telecom equipment with privileged access to confidential information are vulnerable to 
unauthorized access. ARCON | Privileged Access Management provides core telco networks with a 
unified governance framework to manage, protect and monitor privileged identities. 

Source: ARCON
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ARCON is a leading enterprise information risk control solution provider, specializing in Privileged 
Access Management (PAM) and continuous risk assessment solutions. Our mission is to help enterprises 
identify emerging technology risks and help mitigate them by robust solutions that predict, protect and 
prevent.

UBA:  ARCON | User Behaviour Analytics (UBA) enables to monitor end-user activities in real time.

SCM: ARCON | Security Compliance Management (SCM) allows an enterprise to prioritize security 
and compliance efforts based on risk level. The tool enables continuous risk assessment for critical 
technology platforms and ensuring desired compliance levels.

PAM: ARCON | Privileged Access Management (PAM) is a highly effective solution that helps in 
managing, controlling and monitoring privileged user activities. The solution provides IT security team 
with a centralized policy framework to authorize privileges based on roles and responsibilities ensuring  
rule-based restricted access to target systems. 
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