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Disclaimer

The handbook of ARCON PAM solution is being published to guide stakeholders and users. If any of the 
statements in this document are at variance or inconsistent it shall be brought to the notice of ARCON through 
the support team. Wherever appropriate, references have been made to facilitate a better understanding of the 
PAM solution. ARCON team has made every effort to ensure that the information contained in it was correct at 
the time of publishing.
Nothing in this document constitutes a guarantee, warranty, or license, expressed or implied. ARCON disclaims 
all liability for all such guarantees, warranties, and licenses, including but not limited to: Fitness for a particular 
purpose; merchantability; non-infringement of intellectual property or other rights of any third party or of 
ARCON; indemnity; and all others. The reader is advised that third parties can have intellectual property rights 
that can be relevant to this document and the technologies discussed herein, and is advised to seek the advice 
of competent legal counsel, without obligation of ARCON.

Copyright Notice 
Copyright © 2022 ARCON All rights reserved.
ARCON retains the right to make changes to this document at any time without notice. ARCON makes no 
warranty for the use of this document and assumes no responsibility for any errors that can appear in the 
document nor does it make a commitment to update the information contained herein.

Trademarks
Other product and corporate names may be trademarks of other companies and are used only for explanation 
and to the owners' benefit, without intent to infringe.

Sales Contact 
You can directly contact us with sales related topics at the email address <sales@arconnet.com>, or leave us 
your contact information and we will call you back.

mailto:sales@arconnet.com
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1 Introduction
Container Orchestration is a group of practices that combines container-based software deployment, and IT 
operations, to shorten the life cycle of software deployment while delivering updates, features, and fixes in 
alignment with business goals continuously.

In order to automate the container-based software or microservice deployment process, with continuous 
integration, and facilitating technical aspects of continuous delivery, a powerful set of automation tools is 
implemented, one of such is Kubernetes.

Kubernetes is an open-source container orchestration engine for automating the deployment, scaling, and 
management of containerized applications.

This document describes the ARCON integration with Kubernetes, it also describes how to deploy a sample 
microservice in order to securely communicate with ARCON PAM Vault in the Kubernetes Container 
Orchestration environment.



ARCON Integration with Kubernetes

   

   

5

•

•
•
•
•

2 Prerequisite
You have all of the necessary utilities installed on your local machine to interact with your cluster. For 
example, you have docker or kubectl, and file management tools.
Kubernetes cluster with kubectl version 1.15 and above.
Access to ARCON Sidecar Image and ARCON Validator Image.
ARCON PAM Application Server should be accessible from the Kubernetes cluster.
ARCON PAM API and ARCON Kubernetes API must be hosted and accessible to the Kubernetes pod.
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3 Architecture
 

The below diagram showcases the onboarding and registration of the deployments in the Kubernetes cluster.

 

The below diagram explains the flow of fetching the secrets/credentials stored in the ARCON PAM Vault with 
the help of the ARCON sidecar application.
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Kubernetes Integration includes 2 main components namely, ARCON Sidecar and ARCON Validator. These 
two container images are responsible for the authentication of microservice applications to ARCON PAM Vault 
APIs. 

Firstly, ARCON Validator must be deployed in the Kubernetes Cluster. ARCON Validator is responsible for 
extracting information about the deployments, pods spun by those deployments, namespaces under which 
these deployments were launched, and Service Accounts in that cluster. All this information is recorded in 
ARCON's Virtual Vault.

 

Client App which requires a password from the PAM vault will put the below details in the shared file of the 
pod:

service_username: eg: 10.10.0.120@root
service_password: 0/1

1 indicates the Application wants password
0 indicates the password is supplied

service_DbInstanceName - Database instance name (if applicable)
service_TargetType - Type of the service
service_getpassword - password

 

 

 

Flow for fetching secrets from the PAM vault:

 

Sidecar will continuously run in the pod and scan the shared file to see if the service_password flag is 1 
for the application.
If the supply password variable of the application is 1, then sidecar will call the PAM API and fetch the 
credentials/password from PAM Vault.
Once credentials are fetched, they will be placed in the shared file and flag the service_password 
variable to 0, indicating that password has been supplied from the ARCON sidecar application.
The sidecar application will keep the credentials in memory for approximately 10 seconds and delete 
credentials post-timer update.

0

To approve/reject Kubernetes deployments, the administrator can access the Kubernetes Deployments portal 
and perform the action

The following page will be displayed with a list of deployments and their information of namespace and 
deployment.
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3.1 ARCON Sidecar
ARCON Sidecar is a Kubernetes Sidecar container that must be deployed with the Application container 
(microservice) to securely provide access to ARCON PAM Vault. ARCON Sidecar authenticates the deployed 
microservice using ARCON PAM API.

ARCON PAM REST API Stack is designed in a way that provides ephemeral JWT-based tokens to ARCON 
Sidecar on token-based authentication to access ARCON PAM Vault. Moreover, these transitory credentials' 
user is authorized at the ARCON PAM API Gateway layer to incorporate access controls. ARCON PAM Sidecar 
leverage ARCON PAM API so that microservices can gain access to credentials vaulted in ARCON PAM Vault 
to authenticate to other microservices or APIs. 

ARCON Sidecar writes the credentials in the shared location (short-lived), which can be accessed by the client 
application for further tasks.

 

3.2 ARCON Validator
ARCON Validator is deployed in a namespace other than the application namespace so that the resources are 
not shared. Moreover, ARCON Validator is responsible for sensing the newly created deployments and 
registering them into the ARCON PAM Database for approval. All the Admins at different levels must approve 
the deployment for the ARCON Sidecar to authenticate to ARCON PAM API.

Auto-scaling of a microservice that uses a single identity for back-end activities can lead to unnecessary 
downtime as Admins are unable to identify which instance among the auto-scale group was compromised.
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