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ARCON | PAM provides reports of all transactions performed under its systems to help users discover and
prioritize important fixes. Reports can be obtained easily from the Client Manager and exported
in .xls, .doc, .csv, and .pdf file formats. Reports can be generated automatically, daily, weekly, or monthly, based
on the scheduler configured in Server Manager (Refer to Scheduler Master and Schedule Reports for detailed

information).

My Access

Reporis Dashboard Knight Analytics

About

2 Arcosadmin

My Services Q Quick Search
(€
LOB Service Type IP Address / Host Name
A,
W 931872 b --Select-- - n Y My Favourite
J5
O My Tags
B O
L
Lo Filter ~ Show Search :
@ Service Type Host IP Username Domain Server Type Description 1 Description 2 Description 3 IF
Windows RDP 10.10.0.126  moin.ansari 10.10.0.126 | B D2 8 W O

www.arconnet.com | Copyright ©2022

Aarcon



Reports Predict | Protect | Prevent

1 Report Builder Functionalities

The following report builder functionalities are applicable to all reports on ACMO. The Active Services Group
Wise Report is shown as an example below:

93 12
= My Access  Manager Reports  Dashboard  KnightAnalytics  About S« 2 B (2 Arcosadmin

Active Services Group Wise Report

:

LOB Service Group
DEFAULT LOB 2 - —— All —— -
Service Type

e All -

View Report Export ToCSV  ~ B

Record Count : 483 B
=  voc I ror |
Sr.Nd: LOB/Profile Service IP Address Host Name UserID Domain Name DB Instance Port
Type

DD e EE @@«

@ DEFAULT Al
LOB2

X 10.10.10.21 TESTHOST testuser 2 22

2 DEFAULT  AIX 10.10.10.20 TESTHOST testusers 2 22

LOB2

(K] DEFAULT  AIX 10.10.10.310 TESTHOST1 testuser 2 22
LOB2

() DEFAULT  AIX 10.10.10.10 ARCOSADMIN 22
LoB2

()] DEFAULT  AIX 10.11.12.14 NV NV 10.11.12.14 2222
LOB2

Showing 1 to 5 of 483 entries Previous 2| 3 4 5 - a7 Next

Refer to the following table to understand the Report Builder Functionalities:

Ul Components Description

Filter Filtering provides a more advanced and versatile way
of controlling which records should be displayed. The
filters can be selected from the attributes at the top.

Pin Filter Filters can be pinned to access the report directly and
eliminate the need for selection over and over again.

Show Entries Display the number of rows selected from the drop-
down in the reporting grid.

Searching The searching filter at the top provides a quick and
easy way to reduce the records in the report grid and
display only those records that contain the data that
you want to see.

www.arconnet.com | Copyright ©2022 7 Aq rco n
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Ul Components

Sorting

Pagination

Export to CSV, Excel, Word, and PDF

Expand
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Description

Sort data alphabetically or numerically in ascending/
descending order. This functionality is available at the
top of every column.

The Report grid at the bottom is paginated. It prints all
the datain a table, no matter how long. You can scroll
down through all the rows with the stroll bar on the
right.

Export and download any report downloaded
in.CSV, .XLS, .DOC or .PDF format.

Click on the :Plus_icon: icon to view columns that are
not displayed because of limited screen size.

Aarcon
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2 How to Generate a Report

Reports are generated based on activities performed in PAM. Not all reports are accessible/visible to everyone.
Users can view reports only those reports for which they have permission. These permissions have to be
assigned by Administrators.

Perform the following steps to generate a report:

From the Menu Bar, select the Reports menu.

Click on the three-line :3_line_icon: icon to expand the left pane.
Choose the type of report.

Apply the required filters in the Filter section.

Click on the View Report button.

A S

>

Users can see reports across all LOBs only if they have the following privilege(s):

o Client Manager Privileges - View All LOB

Aorcon = MyAccess  Manager Reporls  Dashboard  KnightAnalylics  About N »}j r 2 Arcosadmin

Active Services Group Wise Report

ui; Exported Reporis -

ar LoB Service Group
DEFAULTLOB 2 - Al .
Group
Service Type
LOB Re e All

Logs

View Report Export To CSV + B A

Performance Reports €
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3 Exported Reports

This section explains how to export the reports requested for download in various formats as shown in the
table below. The Exported Reports page (also titled My Report Downloads) will help you download or delete
exported reports record-wise from the list.

Reports can be exported in the following formats:

Format Procedure

Csv 1.

2.

XLS 1

DOC 1

PDF 1.

In the Generated Reports list, click on the .csv :c:icon.

Select the Email Notification checkbox and enter the email address to receive the report
via email. Reports received on emails are usually longer. For example, reports generated
for 3 months or more.

Smaller reports (generated for less than 90 days) can be downloaded directly from the
Exported Report section.

The name of the downloaded report will be LOBName_ReportName.csv

In the Generated Reports list, click on the .xls :XLs: icon.

Select the Email Notification checkbox and enter the email address to receive the report
via email. Reports received on emails are usually longer. For example, reports generated
for 3 months or more.

Smaller reports (generated for less than 90 days) can be downloaded directly from the
Exported Report section.

The name of the downloaded report will be LOBName_ReportName.xls

In the Generated Reports list, click on the .doc X icon.

Select the Email Notification checkbox and enter the email address to receive the report
via email. Reports received on emails are usually longer. For example, reports generated
for 3 months or more.

Smaller reports (generated for less than 90 days) can be downloaded directly from the
Exported Report section.

The name of the downloaded report will be LOBName_ReportName.doc

In the Generated Reports list, click on the .pdf :pdf_icon: icon.

Select the Email Notification checkbox and enter the email address to receive the report
via email. Reports received on emails are usually longer. For example, reports generated
for 3 months or more.

Smaller reports (generated for less than 90 days) can be downloaded directly from the
Exported Report section.

The name of the downloaded report will be LOBName_ReportName.pdf

3.1 Deleting Reports

To delete reports in bulk from the Exported Reports section, click on the Check/ Uncheck All button to select
all reports and then click the Delete Selected Mails button.

www.arconnet.com | Copyright ©2022 10 Aq rco n
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4 Dashboard Reports

The Dashboard displays a graphical view of real-time user interfaces of different activities being performed in
ARCON | PAM. It is a graphical view of the user’s access to services in terms of commands fired, password
rotation, and status of password security. The Dashboard palette further provides links to view and filter the
various reports running in the ARCON | PAM application.

The following reports are available in Dashboard Reports:

e ARCOS PAM Live

e Enterprise Password
o Live Server Sessions
o User Access & Usage

4.1 ARCON PAM Live

The ARCON PAM Live report displays user activity over the last 5 hours as a line graph. It displays the number
of users who have logged in, the number of services that have been accessed, the total number of commands
that have been fired, and the number of critical and restricted commands that have been fired.

A

In order to view this report, users must have the following permission(s):

e ARCON PAM Live

ARCON PAM Live

User Login Service Accessed Command Fired Bl Command Fired(Critical) Restricted Commands
4

01/06/2022 10:26:00

[l User Login : 2

[l Service Accessed : 0

[l Command Fired : 0
Command Fired(Critical) : 0

M Restricied Commands - 0

Date Time[MM/DD/YYY'Y HH-MM]

A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.

Drag and navigate the cursor anywhere on the graph to view the exact count details.

For instance, In the above figure, you can see that at 10:26:00 AM on 01/06/2022 there were only two users
logged in, zero Services Accessed, zero Commands Fired (both Critical and Non-Critical), and zero Restricted
Commands.

www.arconnet.com | Copyright ©2022 11 Aq rco n
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®

Click on the Refresh Dashboard button on the extreme right-hand side of the report window to
refresh the report.

4.2 Enterprise Password

The Enterprise Password report displays a dashboard that gives information about the rotation frequency of
passwords changed and scheduled, the compliant status of the password, security status of the password (open
or closed), the success/failure rate of the password change, and provides a table containing information about
upcoming password reviews.

A

In order to view this report, users must have the following permission(s):

e Enterprise Password

Enterprise Password Dashboard

LOB Service Group
DEFAULT LOB 2 - Al — .
Password Rotation Frequency Password Policy Compliance Status Password Security Status

600 0

100
500 o
)
o
)
®
)
E

Nov 2021

Changed : 494
e [ Scheduled : 2

©
0

»
Qct 2021 Nov 2021 Dee 2021

M Changed Scheduled M Compliant Non Compliant

M secured QOpen

Password Change Success - Failure Rate

Upcoming Password Review
By Date Total No of Services
Apr 12 2022 1
Apr14 2022 1
Apr 15 2022 1

Feb 32022 1

Feb 4 2022 1

M Success [ Failed

A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

Drag and navigate the cursor anywhere on the graph to view the exact count details.

For example, the Password Rotation Frequency graph above shows the Changed password and the Scheduled
password for November 2021.

®

Click on the Refresh Dashboard button on the extreme right-hand side of the report window to
refresh the report.

www.arconnet.com | Copyright ©2022 12 Aq rCO n
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The Live Server Sessions report displays a list of ongoing sessions, services that users have accessed.

Information about access to critical servers is shown in a table and through pie graphs. The most-used servers

are displayed as a bar graph.

A

In order to view this report, users must have the following permission(s):

e Live Server Sessions

Refresh Dashboard

Live Server Sessions

LCB
DEFAULT LOB 2

Service Group
—All —

No Of Servers Accessed By User

ARCOSADMIN

List Of Servers Accessed By User

User ID
ARCOSADMIN
ARCOSADMIN
ARCOSADMIN
ARCOSADMIN
ARCOSADMIN
ARCOSADMIN
ARCOSADMIN
ARCOSADMIN

ARCOSADMIN

Service Type

App SQL Developer - Oracle

App SQL Developer - Oracle

App SAPHana
SSH LINUX
SSH LINUX
Windows RDP
Windows RDP
S5H LINUX

SSH LINUX

Service IP Address
10.10.0.154
10.10.0.154
101010
10.10.0.89
10.10.0.89
10.10.0.58
10.10.0.64
13232 49179

10.10.0.89

Live Top Most Used Server

10.10.0.38 g3y
10.10.0
010, 73@Usorrgny

10.10.0,1265

M count

No Of Servers Accessed With Privileged ID
(High Critical Server)

undefine

d

List Of Servers Accessed By User (High Critical

Service IP Address

User ID Service Type
ARCOSADMIN Windows RDP

ARCOSADMIN Windows RDP

99.99.99.98

Server)

99999998

Service User Name

RDP338

RDP298

Accessed At
06/04/2021 11:25:22

06/04/2021 11:12:41

Service User Name
super
super

abc

ARCOSADMIN

LAMTest1

Accessed At
01/12/2022 12:43:01
01/12/2022 12:42:44
01/12/2022 124111
01/11/2022 16:22:03
01/11/2022 16:08:51
01/11/2022 15:57-41
01/11/2022 15:47:17
01/11/2022 15:46:41

01/11/2022 15:46:21

@ Click on the Refresh Dashboard button on the extreme right-hand side of the report window to

refresh the report.

www.arconnet.com | Copyright ©2022
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4.4 User Access & Usage

The User Access & Usage report gives information about criticality-based user activity, time-based user
activity, service access, high usage service accounts, and provides a table containing information about critical
commands and their count.

A In order to view this report, users must have the following permission(s):

o User Access & Usage

www.arconnet.com | Copyright ©2022 14 Aq rco n
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Refresh Dashboard

User Access And Usage Dashboard

LOB Service Group User Group User ID
DEFAULT LOB 1 - e All - e All -

View Report

Criticality Based User Activity (No. of time servers accessed) Critical Command Usage
:: Critical Command Count
&0
. cal 35
0
- at 21
40
o Low sudo 9
0 [l Nov 2021 : 36 e 5
= [l Dec 202138
s W Jan2022 -0 date 6
10
5
o
Nene Low Medium High
Nov 2021 M Dec 2021 M Jan 2022 Services Access Report
Time Based User Activity (No. of time servers accessed)
0
0
T
&0
s
40
30
20 Jan 42022 Jan 52022 Jan 62022
10
12:00 AM - 07:59 AM 08:00 AM - 02:53 PM 03:00 PM - 08:59 PM 03:00 PM - 11:53 PM
Nov 2021 [ Dec 2021 M Jan 2022
High Usage Service Accounts
Dec 122:‘2'7 \10\4"52:2'7 Now 222:2'7 Dec 202:‘2'7 Dec 22021 Dec 51‘:?
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

Drag and navigate the cursor anywhere on the graph to view the exact count details.

For example, the Criticality Based User Activity graph shows the exact count of the servers accessed in the
month of November, December, and January of Low Critical Status.

www.arconnet.com | Copyright ©2022 15 Aq rco n
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®

Click on the Refresh Dashboard button on the extreme right-hand side of the report window to
refresh the report.

www.arconnet.com | Copyright ©2022 16 Aq rco n
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5 Group Reports

Group Reports generate details for all ARCON | PAM groups such as service groups and user groups.
The following reports are available in Group Reports:

Servers In Server Group
Service Group Report
Services in Server Group
User Group Report
Users in User Group

5.1 Serversin Server Group

The Servers in Server Group report displays details of all the servers created in a Server Group, regardless of
the LOB. The information is represented in a graphical and grid view format, based on the server's IP address.

A

In order to view this report, users must have the following permission(s):

e Servers In Server Group

www.arconnet.com | Copyright ©2022 17 Aq rco n
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Dashboard About

My Access

Manager  Reports Knight Analytics
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2 Arcosadmini

No Filters Available

View Report Export To CSV  ~ B A
Chart -
Total Number Of Servers In Each Group
00
175
150
125
100
7
&
]
3
2Jl5 23308y £ FEREGRE dor-nue® B2 OEoEE]
$0ZEZESHgE 2 E SPRAESE B3c5L32 mg L @698
HEF IR E £ EE2aish SizBiER DB 5 27040
5 BBos H 53 4 2% 1 g
§c g8 R H
< B i ¥F 35
Server Group Name
Service Group
Record Count - 1127 A
& {ooc]
Show 5 w entries Search °
Sr.No.l: IP Address Host Name Instance Port Domain Name Service Group
@1 192.168.0.242 192.166.0.242 3389  192.168.0.242 Mumbai_CLT
LOB/Profile MUMBAI ZONE
e 2 178.249.3.21 178249321 992 178.2493.21 WINDOWS SERVERS
(+)K] 96.47.200.189 96.47.200.189 96.47.200.189 1433 96.47.200.189 WINDOWS SERVERS
(I 10.10.0.205 10.10.0.205 oracle 1921 10.10.0.205 WINDOWS SERVERS
e 5 192.168.0.240 LNXRH4_ARCONSRV 5802 LNXRH4_ARCONSRV WINDOWS SERVERS
Showing 1 to 5 of 1,127 entries Previous - 2 3 4 5 296 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Name Description

Sr.No.

IP Address
Host Name
Instance

Port

Domain Name

www.arconnet.com | Copyright ©2022

To identify and distinguish rows
Displays IP address of the target servers
Displays hostname of the target servers
Displays instance of the target servers

Displays port number of the target server (if
configured)

Displays the domain name to which the target server
belongs

Aarcon
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Column Name Description

Service Group Displays the service group name to which that
particular server belongs

LOB/Profile Displays name of the LOB for which the server is
configured

5.2 Service Group Report

Service Group Report provides information about all of the service groups created in ARCON | PAM, regardless
of the LOB.

&

In order to view this report, users must have the following permission(s):

e Service Group Report

My Access  Manager  Reports  Dashboard  KnightAnalytics — About o ( 2 Arcosadmini

Service Group Report

No Filters Available -

View Report Export ToC8V = H x

i e s W s s W s R N >

Record Count : 465 g A
Em Looc )

Show 5 v entries Search

SrNo. |: Group Name Group Description Created By

@1 WINDOWS SERVERS SERVER GROUP FOR WINDOWS 0S ARCOSADMIN

Created On 13 Mar 2018 15:40:4%

© 2 LINUX SERVERS LINUX OS SERVERS ARCOSADMIN

a 3 SRGROUP1 SRGROUP1 ARCOSADMIN

(I MOIN_SERVICE MOIN_SERVICE ARCOSADMIN

(] SERVERGROUP1 RELEASE TEST ARCOSADMIN

Showing 1 to 5 of 465 entries Previous n 2 3 4 5 93 Next

A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr.No. To identify and distinguish rows

Group Name The name of service group

Group Description Text entered during the creation of the service group
Created By The name of the user who created the service group

www.arconnet.com | Copyright ©2022 19 Aq rco n
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Column Names

Created On

5.3 Servicesin Server Group

Description
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Date/time of the creation of the service group

The Services in Server Group report displays information about all of the services created in a Server Group,
regardless of the LOB. The information is represented in a graphical and grid view format, based on the Service

username of the server.

& In order to view this report, users must have the following permission(s):

e Servicesin Server Group

Dashboard

My Access

Manager  Reports

Services In Server Group

Knight Analytics

About

2 Arcosadmini

No Filters Available

&
View Report ExportTo CSV  ~ B X
Chart -
Total Number Of Services In Each Group
300
250
200
150
100
s
§ o
E
NEEPONEQEOE A0EANNNMQCEYEEALLCQLOECOODYE
HEEH R 9225550503 2F38R3380530 283558
527308 E FEREFER " d-wueR EEoBEoEED
gozEzizagd E spdafay ZECEEYC BOTArFEYGE
= LA R v ELi5g® EEENigE Yz o 232,08
Fug8eszul z 20xzifc céSzelU 2 @ £ ead
SE250 J4F EEZ6%5u ooRliume = ¥ £5%
H] 4 E£z87gk peguyvE I -
<29 o> ) 3 LN n 88
2 3 2 = El FE7,5 @ 8s¢g
g< <= : - g5 EE ErE £z%
= N g £F 35 £5
H E 85 32
28
88
Server Group Name
Service Group
Recard Count : 1082 »
Lo ] 3 =

Show 5 w entries

Sr.No.l: IPAddress Service User Name
@1 10.10.0.246
Service Group WINDOWS SERVERS
LOB/Profile DEFAULT LOB 2
© 2 10.10.0.246
(K] 10.10.2.52
(s 10.10.2.52

(-] 10.10.0.246 en

Showing 1 to 5 of 1.082 entries

A Privileged Account Management Solution

Host Name

10.10.0.246

10.10.0.246

10.10.2.52

10.10.2.52

10.10.0.246

The following columns can be seen in this report:

www.arconnet.com | Copyright ©2022
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Instance

Port

23

23

23

23

23

Search -

Domain Name

10.10.0.248

10.10.0.246
1010252
10.10.2.52

10.10.0.248

Previous - 2134|565 - 217 | Next

Copyright © 2022 ARCON. All Rights Reserved.
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Column Names
Sr.No.

IP Address

Service User Name
Host Name
Instance

Port

Domain Name

Service Group

LOB/Profile

5.4 User Group Report

Predict | Protect | Prevent

Description

To identify and distinguish rows

The IP address of the target servers

The username of the service

The hostname of the target servers

The instance of the target servers

The port number of the target server (if configured)
The domain name to which the target server belongs

The service group name to which that particular
server belongs

The name of the LOB for which the server is
configured

The User Group Report provides information about all of the user groups created in ARCON | PAM, regardless

of the LOB.

A

e User Group Report

www.arconnet.com | Copyright ©2022

In order to view this report, users must have the following permission(s):
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33
My Access  Manager  Reports  Dashboard  KnightAnalytics — About o D 2 Arcosadmini

3
&l User Group Report
_ .
No Filters Available -
View Report ExportToCSV  ~ H A
Record Count - 1703 A
= [voc)
Show 5 v entries Search
Sr.No.l:t Group Name Group Description
@1 ADMINS ADMINS
Created By System
Created On 04 Oct 2017 16:39:41
(+ )] WINDOWS ADMINS ADMINISTRATOR
(K] LINUXADMINS LINUX
© 4 MOIN_USER MOIN_USER
(+ )] USERGROUP1 RELEASE TEST
Showing 1 to 5 of 1,703 entries Previous - 2 3 4 5 341 Next
A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Group Name The name of the user group

Group Description Text entered during the creation of the user group

Created By The name of the Administrator who created the user
group

Created On Date/time of the creation of the user group by the

Administrator

5.5 Usersin User Group

The Users in User Group report displays information about all of the users created in a User Group, regardless
of the LOB. The information is represented in a graphical and grid view format, based on the Service username
of the server.

A

In order to view this report, users must have the following permission(s):

e Usersin User Group
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My Access Manager Reports Dashboard Knight Analytics About

2 Arcosadmin

No Filters Available

View Report Export ToCSV  ~ H A

Chart

Total Number of Users In Each Group
20000

Count
UAT_ONBOARD_GRP1DSSSSSSS5855SSSSE

USER ONBOARDING PRODDGXDGGGGGGGGEGEGEGGEEE

User Group Name

User Group
Record Count - 20436 IS
o oo ]
Show 5 ~  entries Search :
Sr.No. | Username Display Name = User Group
Q@1 USERGROUP1
Domain
User Type Admin
2 $872000- Bulk_User
FBNPG2218GHB
(K] $A72000- Bulk_User
CKRIO1K4QFJ4
(+)F} $H72000- Bulk_User
2CEBKPBUHKF1
©s $J72000- Bulk_User
53VAVOVTB1M3
Showing 1 to 5 of 20,436 entries Previous 2 3 4 5 4088 Next

A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr.No. To identify and distinguish rows

User name The name of the user

Display Name The display name of the user

User Group User group name to which that particular user belongs
Domain The domain name to which that user belongs
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Column Names Description
User Type Type of user
e Client
e Admin
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Reports Predict | Protect | Prevent

6 LOB Reports

LOB Reports generate details for all ARCON | PAM LOBs and their relationships with PAM entities such as
users, services, groups, etc. It helps generate a graphical view and exact count of group-wise details of users and
services that are active and inactive in ARCON | PAM. In addition, it also displays detailed descriptions of all the
LOBs created in ARCON | PAM, descriptions of the objects mapped to LOBs, and LOB-wise status of unique IP
addresses and services.

The following reports are available in LOB Reports:

Active Services Group Wise Report
Active Services Report

Active Users Report

Dormant Users Report

Inactive Services Report

LOB Details Report

Object Status Report

Service Count Report

6.1 Active Services Group Wise Report

Active Services Group Wise Report gives information about all active services in ARCON | PAM service groups.

A

In order to view this report, users must have the following permission(s):

e Active Services Group Wise Report
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] Ll
My Access ~ Manager  Reports  Dashboard  Knight Analytics o 2 Arcosadmini

S Active Services Group Wise Report
.

Filter -

LOB Service Group
—— All —- - e All -

Service Type
— Al — -

ST - | *
Record Count - 525
Show 5 w entries Search ©
Sr.Nd: LOB/Profile Service IP Address Host Name UserID Domain Name DB Instance Port

Type
ﬂ 1 DEFAULT AIX 10.10.10.21 TESTHOST testuser 2 22
LOB 2
Description 1 testdesc
Description 2
Description 3
Active Till 01 Jan 2058 23:59:5%
ﬂ 2 DEFAULT AIX 10.10.10.20 TESTHOST testusers 2 22
LOB 2
© -2 DEFAULT AIX 10.10.10.310 TESTHOST1 testuser 2 22
LOB 2
ﬂ 4 DEFAULT AIX 10.10.10.10 SERVICE ARCOSADMIN 22
LOB 2
ﬂ 1] DEFAULT AlX 10.11.12.14 NV NV 10.11.12.14 2222
LOB 2
Showing 1 to 5 of 525 entries Previous - 2 & a4 5 105 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
LOB/Profile The name of the LOB in which there are active
services
Service Type The active service type for the selected server group
IP Address The IP address of the target server
Host Name The hostname of the target server
User ID The User ID associated with the user
Domain Name The domain name to which the target server belongs
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Column Names Description
DB Instance The instance of the target servers
Port The port number of the target server (if configured)

Description 1 Text entered during the creation of the service

Description 2 Text entered during the creation of the service

Description 3 Text entered during the creation of the service

Active Till The date until which the service will work

6.2 Active Services Report

Active Services Report gives information about all active services in ARCON | PAM. Active services are ones
whose validity has not expired yet.

& In order to view this report, users must have the following permission(s):

e Active Services Report
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33 1
MyAccess  Manager  Reports  Dashboard  KnightAnalytics  About o4 2 Arcosadmini

S Active Services Report
.
Filter -
LOB Service Group
— All— - — Al — -
Service Type
— All— -
View Report Expot ToCSV  ~ B A
Record Count : 1099 i
L] =
Show 5 v entries Search :
SrNol: Username Server IP Service Type  Service Group Description 1 Service Assign By Assign On  Vault
Valid Till Status
Q@1 en 10.10.0.246 SSHTelnet  WINDOWS 01 Jan ARCOSADMIN 12 May Manually
SERVERS 2058 2020 Vaulted
23:59:59 12:20:04

Last Accessed Time 06 Jan 2021 17:17.48

()] en 10.10.0.246 SSH Telnet LINUX 01 Jan ARCOSADMIN 12 May Manually
SERVERS 2058 2020 Vaulted
235959 12:20:04
e 3 10.10.2.52 SSH Telnet WINDOWS 01 Jan ARCOSADMIN 28 Oct Manually
SERVERS 2058 2020 Vaulted
23:59:59 21:30:15
() 10.10.2.52 SSH Telnet WINDOWS 01 Jan ARCOSADMIN 28 Oct Manually
SERVERS 2058 2020 Vaulted
23:59:59 21:31:21
()] 10.10.0.248 SSH Telnet WINDOWS 01 Jan ARCOSADMIN 24 Feb Manually
SERVERS 2058 2021 Vaulted
235959 14:40:19
Showing 1 to 5 of 1,099 entries Previous - 2 3 4 5 B 220 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr.No. To identify and distinguish rows

Username Username given to the service by the Administrator

Server IP The IP address of the target server

Service Type The active service type

Service Group The server group to which the service belongs

Description 1 Text entered during the creation of the service by the
Administrator

Service Valid Till Date/time until which the service will work

Assign By The Administrator who allocated the service to the
LOB
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Column Names Description

Assign On Date/time of allocation of service to LOB by the
Administrator

Vault Status The status of the vault

e Manually Vaulted
e Vaulted
e Not Vaulted

Last Accessed Time Date/time on which the service was last used

6.3 Active Users Report

The Active Users Report gives information about all active users and their related LOBs in ARCON | PAM. An
active user is defined as one who has interacted with the PAM application within a certain time period.

A

In order to view this report, users must have the following permission(s):

e Active Users Report

= MyAccess  Manager  Reports  Dashboard  KnightAnalytics  About

Active Users Report

Filter -

LoB User Group

— Al — - Al -

View Report Export ToCSV Fod

i O O O O - R >

Record Count © 115 1S
e R =
Show 5 ~ entries Search - ARCOSADMIN
Sr.Nb: LOB LOB User ID Display Name  Group Name Group Valid Till User Created By User Assign By Assign
Name Description Description Created on
on
a 1 DEFAULT LOB1 VASANT VASANT WINDOWS ADMINISTRATOR 01 Jan SYSTEM 01 Apr ARCOSADMIN 18 Apr
LOB 2 VERM ADMINS 2058 2019 20189
23:59:59 16:40:03 18:10:34

ActiveDuration 3 Year(s) 4 Month(s) 8 Day(s)

©:2 DEFAULT LOB1 VASANT VASANT LINUXADMINS  LINUX 01 Jan SYSTEM 01Apr ARCOSADMIN 18 Apr
LOB 2 VERM 2058 2019 2019
23:59:59 16:40:03 18:10:34
ﬂ 3 DEFAULT LOBA1 VASANT VASANT IT Admin IT Admin 01 Jan SYSTEM 01 Apr ARCOSADMIN 18 Apr
LOB 2 VERM 2058 2019 2019
23:59:59 16:40:03 18:10:34
(+ )3 DEFAULT LOB1 VASANT VASANT ADMINS ADMINS 01 Jan SYSTEM 01 Apr ARCOSADMIN 18 Apr
LOB 2 VERM 2058 2019 2019
23:59:59 16:40:03 18:10:34
ﬂ 5 DUBAI DUBAI ARCOSADMIN ARCOSADMIN PUG1 PUGT 01 Jan System 04 Oct ARCOSADMIN 05 Sep
REGION  REGION 2058 2017 2019
23:59:59 18:39:41 11:37:34
Showing 1 to 5 of 111 entries (filiered from 115 total entries) Previous 23| 4 5 B 23 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
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The following columns can be seen in this report:

Column Names
Sr.No.

LOB Name

LOB Description
User ID

Display Name
Group Name
Group Description
Valid Till

User Created By
User Created On
Assign By

Assign On

Active Duration

6.4 Dormant Users Report

Predict | Protect | Prevent

Description

To identify and distinguish rows

Name of the LOB that has active users

Description of the LOB that has active users

The User ID associated with the user

The display name of the user

User group name to which that particular user belongs
Text entered during the creation of the user group
Date until which the user will be active

The name of the Administrator who created the user
Date-time of the creation of the user by Administrator
The Administrator who allocated the user to the LOB

Date/time of allocation of the user to LOB by the
Administrator

Total time duration since the user is active.

The Dormant Users Report gives information about all dormant users and and their related LOBs in ARCON
PAM. A dormant user is one who hasn’t interacted with the PAM application in a certain period of time.

A In order to view this report, users must have the following permission(s):

e Dormant Users Report

www.arconnet.com | Copyright ©2022

. Aarcon



Reports

My Access  Manager  Reports  Dashboard  KnightAnalytics — About

Predict | Protect | Prevent

4 Arcosadmint

3
=l Dormant Users
_ .
No Filters Available -
View Report Expot To CSV = B A
Record Count: 7 S
=3 (]
Show 5 ~  entries Search :
Sr.Ne. l: Username Display Name Email ID LOB Domain
Q@ 1 TOM TOM LOBTEST ARCOSAUTH
User Type Client
()] SALMAN SALMAN KHAN LOBTEST 10.10.0.34:389
(K] ARIFA ARIFA LOBTEST TESTDOMAIN
© 4 NITISH NITISHA LOBTEST TESTDOMAIN
ﬂ 5 BRITNEY BRITNEY JAIN LOBTEST 10.10.0.34:389

Showing 110 5 of 7 entries

A Privileged Account Management Solution

The following columns can be seen in this report:

Column Names
Sr. No.
Username
Display Name
Email ID

LOB

Domain

User Type

6.5 Inactive Services Report

Previous - 2

Next

Copyright © 2022 ARCON. All Rights Reserved.

Description

To identify and distinguish rows

The name of the user

The display name of the user

Email ID of the user

The name of the LOB in which the user is present
The domain name to which the user belongs

Type of user

e Client
e Admin

The Inactive Services Report gives information about all inactive services and their related LOBs in ARCON |

PAM.

A

e Inactive Services Report

www.arconnet.com | Copyright ©2022
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= My Access  Manager  Reports

Inactive Services Report

Dashboard

Knight Analytics

Predict | Protect | Prevent

About

2 Arcosadmini

Filter
LOB

— All — -
Service Type

— Al — -

i e s W s s W s R N >

View Report Export TOoCSV  ~ H A
Record Count : 49 B A
Em Looc ]
Show 5 w entries Search ©
Sr.Né: LOB Name LOB Description Username Server IP Service Type Service Valid Till Assign By Assign On
@1 DEFAULT LOB 2 LOB 1 administrator1 10.10.0.162 Windows RDP 02 Nov 2021 16:46:44 ARCOSADMIN 14 Aug 2019 14:51:13
Last Accessed Time 31 Mar 2020 23:09:55
e 2 DEFAULT LOB 2 LOB 1 test_demo 8.8.8.8 Windows RDP 08 Oct 2021 12:53:48 ARCOSADMIN 26 May 2020 11:45:33
ﬂ 3 DEBOARDING Deboard test_demo2 12121212 Windows RDP 30 Mar 2020 13:35:20 ARCOSADMIN 19 Aug 2019 11:03:05
© 1 DEFAULT LOB 2 LOB 1 RDP998 99.99.99.98 Windows RDP 18 Oct 2021 11:52:08 ARCOSADMIN 26 May 2020 11:41:34
(3 DEFAULT LOB 2 LOB 1 RDP997 99.99.99.98 Windows RDP 08 Dec 2021 13:28:01 ARCOSADMIN 26 May 2020 11:39:38
Showing 1 to 5 of 49 entries Previous n D 3 | 4 5 10 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr. No.

LOB Name

LOB Description
Username
Server IP
Service Type
Service Valid Till
Assign By

Assign On

Last Accessed Time

www.arconnet.com | Copyright ©2022

To identify and distinguish rows

Name of the LOB that has active users

Description of the LOB that has active users

The name of the user

The IP address of the target server

The inactive service type

Date/time until which the service will work

The Administrator who allocated the user to the LOB

Date/time of allocation of the user to LOB by the
Administrator

Date/time at which the service was last used

Aarcon
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6.6 LOB Details Report
The LOB Details Report gives information about all the LOBs created in ARCON | PAM.

A

In order to view this report, users must have the following permission(s):

e LOB Details Report

83
MyAccess  Manager Reports  Dashboard  KnightAnalylics  About oIl L Arcosadmini

LOB Details Report

No Filters Available -

View Report Export ToCSV  ~ B x

R EE DG @@ «[>

Record Count - 30 L
= L}

Show 5 ~ entries Search ©

SrNo. i Name Short Name Description Address Created By

e 1 DEFAULT LOB 2 LOB 1 created on UAT DEFAULT LOB 1 ARCOSADMIN

Created On 13 Mar 2018 15:35:57

(+) MUMBAI ZONE MUMBAI ZONE MUMBAI ZONE MUMBAI ZONE MOIN ANSARI

()] DEFAULT TEST LOB For New joinee Test ARCOSADMIN

e 4 DUBAI REGION DUBAI REGION DUBAI REGION DUBAI REGION ARCOSADMIN

(+)K] ONBOARD ONBD TESTING PURPOSE LAWRENCE
Showing 1 to 5 of 30 enfries Previous - 2 3 4 5 6 Next

A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Name Name of the LOB that was created

Short Name Short name assigned to that LOB

Description Description of the LOB entered by the Administrator
at the time of creation

Address LOB Address

Created By The name of the Administrator who created the LOB

Created On Date/time of the creation of the user by the

Administrator
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6.7 Object Status Report

The Object Status Report gives information about the relationship between PAM entities (objects) and LOBs.
The information is represented in a graphical and grid view format and gives the exact count of the total
number of objects that are mapped to LOB.

A

In order to view this report, users must have the following permission(s):

e Object Status Report

83 "
My Access  Manager  Reports  Dashboard  KnightAnalytics  About Sl 2 Arcosadmini

Object Status Report

No Filters Available -

View Report Export To CSV = B A

Chart =

LOB wise object mapping

O O O O O O O BN >~

asc [ 9318TESTING [ 931872 M mumBal zoNE I DuBal REGION
LosTeEST [ TeEsTLo8 M HIRENTEST M TESTssoLoB2 M DeEFaULTLoB2 H
pDEFAULT TEST LOB M LoaDTEST_LoB M iEFeEs Mozists
TeST_KARISHMA M AuTomaTiON_LoB M onsoARD M DEBCARDING
vasHTEST B mumsan M TesaLLos M TEST LoB1 M TESTSSOLOB

Record Count : 23 A
= [coc i o }

Show 5 ~ entries Search :

Sr.NG: LOB Profile Name LOB Profile Description . Active Users Inactive Users  Active Services  Inactive Services Active Unique IP.  Inactive Unique IP.  User Groups
© 1 ABC abc 0 0 2 0 1 0 0

© 2 9318TESTING 9318T 0 0 0 0 0 0 0

© 2 931872 9318T2 2 0 3 1 ) 1 0

© 4 MUMBAIZONE MUMBAI ZONE 3 2 9 5 7 3 3

Service Groups 47

(-] DUBAI REGION DUBAI REGION 3 1 7 2 2 1 1
Showing 1 to 5 of 23 entries Previous - 2 3 4 5 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:
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Column Names
Sr.No.
LOB Profile Name

LOB Profile Description

Active Users
Inactive Users
Active Services
Inactive Services
Active Unique IP
Inactive Unique IP
User Groups

Service Groups

6.8 Service Count Report

Description

Predict | Protect | Prevent

To identify and distinguish rows

Name of the LOB

Description of the LOB entered by the Administrator

at the time of the creation

Count of active users LOB-wise

Count of inactive users LOB-wise

Count of active services LOB-wise

Count of inactive services LOB-wise

Count of active unique IPs LOB-wise

Count of inactive unique IPs LOB-wise

Count of user groups LOB-wise

Count of service groups LOB-wise

The Service Count Report gives information about the relationship between PAM services and LOBs. The
information is represented in a graphical and grid view format and gives the exact count of:

e Unique (Active & Inactive) IP status LOB-wise
e Service (Active & Inactive) status LOB-wise

A

e Service Count Report

www.arconnet.com | Copyright ©2022

In order to view this report, users must have the following permission(s):
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— 53
A = MyAccess  Manager  Reports  Dashboard  KnightAnalytics  About Els 2 Arcosadmin1

LW Service Count Report
No Filters Available -
Chart -
LOB Wise Unique IP Status ) LOB Wise Services Status
DEFAULT LOB 2 o DEFAULTLOB 2
[l Unique Active IPAddress - 304 rvices - 521
[l Unique Inactive IPAddress - 25 EIVices - 30
LOB Profile Name LOB Profile Name
Unique Active IPAddress Unique Inactive IPAddress Active Services Inactive Services
Record Count - 6394 IS
o  voc B ro |
Show 5 ~ entries Search -
Sr.No. | LOB Profile Name LOB Profile Description Service Type Active Services  Inactive Services  Unique Active IPAddress
G 1 TEST_KARISHMA test AIX 0 0 0
Unique Inactive IPAddress 0
ﬁ 2 TEST_KARISHMA test Amazon Web Services (AWS) 0 0 4]
© 3 TEST_KARISHMA test App 3Par Mgmt 0 0 0
© 4 TEST_KARISHMA test App AblnitioGDE 0 0 0
© 5 TEST_KARISHMA test App Account and Voucher Info Manager 0 0 0
Showing 1 to 5 of 6,394 entries Previous 23| 4|5 . 1279 Next
A Privileged A t Manag i Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
LOB Profile Name Name of the LOB
LOB Profile Description Description of the LOB entered by the Administrator
at the time of the creation
Service Type Name of the service type
Active Services Count of active services LOB-wise
Inactive Services Count of inactive services LOB-wise
Unique Active IPAddress Count of active unique IPs LOB-wise
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Column Names Description

Unique Inactive IPAddress Count of inactive unique IPs LOB-wise
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/7 Logs Reports

Logs Reports capture details of all the available logs in a report format.
The following reports are available in Logs Reports:

APEM Logs

Approval Delegation Report

Day Wise Summary Report

Day Wise User Access Summary Report
Log Review Report

My Vault Logs

Outside ARCON PAM Access Log
Service Access Log

Service Access Log Day Wise Report
Service Password Request Workflow Logs
Service Password Status Logs

Service Request Workflow Logs
Session Activity Log

Session Wise Summary Report

SIEM command logs Report

SMS and Email Logs

Ticket Request Workflow Logs

User Access Log report

7.1 APEM Logs Report
The APEM Logs Report captures print password activities performed via the APEM tool.

A

In order to view this report, users must have the following permission(s):

o APEM Logs Report
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Manager Reports

Dashboard Knight Analytics About

Predict | Protect | Prevent

El
L 2 Arcosadmin

EN APEM Logs

.
Filter -
Date From Date To
01-01-2020 00-00 12-01-2022 16:12
S - #
Record Count : 25 - R
= m =
Show s w entries Search
Sr.Mp. File Name ActivityPerformed EnvelopeNo E 10n Envelof 1By Service ServerlPAddress ServerName Service Domain Description
Type User Name 1
@ 1 Passwords520202011338PM.txt Read File
Process
Completed
Description 2
Description 3
DesktopDetails MAC Address: 02004C4F4F50 IP Address: 10.10 DomainiUsemame:
LogDate 20 May 2020 15:30:38
© 2 Passwords520202011338PM.txt Password 25872 518/2020 35525 PM  ARCOSADMIN Windows 10.10.0.10 TESTSID sidtest Test test
Viewed RDP
e 3 Passwords520202071144PM b Read File
Process
Completed.
© ¢ Passwords520202071144PM.txt Password 24422 5/4/2020 73959 PM ARCOSADMIN Windows 10.10.0.32 WINTULTE4 WINTULTG4
Viewed RDP
© 5 Passwords521202043940PM txt Read File
Process
Completed
Showing 1to 5 of 25 entries Previous n 2 3 4 5 Next
A Privileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr.No.
File Name

Activity Performed

Envelope No.

Envelope Generated On

Envelope Generated By

www.arconnet.com | Copyright ©2022

To identify and distinguish rows
Name of the file

Captures all the print password actions taken through
the APEM tool

APEM tool opened

Password Viewed

Read File

Read File process completed

SSH key file successfully downloaded

The unique number associated with each generated
envelope

Date/time of generation of the envelope by the
Administrator

The Administrator who generated the envelope

. Aarcon
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Column Names
Service Type

Service |IP Address

Server name
Server user name
Domain Name
Description 1
Description 2
Description 3
Desktop Details

Log Date

7.2 Approval Delegation Report

Predict | Protect | Prevent

Description
Name of the service type

The IP address of the target server for which the
password is opened through the APEM tool

Name of the server

Username assigned to the server

The domain name to which the target server belongs
Text entered during the creation of the service

Text entered during the creation of the service

Text entered during the creation of the service
Details of desktop

Date of log

The Approval Delegation Report keeps track of operations performed in the ARCON | PAM delegation module.
Delegation is the process of transferring ownership to a higher-level employee in order to complete

transactions such as approving raised requests.

A

e Approval Delegation Report

www.arconnet.com | Copyright ©2022

In order to view this report, users must have the following permission(s):
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Dashboard

My Access

Manager  Reports

Knight Analytics

Predict | Protect | Prevent

2 Arcosadmini

Sr.No.

Operation

Delegated By

Delegated To

Approval Type
Start Date
End Date

Is Active
Created By

Created On

Modified By

Last Modified On

www.arconnet.com | Copyright ©2022

] Approval Delegation Report
.
Filter -
Lo
e All e -
View Report Export ToCSV H A
Record Count 1 A
[ ] [oac]
Show 5 v enfries Search
Sr.Mp. Operation Delegated By == Delegated. Approval Start Date End Date Is Created By Created On Modified By Last Modified On
To e Active
Typ
G 1 Created MUK AHMED Service 25 Aug 2021 26 Aug 2021 True MUK 25 Aug 2021 25 Aug 2021
Access 16:00:00 15:55:00 15:58.06 15:58:06
Date 25Aug 2021 15:58.06
Showing 1 to 1 of 1 entries Previous - Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

To identify and distinguish rows

Actions that are taken on delegation

e Create
e Modify
e Delete

User who sets the delegation module

User who becomes the approver in the absence of
actual approver set in the workflow

Type of approvals users

Date/time from which the delegation is active
Date/time until which the delegation will be active
If the module is ON

The name of the user who created the delegation

Date/time of the creation of the delegation by the
user

The user who changed an existing delegation module

Date/time of change in delegation module

" Aarcon
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Column Names Description
Date Date/time of appointment of the module

7.3 Day Wise Summary Report

The Day Wise Summary Report displays the date- and time-wise count of activities performed on the Server.

A

In order to view this report, users must have the following permission(s):

e Day-wise Summary Report

— ~ ~ . ] Ll
= My Access  Manager Reports  Dashboard  KnightAnalyics  About = 2 Arcosadmini

Day Wise Summary Report

No Filters Available -

View Report Export ToCSV = B x

O O O - O O O BN >

Record Count - 2138 B B
Em [coc iy -}
Show 5 ~ entries Search :
srNo. | Day Time Session Count User Count Critical Command Restricted Command Open Password
@1 2019-10-20 02:00 PM - 03:00 PM 31 31 0 0 ]
Restricted Process 0

© 2 2019-10-20 03:00 PM - 04:00 PM 8 8 0 0 0

(+)K] 2019-10-20 04:00 PM - 05:00 PM 4 4 0 0 0

()} 2019-10-20 12:00 PM - 01:00 PM 2 2 0 0 0

(+ )] 2019-10-21 01:00 PM - 02:00 PM 1 1 0 0 0

Showing 1 to 5 of 2,138 entries Previous 23| 4|5 . 428 Next
A Privileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Day Date for which the summary is given

Time The time range for which the summary of that day is
given

Session Count Number of sessions accessed on that day

User Count Number of users using PAM on that day
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Column Names Description

Critical Command The total number of critical commands fired on that
day

Restricted Command The total number of restricted commands fired on
that day

Open Password Number of passwords viewed on that day

Restricted Process Number of restricted processes

7.4 Day Wise User Access Summary Report

The Day Wise User Access Summary Report displays the information for the day-wise unique count of users.

A

In order to view this report, users must have the following permission(s):

o Day Wise User Access Summary Report

My Access Manager Reports Dashboard Knight Analytics About UAT 4.8.5.0 U16_SP_B25

Day Wise User Access Summary Report

Filter -

LOB Date From Date To
— Al — v 27-06-2022 00:00 27-07-2022 1623

View Report Export ToCSV v A

Record Count - 26 A
=3

Show 5 ~ entries Search ©

Sr.No. 1t Dpay

@1 01 Jul 2022

Unique Count of Users 6

()] 03 Jul 2022

O O O O O O >~

©: 04 Jul 2022 S

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows
Day The date

After clicking on the (+) action, the unique count of users can be displayed.

7.5 Incident Management Logs

The Incident Management Logs report captures the logs of the incident which is raised or closed performed by
Incident Management.
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When the admin user watches video logs and checks the text logs, the user should be able to raise incidents for
the session. In case if they find any suspicious activity and notify the group admin of the server group to which
the service belongs. The group admin should review that incident to take necessary actions and close the

incident.

A

¢ Incident Management Logs

My Access

Manager

Incident Management Logs

Reports  Dashboard  KnightAnalytics  About

In order to view this report, users must have the following permission(s):

i:: ‘m 2 Arcosadmin

Filter

Date From

10-07-2020 00:00

Date To
09-08-2022 13:43

&
View Report ExportToCSV  ~ B A
Record Count * 66 s
=
Show 5 w entries Search
sr.No. Incident Session Servicel: Service Username Incident Raised By Rasised Status Incident Closed Closed
D D Type Raised on Closed By on
Comment Comment
64 16104  App 10.10.2.97 @vasantv25@gmail.com:10.10.2.97 ARCOSADMIN helio ARCOSADMIN 14 Feb Close
PLSQL 2022
Developer 18:43:38
- Oracle
63 16141 App 10.10.2.97 @vasantv25@gmail.com:10.10.2.97 ARCOSADMIN  hi ARCOSADMIN 14 Feb Close
PLSQL 2022
Developer 18:44:44
- Oracle
57 16220 App 10.10.2. 97 @vasantv25@gmail.com:10.10.2.97 ARCOSADMIN 1:20 ARCOSADMIN 18 Feb Close
PLSQL Please 2022
Developer check 12:19:45
- Oracle user
activity
98 16220  App 10.10.2.97@vasantv2@gmail.com:10.10.2.97 ARCOSADMIN incident ~ARCOSADMIN 16 Feb Close
PLSQL 3 2022
Developer 11.22:39
- Oracle
59 16220 App 10.10.2.97 @vasantv25@gmail.com:10.10.2.97 ARCOSADMIN incident ARCOSADMIN 16 Feb Close
PLSQL 2 2022
Developer 11:10:19
- Oracle

Showing 1 to 5 of 66 entries

A Privileged Account Management Solution

The following columns can be seen in this report:

Column Name

Sr. No.

Incident ID

Description

To identify and distinguish rows

Previous 2|34 5 .. 14 Next

Copyright © 2022 ARCON. All Rights Reserved.

Thisis a ID number which is given to identify the incident.
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Column Name Description

Session ID This is a ID number which is given to identify the session.

Service Type This column shows the type of service

Service This column shows the name of the service and it contains the service IP

address and server user name of the user etc.

User Name This column shows the name of the user.

Incident Raised Comment This column shows the comment putted by used while raising the
incident.

Incident Raised By This column shows the name of the user who raised the incident.

Raised On This column shows the date and time when the incident was raised.

Status This column shows the status of this incident as closed or open.

Incident Closed Comment This column shows the comment putted by used while closing the
incident.

Closed By This column shows the name of the user who closed the incident.

Closed On This column shows the date and time when the incident was closed.

7.6 Log Review Report

The Log Review Report displays details of all the logs accessed or viewed by Administrators in ARCON | PAM.
Additionally, it also records information from real-time session monitoring, such as video viewing, session
freeze, unfreeze, and logout activities.

& In order to view this report, users must have the following permission(s):

e LogReview Report
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My Access  Manager  Reports

Dashboard

Knight Analytics

Predict | Protect | Prevent

"
A (1 Arcosadmini

L s £
Sl [ og Review Report
.
Filter -
LoB Date From Date To User ID
- All - - 05-12-2021 00:00 04-01-2022 14:37
View Report Expot To CSV = B A
Record Count 136 M
Em E
Show 5 w entries Search :
Sr.Nd: LogName Type Log Viewed Log Viewed Session Connection User Machine IP Logged In
Downloaded By Downloaded On  Accessed By D
@ 21 Command Log Log ARCOSADMIN 20 Dec 2021 27579 10.10.0.38  10.10. %[DS 1 20 Dec
Details 18:04:33 [Defaultstring] 2021
Viewed [ACIM4.8.5.0] 18:00:16
Logged Qut 20 Dec 2021 18:05:20
@ 22 Commandlog Log ARCOSADMIN 20 Dec 2021 ARCOSADMIN 27579 10.10.0.38  10.10 [DE 1 20 Dec
Details 18:04:33 [Defaultstring] 2021
Viewed [ACIM4.8.5.0] 18:00:16
© 23 Commandlog Logs ARCOSADMIN 20 Dec 2021
Viewed 18:04:22
ﬂ 24 CommandlLog Logs ARCOSADMINT 20 Dec 2021
Viewed 18:04:22
© 25 Senice Log Logs ARCOSADMIN1 20 Dec 2021
Viewed 18:04:07
Showing 21 to 25 of 136 eniries Previous i 4 6 28 Next

A Privileged Account Management Solution

The following columns can be seen in this report:

Column Names
Sr. No.

Log Name

Log Type

Log Viewed Downloaded By

Log Viewed Downloaded On

Session Accessed By

Session ID
Connection
User Machine IP

Logged In

www.arconnet.com | Copyright ©2022
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Description

To identify and distinguish rows
Name of logs accessed

Action on logs

The name of the Administrator who downloaded the
logs

Date-time of download by the Administrator

The name of the Administrator who was using the
session

ID associated with that session
Connection details of the target server
Machine IP details of the target server

Date/time of login

w Aarcon
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Column Names Description
Logged Out Date/time of logout

7.7 My Vault Logs
The My Vault Logs report captures all the activities that are carried out in My Vault of ARCON | PAM.

A

In order to view this report, users must have the following permission(s):

e My Vault Logs

— ~ ~ . 3 ul
= My Access  Manager Reports  Dashboard  KnightAnalytics  About A 2 Arcosadmini

My Vault Logs

Filter =
Date From Date To UserID
01-01-2021 00:00 04-01-2022 15:27

View Report Expot ToCSV  ~ B A

Record Count - 30 TS
= Ea =
Show 5 ~ entries Search :
Sr.N@. File Name Extension Size Status Added By Added Shared Shared With File Deleted By Deleted Recorded
On On Available Cn on
Till
Q@ 1 TSPluginSetup.txt txt 2MB ARCOSADMIN 21Jun - - 01 Jul ARCOSADMIN 21 Jun 21 Jun
2021 2021 2021 2021 1546
10:15

O O O O O O B >~

Storage  File Server

© 2 TsPluginSetup.ixt it 2MB [EEEE]  ARCOSADMIN 214un - - 01 Jul - - 21Jun
2021 2021 2021 1546
10:15
@ 3 ARCOSTSPluginSetup txt txt 2MB ARCOSADMIN 21Jun - - 01 Jul ARCOSADMIN 21 Jun 21 Jun
2021 2021 2021 20211541
10:01
@ 4 ARCOSTSPluginSetup txt txt 2MB m ARCOSADMIN 21Jun - - 01 Jul - - 21 Jun
2021 2021 2021 15:32
10:01
@ 5 Automation Project xisx 10 [EIE) ARCOSADMIN 26 Apr - - No Expiry - - 26 Apr
KB 2021 2021 21.00
Showing 1 to 5 of 30 entries Previous - 2 3 4 5 6 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows
File Name Name of the file used in My Vault
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Column Names

Extension

Size

Status

Added By
Added On

Shared On

Shared With

File Available Till

Deleted By

Deleted On

Recorded On

Storage

7.8 Outside ARCON PAM Access Log
The Outside ARCON PAM Access Log report displays information about unauthorized users (outsiders)

attempting to access ARCON | PAM services.

A

e Outside ARCON PAM Access Logs

www.arconnet.com | Copyright ©2022
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Description

Type of file

Text
PDF
JPG
GIF
PNG

Weight of file

Activity performed on my vault

Upload
Download
Shared
Deleted

The Administrator who added the file
Date/time at which the file was added in my vault

Date/time at which the file was shared (value will
come only if it was shared) with some user

The Administrator who shared the file

Date/time until which the file will be accessible on my

vault
The Administrator who deleted the file

Date/time at which the file was deleted (value will
come only if it was deleted)

Date/time at which the file was uploaded

The repository where the file is stored

e DataBase
e File Server

In order to view this report, users must have the following permission(s):

Aarcon
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= My Access

Manager

Predict | Protect | Prevent

%6 183
Reports Dashboard Knight Analytics About S X Arcosadmin

Outside ARCON PAM Access Logs

Filter

Date From
01-12-2020 00:00
Service Type
e Al -

View Report

Date To
21-03-2022 21:19

Export ToCSV = H A

Record Count - 190

Show 5 w entries

[ I s O O O - - R >~

Sr.No. |t Service Type
(N WINDOWS RDP
()] WINDOWS RDP
(K] WINDOWS RDP
O SSH LINUX

] m
Search ©
ServerlPAddress Domain Name ClientHostName ClientIPAdress ClientUserName Action Performed
10.10.0.173 o ARCOSDEVSVR4 10.10.0.179 suhas_dingankar Email Notification
10.10.0.173 ARCOSDEVSVR4 10.10.0.179 suhas dingankar Email Notification
10.10.0.173 » ARCOSDEVSVR4 10.10.0.179 suhas.dingankar Email Notification
10.10.0.176 SERVER EXHBLRUJVIDGLY 10.10.1.175 Lawrence No Action

The following columns can be seen in this report:

Column Names
Sr.No.

Service Type
ServerIPAddress
Domain Name
ClientHostName
ClientIPAddress

ClientUserName

Action Performed

ServerAccessDateTime

Description

To identify and distinguish rows

Name of the service type

The IP address of the target server

The domain name of the target server
The hostname of the end user’s machine
The IP address of the end user’s machine
The name of the end user

Activity performed on that service

e Block
e Email
e Email-Block

Date/time when the server was accessed

7.9 Service Access Log

The Service Access Log report displays information about all of the services that users have accessed based on
the filters they have chosen.

A

In order to view this report, users must have the following permission(s):
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e Service Access Log

Service Access Log

Predict | Protect | Prevent

' Filter -

(= LOB Date From Date To User Group

= . - 06-12.2021 00:00 05-01-2022 1221 e Al e

p— User 1D Service Group Sanice [ Server IP

- e .

Bl Recos Count 593 X
aa

= Show 5 ~ enfries

= Sr.No. WorkfloddD UseriD User Machine IP Service!  Connection Usemame
Type

e o PINAK 1010 MINZKI2STDEVE] Windows 10.1015  ADM_PINAK
[ooC  EF3E RODF
[1FAE " T000306F 2][Viorare-
Sb4dc . f5cofEd
bSae02rd483%el3e]
[ACMA.85.0)

Other Details

Service Logged In 31 Dec 2021 16:10:00
Service Logged Out 03 Jan 2022 14.15:00
Total Session Duration Minutes 4205
canmection_type Direct
ApplicationSeasicald

SessionExtended No
SessionExtendedCount

0: PINAK 1010 SWMNZKI2STDEVE]  Windows 10.10.15
[0oC  EFIE RDP
[1FAE " F000306F 2][Viterare-
SB4dc dBcoiit
b5ae02ed4830e 03]
[ACMA.B.5.0)
0: PINAK 1010 SIMANZK1ZSTOEVE] Windows 101015
000 EF3E] L=
[IFAES FO00S06F ZiViterare-
Seag fmchE
bSaed | N83%ef3e]
[ACA,8.5.0)
o PINAK 1010 SMINZK12STOEVE] Windows 101015
[o0eC EF3E] RD#
[IFAE FO00306F2I[Vivware-
Sb4gc fmooie
bSae( 1535ef3e]
[ACM4.850]
s PINAK 10,10 AVWINZKIZSTOEVE]  Windows 101015
[000C EF3E) ROF
[IFAE “DO030GFZI[Vihware-
S oG-
bSael | &3%ef3ae]
[ACMa850)

Showing 180 5 of 553 entries

A Privileged Account Management Solution

The following columns can be seen in this report:

Column Names
Sr. No.
WorkflowID
User ID

User Machine IP

www.arconnet.com | Copyright ©2022

ADM_PIMAK

ADM_PIHAK

ADM_PINAK

Search

Domain Name  Host Description Description
2

TESTOOMAIN  D5K033

TESTOOMAIN  D5KO33

TESTOOMAIN  DSKO33

TESTDOMAIN DSKO33

TESTDOMAIN  DSKD33

Provious - 2,34 5§ N9 Next

Copyright © 2022 ARCON, ANl Rights Reserved.

Description

To identify and distinguish rows

Unique ID generated for the workflow request
Unique ID associated with the user

Machine IP Details of the target server

. Aarcon
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Column Names

Service Type

Connection

Username
Prompt_UserAccessedUsingUser

ServiceRefNo

ServiceReferencetype

ServiceReferenceDetail

Domain Name
Host Name

Description 1

Description 2

Other Details

Service Logged In

Service Logged Out

Total Session Duration Minutes
connection_type

Application Sessionld

SessionExtended

SessionExtendedCount

Predict | Protect | Prevent

Description

Name of the service type

Connection details of the target server

The username associated with the target server
Name of the prompt user

Reference Number associated with each SSO while
accessing the service

Reference Type associated with each SSO while
accessing the service

Reference Details associated with each SSO while
accessing the service

The domain name to which the service belongs
The hostname of the service

Text entered during the creation of the service by the
Administrator

Text entered during the creation of the service by the
Administrator

Text entered during the creation of the service by the
Administrator

Date/time of logging in of that service
Date/time of logging out of that service
Timespan while accessing the service
Type of connection to that server
Unique ID associated with all sessions

Information about whether the session was extended
or not

Number of times the session was extended

7.10 Service Access Log Day Wise Report

Service Access Log Day Wise Report displays information about the user's total session duration in the hour-

minute format.

A
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e Service Access Log Day Wise Report

— . . . 3 11
= My Access  Manager Reporis  Dashboard  KnightAnalytics  About =y 2 Arcosadmini

Service Access Log Day Wise Report

Filter -

LOB Date From Date To UserID

— Al — - 05-12-2021 00:00 05-01-2022 12:55

View Report Export ToCSV  ~ E A

R EE R EE @@ « P>

Record Count : 3 = A
= [ voc B o

Show 5 w | entries Search -

Sr.No. 1 User_ID

@1 PINAK

TotalSessionDurationinhours:mins 1.12

(+) AGNES

() ARCOSADMIN
Showing 1 to 3 of 3 entries Previous - Next

A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

User_ID Unique ID associated with the user

TotalSessionDurationlnhours:mins Total time spanned in hours : minutes while accessing
the service

7.11 Service Password Request Workflow Logs

The Service Password Request Workflow Logs report displays information about all the service password
requests raised by users and actions taken by the approver for that request.

A

In order to view this report, users must have the following permission(s):

e Service Password Request Workflow Logs
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My Access  Manager  Reporls  Dashboard  Knight Analylics

Service Password Request Workflow Logs

Predict | Protect | Prevent

About

L Arcosadmini

Filter

Date From
01-10-2021 00:00
Vi g ‘a3

Export To CSV

Date To
05-01-2022 13:14

Record Count : 1
Show 5 v eniries

SrMe. Request Workflowld LOB/Profile

Emailld LOB User Server

By
Number

@1 3% REQ27102021-155650-53430  DEFAULT

LOB 2

ARCOSADMINT

00 HEEDGEDHDGER@ * >

View on Date 27 Oct 2021 15:55:48
Open For Hours 1

Open Till Date 27 Oct 2021 18:56:51

Current Approver Level 1

Approval Levels 1

Approver 1 User Name PAF

Approver 1 Status Approved

Approver 1 Status On 27 Oct 2021 15:58:46
Approver 1 Comment Bulk approval password
Approver 1 Emailld vis - net.com
Approver 2 Status

Approver 2 Status On

Approver 2 Comment

Approver 2 Emailld

Approver 3 Status

Approver 3 Status On

Approver 3 Comment

Approver 3 Emailld

Approver 4 User Name

Approver 4 Status

Approver 4 Status On

Approver 4 Comment

Approver 4 Emailld

Approver 5 User Name

Approver 5 Status

Approver 5 Status On

Approver 5 Comment

Approver 5 Emailld

Final Status Approved

Showing 110 1 of 1 entries

A Privileged Account Management Solution

On

27 Oct 2021
15:56:51

Priority Description Service
Workflow Group  Group Type

Workflow Workflow

DEFAULT 1
LOB2

‘Windows
RDP

dev - het.com test

The following columns can be seen in this report:

Column Names
Sr. No.

Request Number

Workflowld

www.arconnet.com | Copyright ©2022

Description

To identify and distinguish rows

&
Search
Service!| Domain Service DB

IPAddress Name User Instance
Name

10.10.10.5  rohit rohit

Previous Nexd

Copyright © 2022 ARCON. All Rights Reserved.

The unique number associated with every raised

request

Unique ID generated for the workflow request
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Column Names

LOB/Profile

Requested By
Requested On

Requester Emailld

LOB Workflow
User Group Workflow
Server Group Workflow

Priority

Description

Service type

Service IP address
Domain Name

Service Username

DB Instance

View On date

Open for Hours
Opentill Date

Current Approver Level
Approver Levels
Approver 1 User Name

Approver 1 Status

Approver 1 Status On

Approver 1 Comment

www.arconnet.com | Copyright ©2022
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Description

The name of the LOB from which the request was
raised

The username of the user who raised the request
Date/time at which the request was raised

Email ID associated with the user who raised the
request

LOB name for which the workflow is working
User group for which the workflow is working
Server group for which the workflow is working

Priority of the workflow as defined by the
Administrator at the time of the creation

Text entered during the creation of that workflow by
the Administrator

Name of the service type

IP Address of the target server

The domain name in which the service belongs
The username associated with the target server
Displays instance of the target servers
Date/time on which the request was opened
Time in hours until which the request will remain valid
Last date till which the request will remain valid
The latest level of approval

Total number of approval levels in the workflow
Username of the first approver

Status of the request by the first approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the first approver

Remarks entered by approver 1

y Aarcon
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Column Names
Approver 1 Email ID
Approver 2 User Name

Approver 2 Status

Approver 2 Status On

Approver 2 Comment
Approver 2 Email ID
Approver 3 User Name

Approver 3 Status

Approver 3 Status On

Approver 3 Comment
Approver 3 Email ID
Approver 4 User Name

Approver 4 Status

Approver 4 Status On

Approver 4 Comment
Approver 4 Email ID
Approver 5 User Name

Approver 5 Status

www.arconnet.com | Copyright ©2022
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Description
Email ID associated with the approver 1
Username of the second approver

Status of the request by the second approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the second approver

Remarks entered by approver 2
Email ID associated with the approver 2
Username of the third approver

Status of the request by the third approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the third approver

Remarks entered by approver 3
Email ID associated with the approver 3
Username of the fourth approver

Status of the request by the fourth approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the fourth approver

Remarks entered by approver 4
Email ID associated with the approver 4
Username of the fifth approver

Status of the request by the fifth approver

e Approved
e Rejected
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Column Names Description

Approver 5 Status On Date/time at which the request was approved/
rejected by the fifth approver

Approver 5 Comment Remarks entered by approver 5
Approver 5 Email ID Email ID associated with the approver 5
Final status The final degree of the request

e Approved
e Rejected

7.12 Service Password Status Logs

The Service Password Status Logs report displays information about the password status of all services.

A

In order to view this report, users must have the following permission(s):

e Service Password Status Logs

A MyAccess  Manager Repos  Dashboard  KnightAnahytics  About
Bl Service Password Status Logs
Filter -
E
= [
. EE N #
Record Count : 1087 x
e =
Show § = enmes Searn:
= StNgL Group Name || IP Address Hast Name Username Domzin Name DB Instance Fort  Service Type Password Password Password Password Fassword Password Open Password
No Age Last Next Open By OpenOn Status  From Closed
=] Changed Change Days By
E] @1 ABCiZ 10.10.0.3 10.100.3 2304 10.10.0.3 22 AogTesTerm 28 Dec7  Febs Cose 0
-T24 2021 2022
TAOPM  TAOPM
2 Password Closed On
@2  AmsksADM  10.100.127 10.10.0.127 PaR : 3388 Windows 138 Aug20  Oette - - Cbs= 0
RDP 2021 2021
GAGPM  G:10PM
© 2 AMERICAADM 6888 5056 ratit 8688 338 Windows 64 Nev2  Nové  ARCOSADMIN MovZz  Opsn 65
RDP 2021 2021 2021
4TTPM 427PM 4:49PM
@4 AMERICAADM 10.10.105 10.10.10.5 ronit rohit 389 Wndows 71 Oct26  Movi  ARCOSADMIN Octzi  Open 71
ADF 2021 2021 2021
S05PM 5:05PM 401PM
@5 AMERICAADM 10.10.10.10 10.10.10.10 ronit rohitest e Wndows 91 Qs Omiz  ARCOSADMIN Novi  Opsn 68
ADF 2021 2021 2021
G0IPM B:03FM T2aEM
Showing 1tz 5 of 1,097 antries Frevious - 2z]4]s 50 Next
A Frivileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows
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Column Names

Group Name

IP Address
Host Name
User Name
Domain Name
DB Instance
Port No
Service Type

Password Age

Password Last Changed
Password Next Change
Password Opened By
Password Opened On

Password Status

Opened from Days

Password Closed By

Password Closed On

7.13 Service Request Workflow Logs

Predict | Protect | Prevent

Description

Name of the Service Group to which the target server
belongs

The IP address of the target server

The hostname of the service

The username associated with the target server
The domain name in which the service belongs
The instance of that target server

Port number to connect the target server

Name of the service type

Number of days passed until which password was the
same of the target server

Date/time of last password change
Date/time of next password change

Name of the user who viewed the password
Date/time at which the password was viewed

Status of the password

e Open
e Close

Number of days passed after the password was
viewed and was open

Name of the Adminstrator who changed the password
of the target server which was open

Date/time at which the password was closed

The Service Request Workflow Logs report displays information about all the service access requests raised by
users and actions taken by the approver on that request.

&

e Service Request Workflow Logs
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— = . Ll
A =  MyAccess Manager Repots Dashboard  KnightAnalytics  About s« 2 & 2 Arcosadmint

L Service Request Workflow Logs
= -
= LOB Date From Date To

s - 06-12-2021 00:00 05-01-2022 16:03

Record Count - 16 Is
L = e
Show 5 v entries Search
STNG. WorkflowlD LOB/Profile Requested By Requester Emailid LOB UserGroup_Workflow ServerGroup_Workflow Priority Requested Requested
= Workflow on Description
o1 REQO6122021- DEFAULT ma net.com 06 Dec
= 150804-60866 LOB 2 2021
15:08:04

ServiceAccessRequestedtype New Tickel
Requested Access Type One Time
Service Type EC2 access using AWS S5M

Service IPAddress  10.10.0.91

Domain Name
Service User Name

DB Instance
Access Required From Date 05 Dec 2021 15:08:00

Access Required To Date 05 Dec 2021 23:5%:00
Access Duration Time 1 Hr 0 Min

Access Required To Date 06 Dec 2021 23:55:00
Access Duration Time 1 Hr O Min

Access Period

Current Approval Level : 0

Approval Levels 0

Approver 1 User Name

Approver 1 Emailld

Approver 1 Status Added To Workflow
Approver 1 Status On

Approver 1 Comment

Approver 2 User Name
Approver 2 Status Added To Warkflow

Approver 2 Status On

Approver 2 Comment

Forwarded To
AdHoc User Name
AdHoc Status
AdHoc Status On
AdHoc Comment

Final Status Approved

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows
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Column Names
WorkflowID

LOB/Profile

Requested By

Requester Email Id

LOB Workflow
UserGroup_Workflow
ServerGroup_Workflow

Priority

Requested On

Requested Description

Service Access Requested type

Requested Access Type

Service Type

Service IP Address

Domain Name

Service User Name

DB Instance

Access Required From Date
Access Required To Date
Access Duration Time

Access Period

www.arconnet.com | Copyright ©2022
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Description
Unique ID generated for the workflow request

The name of the LOB from which the request was
raised

Username who raised the request

Email ID associated with the user who raised the
request

LOB name for which the workflow is working
User group for which the workflow is working
Server group for which the workflow is working

Priority of the workflow as defined by the
Administrator at the time of the creation

Date/time at which the request was raised

Text entered at the time of raising the request by the
Administrator

Type of service access requested

e New
e Existing

Type of request access to that service by the user

e Permanent
e Time-based
e One-time

Name of the service type

IP Address of the target server

The domain name to which the service belongs
The user name associated with the target server
Displays instance of the target servers
Date/time from which access is required
Date/time until which service access is valid
The total duration of access

Time at which the user accessed the service

Aarcon
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Column Names
Current Approver Level
Approver Levels
Approver 1 User Name

Approver 1 Status

Approver 1 Status On

Approver 1 Comment
Approver 1 Email ID
Approver 2 User Name

Approver 2 Status

Approver 2 Status On

Approver 2 Comment
Approver 2 Email ID
Approver 3 User Name

Approver 3 Status

Approver 3 Status On

Approver 3 Comment
Approver 3 Email ID
Approver 4 User Name

Approver 4 Status
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Description

The latest level of approval

Total number of approval levels in the workflow
Username of the first approver

Status of the request by the first approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the first approver

Remarks entered by approver 1
Email ID associated with the approver 1
User name of the second approver

Status of the request by the second approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the second approver

Remarks entered by approver 2
Email ID associated with the approver 2
Username of the third approver

Status of the request by the third approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the third approver

Remarks entered by approver 3
Email ID associated with the approver 3
Username of the fourth approver

Status of the request by the fourth approver

e Approved
e Rejected

Aarcon
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Column Names

Approver 4 Status On

Approver 4 Comment
Approver 4 Email ID
Approver 5 User Name

Approver 5 Status

Approver 5 Status On

Approver 5 Comment
Approver 5 Email ID
Forwarded to

AdHoc username

AdHoc status

AdHoc status on

AdHoc comment

Final status

7.14 Session Activity Log

Predict | Protect | Prevent

Description

Date/time at which the request was approved/
rejected by the fourth approver

Remarks entered by approver 4
Email ID associated with the approver 4
Username of the fifth approver

Status of the request by the fifth approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the fifth approver

Remarks entered by approver 5
Email ID associated with the approver 5
If the request has been forwarded

Name of ad hoc users to whom the request has been
forwarded

Status of the request by ad hoc approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by ad hoc approver

Remarks entered by ad hoc approver

The final degree of the request

e Approved
e Rejected

The Session Activity Log report displays the logs containing the reasons for switching users in SSH Linux,

Telnet, and SQL Plus.

A

e Session Activity Log
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Manager Reports. Dashboard Knight Analytics About 3 3 —u: 2 Arcosadmini

L Session Activity Log
_
Filter -
LOB Date From Date To
- All — M 01-01-2021 00:00 06-01-2022 11:48
View Report Export To CSV - H *
Record Count : 12 S
o oo Em e
Show 5 v entries Search
Sr.Ng. Username Domain Name HostName Port User Input Date ActivityType
1 pikachu  10.10.0.38 10.10038 22 Logged-in user FAHAD is switching to user micheal jackson at 10/02/2021 19:40:43 due to the follewing 10 Feb 2021 Switch
. reasontesting U16 BO1 ticket by QA Team (Fahad)..........oocoooi e 19:40:29:270 User Logs
B
2 pikachu 10.10.0.38 1010038 22 Logged-in user FAHAD is switching to user shinchan at 10/02/2021 19:41:25 due to the following 10 Feb 2021 Switch
reasonqwertyuiop[asdfghjkizxcvbnm1234567890qwertyuioasdfghjkzxcvbnm, ./ 19:41:11:270 User Logs
3 scott 10.10.0.69 10.10.0.69 1521 Logged-in user FAHAD is switching to user sqiplus scott at 11/02/2021 15:35:53 due to the following 11 Feb 2021 Switch
reasontestinghvcfgcfgcfxdfxdfchgvhfhtcfgchgbhgafgfdsrestrgkuhu 15:35:62:737 User Logs
4 anb 10.10.0.246 10100246 23 Logged-In user FAHAD using SSHTelnet service is switching to user en at 06/12/2021 04:47:44 dueto 06 Dec 2021 Switch
the following reason - testing prompt message for u21 b14 ssh telnet. 16:46:52:933 User Log
5 fahad " + + 22 Legged-in user FAHAD is switching to user jaya at 10/02/2021 19:32:45 due te the fellowing 10 Feb 2021 Switch
reasonTesting U16 B01- username should be not as NULL 19:32:31:417 User Logs
Showing 1to 5 of 12 entries Previous n 2 3 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Username The name of the user

Domain Name The domain name to which the user belongs

Host Name The hostname of the target server

Port Displays port of the target servers

User Input This is the information about switching user

Date Date and time at which the user started the session
activity

Activity Type Type of activity

(For example, Switch User Logs)

7.15 Session Wise Summary Report

Session Wise Summary Report displays a session-by-session count of activities performed on the server and
service details.

A

In order to view this report, users must have the following permission(s):
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e Session-wise Summary Report

= My Access

Manager

Reports

Dashboard

Session Wise Summary Report

Knight Analytics

Predict | Protect | Prevent

2 Arcosadmini

No Filters Available

&
SR #
Record Count - 10704 = B
= [coc i o }
Show 5 w~ entries Search -
Sr.No. |= Session ImageLog Critical Restricted Restricted Start End User Log UserID
D Count Command Command Process Time Time Id
G 1 816 0 0 0 0 2018- 2018- 1877 ARCOSADMIN
11-15 11-15
Service User Name sshlinux
© 2 817 (o] (o] 0 (o] 2018- 2018- 1877 ARCOSADMIN
11-15 11-15
ﬂ 3 818 0 0 0 0 2018- 2018- 1877 ARCOSADMIN
11-15 11-15
ﬂ 4 819 4] 4] 0 4] 2018- 2018- 1877 ARCOSADMIN
11-15 11-15
© s 821 u] u] 0 u] 2018- 2018- 1877 ARCOSADMIN
11-15 11-15
Showing 1 to 5 of 10,704 entries Previous - 2 3 4 5 2141 Next
A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr. No.
Session ID
Image Log count

Critical Command

Restricted command

Restricted Process
Start Time

End Time

User Log Id

User Id
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To identify and distinguish rows
Unique ID associated with each session
Total number of images captured in the session

The total number of critical commands fired on the
day

The total number of restricted commands fired on the
day

Number of restricted processes
Time at which the session starts
Time at which the session ends
Log ID associated with the session

User ID associated with the user

Aarcon
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Column Names Description
Service Username Username of the service

7.16 SIEM Command Logs Report

The SIEM Command Logs Report displays logs of commands run on Linux services that are obtained from the
SIEM service.

A

In order to view this report, users must have the following permission(s)
e SIEM Command Logs

A = MyfAccess  Manager  Reports  Dashboard  Knight Analybies  About S = L Arcosadmini
el SIEM command logs Report
' No Filters Available .
:Tl Record Count: 117 %
s m o
-Tl Shew 5 v enlies Search
5] sello. User 1D User | User User IFMALT Service Service Description Command Command Command ServiceLogpedin Service | Service Password Password
Session Logged In Logged Type Time Response Logged  LoglD Age Last
=] Leg 1D Cut Stamp Cut Changed
Date
.—=| @1 FaHAD 39130 S212020 212020 1010 EWIN2KI2SQLNODZ] SSH 10.10.0.38@shinchan [shinchan@localhost 82172020 812172020 &21/2020 14302 1 Ausg 20
608:35 652433 [0050 21417 [Vidware- LINUX ~15 whaami 62316 6:09:30 PM 62433 2020
™ PM PM 42327 H9eS0201- PM PM G4ZPM
9301 i2a8d1ac)
'=1 [FABLWFFO0020607]
: [AChs B 50
Password Next Change Date Aug 20 2020 6 42PM
Password Status Close
Password Open By -
Password Open Date -
0 2 PRAJAKTA 39100 S2UN20 S212020 1010 [WINZK12QATEST] SSH 10.10.0.38@ L} 212020 82020 S2172020 14304 2 Aug 19
JIE05  B2541 (0050 'E9Y] LINUX “J¢ cal £24:43 6:24:20 PM 52541 2020
PM PM [1FAE 00020607) M PM 2:19PM
[Vt !32fe35cMSTS-
§5T9c5b52c5eedce]
[ACM4.8.5.0)
Showing 110 5 of 117 entries Previous n 2|3 (4|5 24 Mex
A Privileged Account Management Sclution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows
User ID ID associated with the user

User Session LoglD Log ID associated with each session

User Logged In Date/time of login by user

User Logged Out Date/time of logout by user

www.arconnet.com | Copyright ©2022 64 Aq rco n



Reports

Column Names
IPMAC
Service Type

Service Description

Command
Command Time Stamp
Command Response

Service Logged In

Service Logged Out

Service Log ID

Password Age

Password Last Changed
Password Next Changed

Password Status

Password Opened By

Password Opened Date

7.17 SMS and Email Logs

Predict | Protect | Prevent

Description
IPMAC Address of the target server
Name of the service type

A combination of IP Address, service username,
domain name, hostname and description

(For example,
10.10.0.142@administrator:ANBGLOBALDC:10.10.0.
142administrator)

Lists the commands fired

Date/time when the command was fired

Captures the response after the command was fired

Date/time of the user when they logged in to the
service

Date/time of the user when they logged out from the
service

Log ID associated with the service

Number of days passed until which the password of
the target server was the same

Date/time of last password change
Date/time of next password change

Status of the password

e Open
e Close

Name of the user who viewed the password

Date/time at which the password was viewed

The SMS and Email Logs report keeps track of failed login attempts on ACMO and records the reasons for
authentication failures where SMS and Mobile are configured as 2FA.

A
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In order to view this report, users must have the following permission(s):
e SMS and Email Logs
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Manager Reports Dashboard Knight Analytics About 3 <] “ 2 Arcosadmini

t N SMS and Email Logs

Filter -
Date From Date To
06-12-2021 00:00 05-01-202217:24
ST *
Record Count - 115 Ty
= m =
Show 5~ entries Search
SrNo.  Source Error Type  Error Message 1F  Timestamp
1 Send SMTP Mail ~ Exception  Exception - One or more recipients rejected. Call SmipException. GetRejectedRecipients() to get a collection of rejected email addresses. 29 Dec
2021
16:12:52
2 Send SMTP Mail ~ Exception  Exception - One or more recipients rejected. Call SmipException. GetRejectedRecipients() to get a collection of rejected email addresses. 29 Dec
2021
16:14:62
3 Send SMTP Mail  Exception  Exception : One or more recipients rejected. Call SmtpException.GetRejectedRecipients() to get a collection of rejected email addresses. 29 Dec
2021
15:16:52
4 Send SMTP Mail ~ Exception  Exception : One or more recipients rejected. Call SmtpException. GetRejectedRecipients() to get a collection of rejected email addresses. 29 Dec
2021
12:22:44
5 Send SMTP Mail ~ Exception  Exception - One or more recipients rejected. Call SmipException. GetRejectedRecipients() to get a collection of rejected email addresses. 29 Dec
2021
12:45:44
Showing 1 to 5 of 115 entries Previous n 2345 23 | Next
A Privileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
o o
Column Names Description
Sr. No. To identify and distinguish rows
Source The start point of login failure
Error Type Type of error
Error Message The reason why the authentication failed
Timestamp Date/time at which authentication failed

7.18 Ticket Request Workflow Logs

The Ticket Request Workflow Logs report displays information about all the ticket requests raised by users and
actions taken by the approver on that request.

A

In order to view this report, users must have the following permission(s):

e Ticket Request Workflow Logs
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MyActess  Manager  Repors  Dashbomsd  Knight Analytics

Predict | Protect | Prevent

S3 Ticket Request Workflow Logs

Filter
0B

S T

Export To C3V . n A+
Racord Count 4 = e
B - e Search
Srip. Ticket LOBFrofbe Ticket Homber Ticket! TicketType Reguester Emailid Loe UserGroup_Workficw ServerGroup Workfiow Prioiity ActivityType Service || Server Domain Server) Server Originator Executor Start || End Fequest
— L Status Warkfiew Group Name lnstance Port Tiene Time1  Date
. e n DEFAURT REQU9I2N020- Intisted Plasced  om netcom  DEFALLT Serwce WINDOWS ne " N Dec 100ec 0 Dec
=1 ez 1401544820 Event Losz Aflecang SERVERS oo 2 2021
= 4500 000000 114019
B Description Xz
mpact  TEST
Impact Losation
Requasted By Use: SADMIN
Current Satus Assed 2
Current Approval Leve - 1
Approval Levels 1
Approver 1 User Hame
Approver 1 Emaiiid
Approver 1 Comment
Approver 1 Status Added To Werkliw
Approver 2 User Mame
Approver I Emuilkd
Approver 2 Commant
Approver ¥ Status
Fingl Apgeoval States Adses To Werifiowr
@1 4 DEFAAT REQO [ * “wiesm DEFALT Sevies  WINDOWS  rehioent 330 ARCOSADMIN ARCOSADMIN 0% Det
LoB 2 13141174463 Evert Loaz AMecing  SERVERS
e: CEFA; ntiged  Flassed  on wises  DEFALLT Seewce 339 ARCOSADMIN  ARTOSADM
o8 Event Los: Adtecsing
©4 18 DEFAUT RECONIZNO- Intisted Plassed e awticom  DEFALLT Service WINDOWS  ATSTESTDC G ARCOSADMIN  ARCOSADMIN
B2 15141140888 Evant Lesz Afecang SERVERS

Smowing 110 & of 4 anias

A Privieged Acccunt Massgement Solutica

The following columns can be seen in this report:

Column Names
Sr. No.

Ticket ID

LOB/Profile

Ticket Number

Ticket Status

www.arconnet.com | Copyright ©2022
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To identify and distinguish rows

The unique number associated with every raised

ticket request

The name of the LOB from which the request was

raised

The unique number associated with the ticket

Status of the ticket

e |[nitiated
e Approved
e Rejected
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Column Names

Ticket Type

Requester Email Id

LOB Workflow

User Group Workflow

Server Group Workflow

Priority

Activity Type

Service Group
Server Domain Name
Server Instance

Server Port

Originator
Executor
Start Time
End time
Request Date

Description

Impact
Impact Location
Requested By User

Current Status

Current Approver Level
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Description

Name of ticket type

e Planned Event (PE)
e Changed Request (CR)

Email ID associated with the user who raised the
request

Name of the LOB used for creating workflow
User group for which the workflow is working
Server group for which the workflow is working

Priority of the workflow as defined by the
Administrator at the time of the creation

Name of Activity type

e Service Affecting (SA)
e Non Service Affecting (NSA)

Server group for which the ticket is raised
Domain Name of the target server
Displays Instance of the target servers

Displays Port required to connect to the target
servers

Name of the requestor who raised the ticket
Name of the executor who is accessing the ticket
Date/time from which access is given

Date/time until which access is working

Date/time at which the request was raised

Text entered during the creation of that workflow by

the Administrator

Impact on ticket

Location of impact

Username who raised the request
Status of the current request

The latest level of approval

Aarcon
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Column Names
Approver Levels
Approver 1 Username

Approver 1 Status

Approver 1 Status On

Approver 1 Comment
Approver 1 Email ID
Approver 2 Username

Approver 2 Status

Approver 2 Status On

Approver 2 Comment
Approver 2 Email ID
Approver 3 Username

Approver 3 Status

Approver 3 Status On

Approver 3 Comment
Approver 3 Email ID
Approver 4 Username

Approver 4 Status

www.arconnet.com | Copyright ©2022

69

Predict | Protect | Prevent

Description
Total number of approval levels in the workflow
Username of the first approver

Status of the request by the first approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the first approver

Remarks entered by approver 1
Email ID associated with approver 1
Username of the second approver

Status of the request by the second approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the second approver

Remarks entered by approver 2
Email ID associated with approver 2
Username of the third approver

Status of the request by the third approver

e Approved
e Rejected

Date/time at which the request was approved/
rejected by the third approver

Remarks entered by approver 3
Email ID associated with approver 3
Username of the fourth approver

Status of the request by the fourth approver

e Approved
e Rejected

Aarcon
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Column Names Description
Approver 4 Status On Date/time at which the request was approved/
rejected by the fourth approver
Approver 4 Comment Remarks entered by approver 4
Approver 4 Email ID Email ID associated with approver 4
Approver 5 Username Username of the fifth approver
Approver 5 Status Status of the request by the fifth approver
e Approved
e Rejected
Approver 5 Status On Date/time at which the request was approved/
rejected by the fifth approver
Approver 5 Comment Remarks entered by approver 5
Approver 5 Email ID Email ID associated with approver 5
Final status The final degree of the request
e Approved
e Rejected

7.19 User Access Log Report

User Access Log Report displays the users logged into the PAM application in graphical format. The table below
displays additional information, such as the user's login and log-out times.

A

In order to view this report, users must have the following permission(s):

e User Access Log Report
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"
A (1 Arcosadmini

A = MyAccess  Manager  Repots  Dashboard  KnightAnalytics  About

3
ol User Access Log Report
.
Filter =
LOB Date From Date To
e Al - 06-12-2021 00-00 05-01-2022 17:29
View Report Export To CSV - A
Chart -
Total User Login Day Wise
80
™0
00
00
40
=
. g 300
20
100
0
FEEERFIFSAEFIFFEaEbFFEEI NI
NE XIS TS
g5 g EgrgiaNaTEnnaessssss
Date
Days
Record Count - 7884 I
B3 [ ooc I o |
Show 5 ~ enfries Search -
Sr.No.l: LOB/Profile Username Display Name
(F MUMBAI ARCOSADMIN ARCOSADMIN
ZONE
IP Address 10,10 5[WINZK12STDEVE][000C2939EF3E][1FABFBFF000306F2][V Mware-564dc68265C9T8-b5ae02c04839% 3]
[ACM4 8 5 0]
Logged In 2021-12-06 10:40:37.450
Logged Out 2021-12-06 104110 320
User Type Admin
Connection Type ACMO
© 2 DEFAULTLOB ARCOSADMIN ARCOSADMIN
2
©: DEBOARDING  ARCOSADMIN ARCOSADMIN
© 1 DEVEN ARCOSADMIN ARCOSADMIN
©s DUBAI ARCOSADMIN ARCOSADMIN
REGION
Showing 1 to 5 of 7,884 entries Previous - 2 3 4 5 1577 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
. 4.
Description

Column Names

Sr. No. To identify and distinguish rows

LOB/Profile Name of the LOB

Aarcon
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Column Names Description
User name Name of the user
Display name The display name of the user
IP Address IP Address of the target server
Logged In Date/time of login into PAM application by the user
Logged Out Date/time of logout from PAM application by the user
User Type Type of user
e Client
e Admin
Connection Type Type of connection
e Direct
e Gateway
o AGW
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8 Performance Reports
Performance Reports provide information about the performance of the application.
The following reports are available in Performance Reports:

e MS SQL Connection Report
e New ARCON Desklnsight Devices

8.1 MSSQL Connection Report

The MS SQL Connection Report displays information about all users who have access to the MS SQL (Microsoft
Sequel) instance on the ARCON | PAM database server.

A

In order to view this report, users must have the following permission(s):

e MS SQL Connection Report

E My Access Manager Reports Dashboard Knight Analytics About

MS SQL Connection Report

No Filters Available -

ey *

DD DD D@D @ @ -

Record Count : 20 BB
] =]

Show 5 entries Search

Sr.No. 1: DatabaseName Usemame Background Runnable Sleeping

a 1 master devenvagal ] 0 1

Suspended 0

©:? master sa 9 0 39

e:3 master shailesh 0 0 1

04 msdb sa 0 0 3

ﬁ 5 ARCOSDB_4.8.5.0_U21 sa o 0 [

Showing 1to 5 of 20 entries Previous 2 3 4 Next

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Database Name Name of the database with which the target server is
integrated

User Name Username of the target server

Background Count of background instances

Runnable Count of runnable instances

Sleeping Count of sleeping instances
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Column Names Description

Suspended Count of suspended instances

8.2 New Arcon DeskInsight Devices

The New Arcon Desklinsight Devices report displays newly added desktops in Windows Active Directory
Organizational Units (OUs). It retrieves information about ARCON | PAM-integrated desktops.

A

In order to view this report, users must have the following permission(s):

e New Arcon Desklnsight Devices

The above-mentioned details can be accessed in one of these two ways:

e Discovered Devices in Server Manager — Manage
e New ARCON DesklInsight Devices report in ACMO

‘ o
= My Access Manager Reports Dashboard About S L Arcosadmin

New ARCON Deskinsight Devices

No Filters Available -

View Report Export To CSV v H A

Record Count:2 M
o] m
Show 5 = entries Search:
Sr. No. 1= HostName Device Type Last Discovered By Last Discovered On
1 DSKO11 ARCOMDeskinsightMaster 11/30/2016 10:31:25 AM
2 DSKO011-1 ARCOMDeskinsightMaster 11/30/2016 10:31:25 AM
Showing 1to 2 of 2 entries Previous Next

oo o I O W R B R R R | >

8.2.1 New ARCON PAM Desklnsight Devices report in ACMO

Upon installing the service, update the configurations shown in the screen below in the configuration file. Then,
wait for an hour to fetch the report.
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E| ARCONDIMasterConfig.ini - Notepad
File Edit Format View Help
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[ = | IIIIII

fpacee

true

45846

1

true

true

true

true

LDAP: » . = .

computer

true

LDAP: + . =

computer

----------- Till This Lline Only----------------o---
Service Interval = 688080 (milliseconds)

Enable Trace Log = true or false

Default ARCON Desk Insight Port = 45046

Run Process Every Hours = 1

Enable IP Range Based Scanning = true or false
Enable Advanced Multithreaded Method = true or false
Enable ARCON DeskInsight Master = true or false
ADM Enable LDAP Based Scanning = true or false

ADM LDAP String Filter ObjectClass = computer
WRDP Enable LDAP Based Scanning = true or false

WRDP LDAP String Filter ObjectClass = computer
€

ADM LDAP String = LDAP://IPAddress/CN=Computers, DC=DOMAINNAME,DC=com~LDAP://IPAddress/CN=Servers ,DC=DOMAINNAME ,DC=com

WRDP LDAP String = LDAP://IPAddress/CN=Computers,DC=DOMAINMNAME,DC=com~LDAP://IPAddress/CN=5ervers,DC=DOMATNNAME,DC=com

The following columns can be seen in this report:

Column Names

Sr. No.

Host Name

Device Type

Last Discovered By

Last Discovered On

www.arconnet.com | Copyright ©2022

Description

To identify and distinguish rows
Hostname of the target server
Type of device

Name of last discovery

Date/time of last discovery

, Aarcon



Reports Predict | Protect | Prevent

9 Privilege Reports

Privilege reports provide information about the permissions that give users the ability to conduct activities in
ARCON | PAM.

The following reports are available in Privilege Reports:

Client Manager Privilege Report

Group Admin Privilege Report

Server Manager Privilege Report

User & Service Privileges

User & Service Privileges - Windows RD

9.1 Client Manager Privilege Report

The Client Manager Privilege Report lists and describes all ACMO privileges that have been assigned to users
in graphical and grid view format.

A

In order to view this report, users must have the following permission(s):

e Client Manager Privilege Report
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MyAccess  Manager  Reports  Dashboard

Knight Analytics  About
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&l Client Manager Privilege Report

Filter

Chart

Assigned Privilege Wise User Count
Allow Sendce Password Request | 415

Edit Contact - 35
AP User Registration - 40
M AD Bridging - 40
Settings - 30
M Smart Session Monitoring - 39
Spection : 31
W UBA: 32
B User Governance Portal : 40
B Arcon Gateway : 33
W File Vaul - 40
M PAM Logs - 33

M Reparting Portal : 40

M User Device Onboarding - 40
M Dashboard - 41

M Delagation - 40

B View Server Access Log - 40

W vView Server Access Log Details : 40
M View Senvice Access Logs With Details - 40

M Service Expiry Due - 33

M Senice Password Change Scheduled - 33
B Support View Server Password - 40
i i

M Remote Assist Over Intermet : 39

Record Count : 8062

Show 5 - enbies

SrMoli UserID

1 R

2 €

3 - -
4 L

5 - -

Showing 110 5 of 6,062 entries

A Privileged Account Management Solution

The following columns can be seen in this report:

Column Names
Sr. No.

User ID
Display Name

Privilege Group

Privilege

Display Mame Privilege Group Privilage
el Raise Request Allow
Sendce
Password
Request
About Edit
Contact
L API User AP User
Regisiration Registration
ARCON PAM AD Bridging
Applications
- ARCON PAM Sattings
Applicaticns
Previous - 2 3 4|5 1213 Mext
Copyright © 2022 ARCON. All Rights Reserved.
o ge
Description

To identify and distinguish rows

The User ID associated with the user

The display name of the user

The name of the privilege group to which the privilege

belongs

The name of the assigned privilege

9.2 Group Admin Privilege Report

Group Admin Privilege Report lists and describes all of the ARCON | PAM group admin privileges that have
been assigned to Administrators in graphical and grid view format.
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&

e Group Admin Privilege Report

= My Access  Manager  Reports  Dashboard

Group Admin Privilege Report

Knight Analylics

About

In order to view this report, users must have the following permission(s):

Predict | Protect | Prevent

L Arcosadmini

Filter -
Los User ID
- All—
View Report Export To CSV - H g
Chart -
Assigned Privilege Wise User Count View Command Log : 13
View Service Log : 12
Assign Service To User : 11
M Revoke Service From User: 8
Change User Restricied Commands : §
M service Access Approver - 8
User Access Reviewsr - 8
M Change Password * 8
.
Record Count - 127 =L
3 o e
Show 5 v enfries Search :
St.No. 1L userip Display Name Group Name Assigned
Privilege
1 COPYUSER COPYUSER WINDOWS SERVERS View
Command
Log
2 COPYUSER COPYUSER WINDOWS SERVERS View
Service
Log
3 COPYUSER COPYUSER WINDOWS SERVERS Assign
Serice To
User
4 COPYUSER COPYUSER WINDOWS SERVERS Revoke
Service
From User
5 COPYUSER COPYUSER WINDOWS SERVERS Change
User
Restricted
Commands

Showing 1 fo 5 of 127 entries

A Privileged Account Management Solution

The following columns can be seen in this report:

Column Names
Sr. No.

User ID
Display Name

Group Name

www.arconnet.com | Copyright ©2022
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Previous - 23|45 26 MNext
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To identify and distinguish rows

The User ID associated with the user

The display name of the user

The name of the group to which the privilege belongs
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Column Names Description
Assigned Privilege The name of the assigned privilege

9.3 Server Manager Privilege Report

Server Manager Privilege Report lists and describes all of the ARCON server manager privileges that have
been assigned to Administrators in graphical and grid view format.

A

In order to view this report, users must have the following permission(s):

e Server Manager Privilege Report

Server Manager Privilege Report

Filter -
=] Log User 1D
=) e Al e
=] Jr—— Expert To CSV . n A
o=f Char -
Privilege Group Wise User Count Application Password Change | 47
= Aggiication Passwoed Change - HP SileScope | 47
B Coars Pt a7
B H5M Device Configuration - 34
1 I Log Veeveer ; 45
Manage Group © 47
= M Manage LOBProfie - 48
. W Manage Serices - 47
— B Manage Services | ARGOS Configuralion : 47
= M Manage Tab - 47
4 M panage User - 49
M Password Manages © 46
I Toots Tab - 45
Foscoed Court - 5887 ] B é
Show & v enbres Search
SrNo. UL UseriD Display Name Privilege Group Anaigreed
Privilege
1 F—— nasport & Apglicaton Passerord Change W
SiteScope
2 T brrh e Application Passeord Change - HP SileScope Change
Carfiquration
Fie
3 sarim b aet 8 e Application Password Changs - HP SteScaps Corfiguration
- Add Serdice
4 N — smnis bieana b Application Passeord Change - HP SeScape Configuration
- Remove
Service
5 sl s & danide bt & ARCOS Confgursien Advanced
Uity
Showing 110 5-of 5857 entries Prmious n 2 3|45 M50 | Hext
A Privileged Account Management Salution Copyright © 2022 ARCON. ANl Rights Reserved.
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
User ID The User ID associated with the user

www.arconnet.com | Copyright ©2022 79 Aq rCO n



Reports Predict | Protect | Prevent

Column Names Description

Display Name The display name of the user

The name of the privilege group to which the privilege

Privilege Group
belongs

Assigned Privilege The name of the assigned privilege

9.4 User & Services Privileges

The User and Services Privileges report lists and describe all of the configuration command privileges that have
been assigned to users and are mapped to the SSH Linux service type in graphical and grid view format.

A In order to view this report, users must have the following permission(s):

o User and Services Privileges - SSH Linux

. Aarcon
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A = My Access  Manager  Reports

i) ) 7)) O 7 O 7 R

The following columns can be seen in this report:

User & Service Privileges

Dashboard  Knight Analytics

Predict | Protect | Prevent

2 Arcosadmini

Filter
LOB

— All — -
Service Type

— Al — -

Service Group

e All

Service / Server IP

View Report ExportToCSV  ~ A
Chart -
Command Wise User Count
RedirectClipboard, - 2078
RedirectClipboard, : 2078
EnableRDPConsole, RedirectClipboard, RedirectDrives, : 1
ARCOS-TS-Monitor, RedirectClipboard, : 2
B ARCOS-TS-Monitor, © 2
ARCOS-HW-SystemScreen, DisableLog, EnableRDPConsole, - 1
I RedireciClipboard, RedirectsmariCards, . 1
ARCOS-Command-White-Listing, ARCOS-SFTP-Delete, ARCOS-SFTP-Transfer, ARCOS-SFTP-Upload, : 1
Record Count : 2086 ;S
(] ol =
Show 5 w entries Search -
Sr.No.l:t UserID Display Name IP Address Host Name HostUserName Domain Name Port
@1 split7878 domain 3389

Command RedireciClipboard,
© 2
(K]
© 4
()

Showing 1 to 5 of 2,086 entries

A Privileged Account Management Solution

Column Names

Sr.No.

User ID

Display Name

IP Address

Host Name

www.arconnet.com | Copyright ©2022

3389
3389
3389

3389

Previous - 2 3 4 5 418 Next

Copyright © 2022 ARCON. All Rights Reserved.

Description

To identify and distinguish rows

The User ID associated with the user
The display name of the user

The IP address of the target server

The Hostname of the target server
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Column Names Description

Host username The Host username of the target server
Domain Name The domain name to which that user belongs
Port The port number of the target server
Command List of all the commands mapped to that user

9.5 User & Services Privileges - Windows RDP

The User and Services Privileges - Windows RDP report lists and describes all of the command privileges that
have been assigned to users and are mapped to the Windows RDP service type in graphical and grid view
format.

A

In order to view this report, users must have the following permission(s):

e User and Services Privileges - Windows RDP

Reports  Dashboard  Knight Analytics  About

Filter .
LOB Service Group Service / Server IP

- - e Al e

@ SR - 4

Bl Chart -
= 3000
RediraciClipboard
Bl 20 I EnableRDPConsole
RedireciChipboard: 2123 RedireciDrives
_ 1000 W ARCOS-TS-Monitor
5 ARCOSHW-SystemScreen
M Disablelog
— RadirectSmartCards
L=l
&
Recond Count : 2133 x
= = Em
Show 5 = entries Search
SrNg: UserlD Display Name IP Address Host Name HostUserName Command Port  Domain Name  Assigned By
o1 AT T - AsLIE Bt W - - SpRTETE RedirectClipboard 3389 domain ARCOSADMIN
Assigned On 03 May 2021 15:50:09
PR e —— AIE v W - : A e -~ RedirectClipboard 3389 = % ARCOSADMIN
03 T amiE Dveat ® . = - - RedirectClipboard 3389 TESTDOMAIN ARCOSADMIN
4 T vt A IE DT W - ' - i RedirectClipboard 3389 VM1 ARCOSADMIN
5 A IE it A IE v W - - oy RedirectClipboard 339 VM ARCOSADMIN
Shewing 1 to 5 of 2,133 entries Previous - 23 4|5 427 Ned
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:
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Column Names
Sr. No.

User ID

Display Name
IP Address
Host Name
Host UserName
Command

Port

Domain Name

Assigned By

Assigned On

www.arconnet.com | Copyright ©2022

Predict | Protect | Prevent

Description

To identify and distinguish rows

The User ID associated with the user

The display name of the user

The IP address of the target server

The Hostname of the target server

The Host username of the target server

List of all the commands mapped to that user
The port number of the target server

The domain name to which the user belongs

The Administrator who allocated the commands to
the user

Date/time of allocation of command to the user by the
Administrator
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10 Security Reports

Predict | Protect | Prevent

Security Reports give information about the security of ARCON | PAM. They display details of command

execution, usage of services, and login attempts made by the user.

The following reports are available in Security Reports:

Commands executed on service session detail report
Critical Commands Executed Report

High Usage (in hrs) Services Report

Invalid Login Attempts Report

Low Usage (in days) Services Report

Multiple Desktop Logon Report

Multiple User Logon Report

Network Segment Wise Logon Report
Restricted Commands Executed Report
Service Access Off Production Hrs Report
Service Accessed - Multiple Times Report
User Service Accessed - Multiple Times Report

10.1 Commands Executed on Service Session Detail Report

Commands Executed on Service Session Detail Report displays commands executed in a session by the user

while accessing that service.

A

e Commands Executed on Service Session Detail Report
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Mty ACCESS

htanager Reports

Predict | Protect | Prevent

n A1

Dashboard  KnightAnalytics  About S 4« A (2 Amcosadmini

Bl Commands executed on service session detail report
gl Filter -
El LOB Date From Date To
E wan Al wane - 06-12-2021 00:00 05-01-2022 13:02
Service Type
= Al -
“iew Report Export To G5V - )(
Recond Count : 23 X
(] -]
Show 5§ = entries Search
SrNd. LOB Name Service Service User ID User Machine IP Service Domain Host Name CommandDetails
Type  IPAddress User Name
@ 1 DEFAULT  hySQL ARCOSADMIN rook . . SHOW DATABASES,
LOB 2 QA e '
Serviceloggedin 05/01/2022
ServiceloggedOut 05/01/2022
PromptUsername
©/ 2 [DEFAULT SSH ARCOSADMIN root : ] Password
LOB 2 LINL
© 3 DEFAULT S5H ARCOSADMIN root ront@helio # cal
LOB 2 LINUK
©4 DEFAULT  SSH ARCOSADMIN root i exit, root@hello # be, root@hel
LOG 2 LBWLIX o T8 # |5, whozami
© 5 DEFAULT  55H ARCOSADMIN oot quit, rootE@helo # be, root@hel
LOB2 LINLES rootE@hello # br<-stale-sls<--
rOONENeN0 #e-->Cale--2I5<--2w
rootEhello #<--1s<-- >whoami<
Lee 3|5 - 2whI0AMI <=2 BE -2 02
Shiowing 1o 5 of 23 entries Previous - 2 03 4 5 HNe
APrivileged A t Manag Soluti Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr. No.

LOB/Profile

Service Type
IP Address

User ID

User Machine IP

www.arconnet.com | Copyright ©2022

To identify and distinguish rows

The name of the LOB in which there are active
services

The name of the service type whose session is taken
The IP address of the target server
The User ID associated with the user

The IP address assigned to the user machine
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Column Names Description

Service User name The username of the service

Domain The domain name of the target server

Hostname The hostname of the target server

Command Details List of commands executed in that session

10.2 Critical Commands Executed Report

The Critical Commands Executed Report displays all the critical commands executed by users on the servers in
grid view format. Critical commands are defined by Administrators in the server manager. In addition the bar

graphs displays:

e Top ten users who fired critical commands.
e Topten IP Addresses from where the critical commands were fired.

A In order to view this report, users must have the following permission(s):

e Critical Commands Executed Report
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:.-s 1
Reports Dashboard Hnight Anahytics About - Bt ‘ 4 Arcosadmini

R Critical Commands Executed Report
Filter -
LOB Date From Date To User Group
e Al eeee v 06-12-2021 00:00 05-01-2022 13:35 wmem Al e v
.
w Report Export To CBY = H A
Chart -

Top 10 Users Tep 10 IPAddress

1 I

i o
= o0
1®
o 5o
LT §
..J 10
]
o o
ARCOSADMIN 5423 23T M4 1010067 1000058 10100475
Users 1P Address
User 1D 1P Address
Recond Count : 31 J
[ [ -]
Show  § W Bntries Search
SrMd. UserlID IP &ddress Desktop Service IP Address Service DB Command Command Timestamp
Type User Name Instance Response
@ 1 ARCOSADMIN 11 - et 4 S5H b #l5 Restricted 04 Jan 2022
e 1 i LN Command 175317
Group Name SHAIL SERVERS,
Q)7 ARCOSADMIN : Lo Wl ety SSH U root root@hello # be<-->cale—-  Restricted 20 Dec 2021
RrIar w1 LINU > g c-->wihoarmic-->be Comrmand 18:02:39
© 3 ARCOSADMIN . # S5H root rootghelo # od 20 Dec 2021
3 * LIMLE Mvarfoghitpd/ 17.38:09
Q@ 4  ARCOSADMIN A - St - S5H * root rootghello # |s Critical 20 Dec 2021
— M — LN Command 11:40:49
Execution I3
Confirmed
Q5 ARCOSADMIN M SSH root rootighelio # Is Critical 20 Dec 2021
1 v LIMLEE Command 11:42:14
Execution Is
Confirmed
Showing 1to 5 of 31 entries Previous - 2 3|4 |85 |67 hNes
APrivileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved,
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
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Column Names
User ID

IP Address Desktop

Service Type

IP Address

Service Username
DB Instance
Command
Command Response
Timestamp

Group name

Predict | Protect | Prevent

Description
The User ID associated with the user

The IP address of the desktop from where the
command was fired

The name of the service type where critical commands
were executed

The IP address of the target server

The username of the service

Instance of the target servers

List of commands fired

Captures the response after the command was fired
Date/time when the command was fired

Name of the server group to which the target server
belongs

10.3 High Usage (in hrs) Services Report

The High Usage (in hrs) Services Report displays services which are used a maximum number of times

depending on the time range:

e Between 30 - 60 mins
e Greater than 1 hour but less than 2 hours
e Greater than 2 hours.

A

e High Usage (in hrs) Services Report

www.arconnet.com | Copyright ©2022

In order to view this report, users must have the following permission(s):
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a1 4
My Access Manager Reports Dashboard Knight Anatytics About > & Arcosadmini

Bl High Usage(in hrs) Services Report
Filter -
E LOB Date From Date To Service / Server IP
E meem Al eee v 05-12-2021 00:00 05-01-2022 13:47
View Report Export To CSY = n A
Record Count : 12 A
=1 = =
Show 5~ entries Search
SrNoll Service Type Service IP Service User Name MNe. of Times Accessed 3080 Minutes No. of Times Accessed 12 Hours
Q1 App Web Browser 1 FRr—— . 0 o
Mo. of Times Acceassed 2 Hours
Q2 App Web Browser 1 e = T I 1 o
Q3 App Web Browser 1 = 1] o
04 App Web Browser 1 B ——— 1 2
Q5 S5H LINUX 1 3 2

Showing 1 to 5 of 12 entries Previous - 2 | 3 | Next

APrivileged A t Man

g tSelution Copyright @ 2022 ARCON, All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Service Type The name of the service type whose usage is displayed
in hours

Service IP The IP address of the target server

Service Username The username of the service

No of times accessed >30 <60 mins Number of times the service was used for a duration

of greater than 30 mins but less than 1 hour

No of times accessed >=1 <2 hours Number of times the service was used for a duration
of greater than or equal to 1 hour but less than 2
hours

No of times accessed >=2 hours Number of times the service was used for a duration

of greater than or equal to 2 hours

10.4 Invalid Login Attempts Report

The Invalid Login Attempts Report displays the number of invalid login attempts faced while logging into
ACMO as well as the reason for the invalid login.

A

In order to view this report, users must have the following permission(s):
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¢ Invalid Login Attempts Report
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A My ALCESS Manager Reports Dashboard Kright Anahytics  About 4 Lawrence Rodrigues
3 - -
E W [nvalid Login Attempts Report
Filter +
Chart -
Comment Wise Usare Count Authentication Failed : 470
| Unkmown User : 138
| EMAIL OTP validation Failed ; 1
| M server Session Validation Failed : 5
Logon Period Validation Failed : 5
M Logon Disabled - 1
Record Count : 620 ry
BREZ
Show 5 ~- entries Search
SrNdi UseriD Domain Daesktop Finger Print Module User Comment Attempt
Name ldentitied Number
(1 N ARCOSAUTH ASCABSIE Yes Authentication 1
Failed
Timestamp 01 Apr 2021 11:19:15
Q:2 tm ARCOSAUTH ACMABSD  Yes Authentication 1
Falled
{ + 1] v ARCOSAUTH ACMABS50  Yes Authentication 1
Falled
(+1IF} b 211 ARCOSAUTH e 1 ACMABS50 ‘Yes Authentication 2
Failed
05 . ARCOSAUTH ACM4E50  es Authentication 3
Failed
Showing 110 S of 620 entries Previous - 2|3 |45 124 Mext
APrivileged A t Manag t Solution Copyright & 2022 ARCON. All Rights Reserved,

The following columns can be seen in this report:

Column Names
Sr.No.

Service Type

Service |IP
Service Username

No of times accessed >30 <60 mins

www.arconnet.com | Copyright ©2022

Description
To identify and distinguish rows

The name of the service type whose usage is displayed
in hours

The IP address of the target server
The username of the service

Number of times the service was used for a duration
of greater than 30 mins but less than 1 hour
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Description

Column Names
Number of times the service was used for a duration

No of times accessed >=1 <2 hours
of duration greater than or equal to 1 hour but less
than 2 hours

No of times accessed >=2 hours Number of times the service was used for a duration
of duration greater than or equal to 2 hours

10.5 Low Usage (in days) Services Report

The Low Usage (in days) Services Report displays the services which were used the least, along with the number

of days they were not used for, in graphical and grid format.

& In order to view this report, users must have the following permission(s):

e Low Usage (in days) Services Report

1 Lawrence Rodrigues

Knight Anahytics About

Repots  Dashboard

A MyAccess  Manager
B | ow Usage(in days) Services Report
il Fiter +
Chart -
Top 10 Low Usage Service IP
1200
00
0
[201]
L, a0
Ei\ 200
O
F 5 f F 7 £ F ¥ F ¥
f 4 fF §F 5 N
I L B
H 3 L 1
§ & o £
&
Senice
Combined
Record Count : 281 IS
[~} A
Show 5 - entries Search
SrNe. |L Service Type Service IP Service User Name LastAccessed on
@1 SSH LINUK Qal 30 Dec 2020 16:59:10
Mo. of Days Not Accessed 341
{+ 1] Oracle Q4 . sys 30 Dec 2020 12:58:41
Q3 Oracle QA neeld 29 Dec 2020 15:32:50
(+1IF} Oracle QA MEEL 29 Dec 2020 15:31:23
Qs App WinSCP 1 T 28 Sep 2018 15:32:30
Showing 1 to 5 of 281 entries Previous - 2/ 53| 4|5 87 Mext
APrivileged A t Manag t n Copyright @ 2022 ARCON, All Rights Reserved.
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The following columns can be seen in this report:

Column Names Description

Sr.No. To identify and distinguish rows

Service Type The name of the service type not used for many days
Service IP The IP address of the target server

Service User Name The username of the service

Last Accessed On Date/time on which the service was last used

No. of Days Not Accessed Number of days passed since service was not used

10.6 Multiple Desktop Logon Report

Multiple Desktop Logon Report displays information about the desktop IP address used by multiple users to log
into ARCON | PAM in grid view format. Additionally, a bar graph displays the top ten IP user logins.

& In order to view this report, users must have the following permission(s):

e Multiple Desktop Logon Report
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My ACCESS Manager Reports Dashboard Hnight Anatytics

Predict | Protect | Prevent

Abput S 3 L (& Arcosadmini

[=

Multiple Desktop Logon Report

|

Filter

Chart

Top 10 IP Swith Mutiple Users Login
4

W G G
H. of Users Logon from IF

[l [
%
%
-

IP Address

P Adfdress Deskiop

Record Count: 11
Show 5§ - entries

SrNo. 1L P Address Desktop

o1

Number of Useérs Logen From IP Desktop 2

Q2
Q3
(+1F}
(+

Showing 110 5 of 11 entries

APrivileged Account Management Selution

The following columns can be seen in this report:

Column Names
Sr. No.
IP Address (Desktop)

No. of Users Logon from IP (Desktop)

10.7 Multiple User Logon Report

Search

prevous [l 2 5 nee

Copyright © 2022 ARCON. All Rights Reserved,

Description
To identify and distinguish rows
The IP address of the target server

Number of users logged on from that IP

Multiple User Logon Report displays information about users who logged into ARCON | PAM from various IP
addresses/desktops. Additionally, a bar graph displays the top ten IP user logins.

& In order to view this report, users must have the following permission(s):

e Multiple User Logon Report
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hiy ACCESS hManager Reports Dashboard Hnight Anahytics About

L Arcosadmini

N Multiple User Logon Report
Filter +
Chart -
= Top 10 Users with Multiple Access Points
m
E &5
&0
= ]
5 s
= .
= R
-
E E 2]
E
s
= -
o
E ARCOSKDMIN PARSM SAMMEKKE AGMES TESTUSERCL WOIHANSART
Users
Lzer 1D
Record Count - 5 ps
(= ] (-]
Show &  « entries Search
Sr.No. 1i Userip User Display Name
01
0?2
(+ ]k}
(- F} ARCOSADMIN ARCOSADMING
Number of IP Address Desktop from User Logon 64
(1
Showing 1to 5 of § entries Brevious - Next
APrivileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved,

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

User ID The User ID associated with the user
Display Name The display name of the user

No of IP Address (Desktop) from User Logon Number of desktops used by users to login

10.8 Network Segment Wise Logon Report

The Network Segment Wise Logon Report displays information about all users who have logged into ARCON |
PAM via any network device configured in the Network Segments module of Settings.

A

In order to view this report, users must have the following permission(s):
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e Network Segment-wise Logon Report

Predict | Protect | Prevent

& Lawrence Rodrigues

A = My ACCESS anag Reports  Dashboard Knight Anatytics
BN Network Segment Wise Logon Report
gl Filter
E Drate From Date To
E 06-12-2021 00:00 05-01-2022 16:58
SERCN -
Record Count : 104
Show 5§ = entries
SrNdi UserID User Display Desktop Finger Print
Name
o
Metwork Segment test demo
o>
{+ 1
{+IF]
(K

Showing 1 to S of 104 entries

APrivileged Account Management Solution

The following columns can be seen in this report:

Column Names

Sr. No.

User ID

User Display Name
Desktop Finger Print
User IP Address

Network Segment

Search

Previous - 2|34 |8

User P
Address

Copyright © 2022 ARCON, All Rights Reserved,

Description

To identify and distinguish rows

The User ID associated with the user
The display name of the user
Captures the fingerprint

The IP Address of the user logged in

Name of the network segment

10.9 Restricted Commands Executed Report

Restricted Commands Executed Report displays all the restricted commands entered by users on the serversin
grid view format. Restricted commands are defined by Administrators in the server manager. In addition the

bar graphs displays:

e Top ten users who entered restricted commands.
e Topten IP Addresses from where the restricted commands were entered.

www.arconnet.com | Copyright ©2022
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&

In order to view this report, users must have the following permission(s):

e Restricted Commands Executed Report

A My Access  Manager Reports  Dashboard Knight Anahytics Ahout N _“ . 2 Arcosadmind
B Restricted Commands Executed Report
Filter +
Chart -
Top 10 Users Top 10 IPAddress.
s "
5
&% 3
: 0
= 2
L] _; L]
& ]
Y “
1%
e L
P
o o
H ARCOZADURN 0.900.58 10400175
Users IP Address
= User ID IP Address
Record Count : 54 ~
] (-]
Show 5 + entries Search
SrNd. UserlD IP Address Desktop Service IP Address Service DB Command Command
Type User Name Instance Response
©) 1  ARCOSADMIN nr t T iy d S8H root rook@hello # cal Restricted
T e v sty TH U LML Command
©)2 ARCOSADMIN wr v ingeoet v oW S5H root rook@helio # cal Restricted
LIMLEE Cormmand
©)3 ARCOSADMIN e T g 1 " SSH ¢ root root@helio # cal Restricted
g ra— WSREIUR ST praa—— - LML Command
© 4 ARCOSADMIN " r v “ W SSH roat root@helio # cal Restricted
s ’ LINUX, Command
©) 5 ARCOSADMIN wr r T Inr d S5H root ront@helio # o3l Restricted
| N—_— PRI - [P - LIrLE Command
Showing 1to S of 54 entries Previous - 2 3|48 11 Nexd
APrivileged Account Management Selution Copyright © 2022 ARCON, All Rights Reserved,
The following columns are available in this report:
Column Names Description
Sr. No. To identify and distinguish rows
User ID The User ID associated with the user
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Column Names

IP Address (Desktop)
Service Type

IP Address

Service Username
DB Instance
Command
Command Response

Timestamp

Predict | Protect | Prevent

Description

The IP Address of the User logged in

Name of the service type

IP Address of the target server

The username associated with the target server
Instance of the target servers

Lists the commands fired

Captures the response after the command was fired

Date/time when the command was fired

10.10 Service Access Off Production Hrs Report

The Service Access Off Production Hrs Report displays records of users accessing the services during non-
working hours. Working hours are set in start shift time and end shift time by Administrators in Settings.

@ Inorderto view this report, users must have the following permission(s):

e Service Access Off Production Hrs Report

A = My Access Manager Reports. Dashboard Eraght Analytics Aboul
3 . .
ll Service Access Off Production Hrs Report
=
Filter -
ll e Date From Date To
&) s il s - 1-12:2021 00:00 10012022 11:23
= Service Type
I S -
E
Record Count: & s
= e e
=
Sl show s - enties Search
—l SrMoll  UseriD Usernams: Service Type Service IPAddress Service User Home: Damain DB Instance Hest Name Logged
In Time
1 - L SSH LINUX ool - - 2022-
0106
1241:16
] . SEH LINUX - oot - 2022
0105
n1425
3 # SEH LINUK - heal . - 2021-
1218
15:39.20
4 L SEH LINUK - rhel - 2021-
1216
131833
5 S — R SEH LINUX . bl = s 2021-
1243
181820
Showing 1 1o 5 of & eniries Previous - 2 | Hed
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The following columns can be seen in this report:

Column Names
Sr. No.

User ID

Username

Service Type
Service IP Address
Service Username
Domain

DB Instance

Host Name

Logged In Time

Predict | Protect | Prevent

Description

To identify and distinguish rows

The User ID associated with the user

Name of the user accessing the service

Name of the service type

IP Address of the target server

The username associated with the target server
The domain name to which the server belongs
Instance of the target servers

The hostname of the target server

Date/time when the service access started

10.11 Service Accessed - Multiple Times Report

The Service Accessed - Multiple Times Report displays details of all the services accessed multiple times by
users in grid view format. Additionally, a bar graph displays the top ten IP users who accessed the service

numerous times.

& In order to view this report, users must have the following permission(s):

e Service Accessed - Multiple Times Report

www.arconnet.com | Copyright ©2022
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Reports
A E My Access Manager Reports Daszhboard Knight Anatytics About 4 Arcosadmini
3 0 -
Bl Service Accessed - Multiple Times Report
Filter +
Charl -
Top 10 IP Accessed Multiple Times
0
10
»
.
g i E 3 J 8 5 5 ] fs [
7 o P = = = s s = = =
] s = g g 3 2 2 = P £
z & 2 > ] 5 5 5 H = s
- 3 2 5 H £ H g B £ 3
E 7 F - £y 2d
] ’ H E 3 iy £ 3 §
3 ) E 5 13 Ed 2
¢ I3 ] £ § b
(= & i ¥
z
= I3
= User IP Address
= Combined
Record Count : 74 X
L] [
Show 5 - enfries Search
SrMd. Service Type Service IPAddress Service User Name DB Instarce
@ 1 App SOLDeveloper - g it b TEST ORCL
Oracle 1w
Service Accessed Number of Times 1
© 2 SSHUNUX - test
© 3 App Pghdmin ‘. postgres kubernetes-postgres-demo chmzmS9ucsur us-east-
PostgreSaL - 1.rds AMATONEWS LOM, 5432
Administrator

© 4 Windows ROP
© 5 ‘windows RDP -
Previous - 2 3|4 5 15 hest

Showing 1t S of 74 entries
Copyright @ 2022 ARCON. All Rights Reserved.

APrivileged Account Management Solution

The following columns can be seen in this report:
Description

Column Names
To identify and distinguish rows

Sr. No.
Name of the service type

Service Type
IP Address of the target server

Service IP Address
The username associated with the target server

Service Username
Displays Instance of the target servers

DB Instance
Number of times the service was accessed

Service Accessed Number of Times
10.12 User Service Accessed - Multiple Times Report

The User Service Accessed - Multiple Times Report displays the number of times the user has accessed services

between the defined range.

Aarcon
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&

In order to view this report, users must have the following permission(s):

e User Service Accessed - Multiple Times Report

A = My Access Manager Reports Dashboard Knight Analytics About e ‘" 2 Arcosadmini
LW User Service Accessed - Multiple Times Report
Filter =
E LOB Date From Date To
e Y] - 04-12-2021 00:00 03-01-2022 1516
= SR - *
Record Count @ 3 = IS
E3 s Em Gm
Show 5w entries Search
SrNeo. Ji UseriD User Display Name No of Times Accessed > 10 < 20 No of Times Accessed >= 20 < 40
El Q1 bsgren rongre 1 (1]
E] No of Times Accessed >= 400
= (+ 1} ARCOSADMIN ARCOSADMINA 3 2
(+ 1K} ARCOSADMIN ARCOSADMIN 3 2

Showing 110 3 of 3 entries Previous Mext

A Privileged Account g Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

User ID The User ID associated with the user

User Display Name The display name of the user

No of Times Accessed > 10 < 20 Number of services accessed by the user - greater

than 10 and less than 20 times

No of Times Accessed >= 20 < 40 Number of services accessed by the user - greater
than or equal to 20 and less than 40 times

No of Times Accessed >= 40 Number of services accessed by the user - greater
than or equal to 40 times
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11 Service Reports

A Service Report is used to generate details of the services that are active in ARCON | PAM. In addition, it
generates details of the reference number provided by the user before accessing any service and unique IP
addresses of services.

The following reports are available in Service Reports:

Active Services Report

Active Sessions Report

AGW Service Access report

Device Detailed Report

Multiple Service Reference No. Report
Password Envelope never generated
Password Envelope Print Report
Scheduled Password Change Services
Server last accessed on

Serversin Domain

Service Accessed Summary Days Wise Report
Service Accessed Summary Report

Service Application Report

Service Creation Deletion Details Report
Service Creation Deletion Summary Report
Service Dependency Report

Service Group wise Service Type Report
Service Timeline Report

Services in Domain

Unique Services IP Address Report

11.1 Active Services Report.

Active Services Report displays information about all ARCON | PAM active services. Active service is one that
has not expired or has a valid till date that is greater than today's date.

A

In order to view this report, users must have the following permission(s):

e Active Services Report
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JAN

=

Active Services Report

Predict | Protect | Prevent

i

Filter +
Chart -
Total Number of Connections Imported for Each Service Type
50
a
30
20
10
o
H £ s
5o ’a%"séi wee
& af3ace 3e2zE
E “ H e
o E A, g %9 %E; R
E=] E ] 2 s R
i #0F igso§ 2
: i LI S-S
Service Type
Service Type
Record Count @ 1150 IS
Em Looc ]

Show 5 ~ entries

Sr.No.li LOB/Profile Service Service Group IP Address
Type
@1 ABC Al 10.10.0.200
DE Instance
Port 22
Description 1 test]
Description 2 test2
Description 3 test3
Vault Status Mot vaulted
LastAccessed Time
Active Till 01 Jan 2053 00:00:00
LOBE Status ACTIWE
Created By ARCOSADMIN
Created On 17 .Jul 2020 15:09:21
(+ )] ABC Al 10.10.0.200
© TUNBAI Al 10.10.0.142
ZONE
(- DEFAULT Al CONNECTORS 10.10.0.6588
LOB 2
a i DEFAULT Al DATABASE SERVERS 10.10.0 695
LOB 2

Showing 1 to 5 of 1,190 entries

APrivileged Account Management Solution

The following columns can be seen in this report:

Column Names

Sr.No.

www.arconnet.com | Copyright ©2022

Search

Host Name User ID Domain Name

TEST test37? ARC

TEST test15 ARC

10.10.0.142 satyatest 10.10.0.142

10.10.0127 testservih 10.10.0.128

10.10.0.127 testsens1h 10.10.0.128

Previous - 2 3 4 5 238 MExt
Copyright & 2022 ARCON. All Rights Reserved.
Description

To identify and distinguish rows
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Column Names
Username
Server IP
Service Type

Service Group

Description 1

Service Valid Till

Assign By

Assign On

Vault status

Last Accessed On

11.2 Active Session Report

Predict | Protect | Prevent

Description

The name of the user

The IP address of the target server

The name of the service type whose session is taken

The name of the service group to which the service
belongs

Text entered during the creation of that service by the
Administrator

Date/time till which the service remains active

The name of the Administrator who assigned the
service

Date/time of the assignment of service to that user by
the Administrator

Status of the vault
e Manually Vaulted

Date/time the service was last used

Active Session Report displays a list of ongoing sessions in ARCON | PAM.

& In order to view this report, users must have the following permission(s):

e Active Session Report

www.arconnet.com | Copyright ©2022
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Reports  Dashboard — KnightAnalytics — About Bl : Arcosadmin

L Active Sessions Report
_ ,
No Filters Available -
Export Ta CSY = A
Record Count 4 A
Em Looc ]
Show 5 v enlries Search
Sr.No. 1t serverIP User ID Display Name Service Type Service User Name
@1 10.10.0.150 ARCOSADMIN ARCOSADMIN Windows RDP manes iar.m
Session Source 10.10.0.195[WIN2K12R2-ORAG|[005056525812][1FABFBF FO00206C2][vhiware-4252c 72ce00e5632-36954 10690 144a][ACM4.8.5.0]
©: 10.10.0.150 ARCOSADMIN ARCOSADMIN Windows RDP manes iar.m
© s 10.10.0.150 ARCOSADMIN ARCOSADMIN Windows RDP manesar.m
© 4 10.10.0.150 ARCOSADMIN ARCOSADMIN Windows RDP maneshar.m
Showing 1 to 4 of 4 entries Previous Mext
APrivileged Account M. g it Selution Copyright ©@ 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Server IP The IP address of the target server

User ID The User ID associated with the user

Display Name The display name of the user

Service Type The name of the service type whose session is taken
Service Username The username assigned to the service

Session Source Source of session

11.3 AGW Service Access Report

The AGW (Arcon Gateway) Service Access Report lists all of the users who have connected to the services
using ARCON AGW.

A

In order to view this report, users must have the following permission(s):

e AGW Service Access Report
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My Access

Manager

Reports

Dashboard

Knight Analytics

About

Predict | Protect | Prevent

2 Arcosadmini

LW AGW Service Access Report

.
Filter -
Date From Date To
04-12-2021 00:00 03-01-2022 15:20
View Report Export ToCSV H A
Record Count * 160 = L
=3 [ooc il o
Show 5 - entries Search -
SrNo. |2 AGW Name AGW Description Username IP Address Service User Name Host Name Domain Name Logged In Time
ﬂ 1 AGW-+ Testing None ARCOSADMIN1 10.10 maheshwar.m 10.10 2021-12-22 13:16:16
Logout Time 2021-12-22 12:17.12.
(¥ AGW+ Testing None ARCOSADMIN1 10.10 maheshwar.m 10.1C 2021-12-22 14.06:39.
ﬂ 3 AGW+ Testing None ARCOSADMIN1 1010 maheshwarm 10.1C 2021-12-28 16:43:30
© 1 AGW+ Testing None ARCOSADMIN1 10.10 maheshwar.m 10.10 2021-12-28 17:32:18
e 5 AGW+ Testing None ARCOSADMINT 10.10 maheshwar.m 1010 2021-12-29 13:57:09.
Showing 1 to 5 of 160 entries Previous 2| 3| 4 5 32 Next
A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr. No.

AGW Name

AGW Description
Username

IP Address

Service User Name
Host Name
Domain Name
Logged In Time

Logout Time

11.4 Device Detailed Report

The Device Detailed Report assists in locating and viewing a specific service across all LOBs. The user can
search details for multiple IP addresses in the service/server IP filter with comma-separated search queries.

www.arconnet.com | Copyright ©2022
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To identify and distinguish rows

Name of the AGW (Arcon Gateway) server

Text entered during the creation of that AGW server
The name of the user

The IP address of the target server

The username of the service

The hostname of the target server

The domain name of the target server

Date/time of login

Date/time of logout
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e Device Detailed Report

Predict | Protect | Prevent

In order to view this report, users must have the following permission(s):

A Reports Dashboard Knight Anal About Arcosadmin
L Device Detailed Report
.
Filter -
Service f Server [P
10.10.0.91
Evport To CSY - #
Record Count : 422 5
= | boc B o |
Show 5 ~ entries Search
SrNd: LOB Service Type Service Group Name Domain Name  IP Address HostName Service User Name Service Mapped te
User
e 1 DEFAULT LOB App Embarcadero DATABASE 10.10.0.91 10,110,081 10.10.0.91  arcossgladmin MAHESHWAR M
2 DBArtisan SERVERS
DE Instance arcossoladmin
=
. ﬂ 2 DEFAULT LOBE App Embarcadera DATABASE 10.10.0.91 10.10.081 10.10.0.81  arcossgladmin KALPESH PUSALKAR
2 DBArtisan SERVERS
ﬂ 3 DEFAULT LOB App Embarcadero DATABASE 10.10.0.91 1010081 10.10.0.91  arcossgladmin SHABBIR JAWADVGALA,
2 DBArtisan SERVERS
() DEFAULT LOB App Embarcadero DATABASE 10.10.0.91 10,110,081 10.10.0.91  arcossgladmin
2 DBArtisan SERVERS
()1 DEFAULT LOBE App Embarcadero DATABASE 10.10.0.91 1010081 10.10.0.91  arcossgladmin SUHAS DINGANKAR
2 DBArtisan SERVERS
Showing 1 to 5 of 422 entries Previous ) 3| 4 5 85 Mest
APrivileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
A
Column Names Description

Sr. No.

LOB

Service Type
Service Group
Domain Name
IP Address

Host name

www.arconnet.com | Copyright ©2022
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To identify and distinguish rows

Name of the LOB

The name of the service type

The server group in which the service belongs
The domain name of the target server

The IP address of the target server

The hostname of the target server
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Column Names Description

Service Username The user name of the service

Service Mapped to User The user name to which the service is mapped
DB Instance Instance of the target servers

11.5 Multiple Service Reference No. Report

The Multiple Service Reference No. Report displays the reference number provided to the user before
accessing any service in graphical and grid view format.

A

In order to view this report, users must have the following permission(s):

e Multiple Service Reference Number Report

nager ~ Reports  Dashboard  Knight Al cs  About

Multiple Service Reference No. Report

Filter +

Chart -

Top 5 Reference Number Count

Reference Humber Court

ARCOS SeriptManager
Reference Number

o I R s I W W R B R

Reference Number

Record Count : 1 »
& {ooc]
Show 5 ~ entries Search
Sr.Mo. LOB Name User ID Display Name IP Address Desktop Service IP Address Service User DB Reference Number
Type Name Instance
@ 1 DEFAULT ARCOSADMIN  ARCOSADMIN 192168 .56.1[LAP394)[841B77CI1EEF] S55H 1010069 LMN<Useri111458 ARCOSScriptvanager
LOB 2 [EFEEFEFFO00B06EC][4G38X93][ACK4.8.5.0] LINUX
Reference Number Count 3
Showing 110 1 of 1 entries Previous - Mext
APrivileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:
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Column Names Description

Sr.No. To identify and distinguish rows

LOB Name Name of the LOB

User ID The User ID associated with the user
Display Name The display name of the user

IP Address(Desktop) The IP address of the desktop

Service Type The name of the service type whose session is taken
IP Address The IP address of the target server
Service username The username of the service

DB Instance The instance of the target server
Reference Number The reference number of that service
Refernce Number Count Number of times the reference is used

11.6 Password Envelope Never Generated Report

The Password Envelope Never Generated Report displays details of those services for which password
envelopes have never been produced.

& In order to view this report, users must have the following permission(s):

e Password Envelope Never Generated Report
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Reports  Dashboard — KnightAn 5 About o 3 : Arcosadmin

LN Password envelope never generated
.
Fitter -
LOB
[ p— v
Bxport To G5V = A
Record Count: 113 5
=
Show 5~ entries Search
Sr.No. L Service Type IP Address Host Name UserID Domain Name DB Instance = Port
@1 Wincdows ROP 11.11.22.33 11.11.22.33 testuser arcosauth 3389
Active Till 01 Jan 2058 23:59:59
ﬂ 2 Wyindows ROP 11.11.22.33 11.11.22.33 testuser arcosauth 3389
(+)K] Wincdows RDP 12121123 12121123 Split1 DOMAINTESE 3389
Q4 Wincdows ROP 12.12.11.23 12.12.11.23 Split DOMAINTESE 3389
e g Windows ROP 11.35.22 44 11.35.22 44 Split7a78 domain 3389
Showing 1to & of 119 entries Frevious bl 3 4 5 24 MNext
APrivileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows
Service Type The name of the service type for which a password

was never generated

IP Address The IP address of the target server

Host name The Hostname of the target servers

User ID The User ID associated with the user

Domain Name The domain name to which the target server belongs

for which a password was never generated

DB Instance The instance of the target servers
Port The port number of the target server
Active Till Date until which the service will work

11.7 Password Envelope Print Report

The Password Envelope Print Report displays information about users who have printed password envelopes
and confirmed the process.
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&

In order to view this report, users must have the following permission(s):

e Password Envelope Print Report

shboart Knight Anahytics About

Fassword Envelope Print Report

Filter -
Date From Date To
07-12-2021 00:00 06-01-2022 1303

Bxport Ta CSY v A

o O T O O O O O B >~

Record Count : 334 IS
= [ occ]

Show 5~ entries Search

Sr.No. % EnvelopePrintedBy FirstVerifier SecondVerifier NumberofServices

@1 ARCOSADMIN ANAND WISHWAKARRMA PARAM SANNAKKE 1

PrintedOn 07 Dec 2021 12:38:39

© 2 ARCOSADMIN ANAND WISHWAKARRMA PARAM SANNAKKE 1

ﬂ 3 ARCOSADMIN ANAND WISHWAKARNMA PARAM SANNAKKE 1

0 4 ARCOSADMIN ANAND VISHWAKARNMA PARAM SANNAKKE 1

()R] ARCOSADMIN ANAND WISHWAKARNMA PARAM SANNAKKE 1

Showing 1to § of 394 entries Previous - 2 3 4 35 79 Mext

APrivileged Account M. I t Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Envelope Printed By Name of the user who printed the envelope

First Verifier Name of the first Administrator who verified the print

command before printing the envelope

Second Verifier Name of the second Administrator who verified the
print command before printing the envelope

Number of Services Number of services set for print by the user

Printed On Date/time at which the envelope was printed

11.8 Scheduled Password Change Services

The Scheduled Password Change Services report displays details of all the services that are scheduled for the
password change process.
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e Scheduled Password Change Services

Knight Anahytics

Scheduled Password Change Services

About

Predict | Protect | Prevent

In order to view this report, users must have the following permission(s):

&
:
Filter -
ate From ate To ErviCe Group
LOB Date F Date T Service Gl
=== Al - - 01-03-2021 00:00 06-01-2022 13:11 Al - -
Service Type
S - -
Export To GV« A
Record Count: 23 5
B3 [ ooc I o |
Show 5 v entries Search ©
Sr.Nd. IPAddress HostName Domain Name Service Type LOB Name Service Group Password Last Min Password  Max Passwerd  Password Policy
Changed On Age Age
(- )N Windows RDP DEFAULT LOB  WINDOWS 13 Oct 2021 [u] 1 ARCON PAM
2 SERVERS 14:59:24:060 Folicy
Scheduled On 14 Oct 2021 14:59:05
ﬂ 2 Wwindows RDP DEFAULT LOB  SHAIL SERWERS 13 Oct 2021 o 1 ARCOMN PAM
2 14:59:24:060 Palicy
(k) 10.10.0.100  10.10.0.100  10.10.0.100 App Weh DEFAULT LOB  CLOUDSG 13 Sep 2021 n] 1 Derault
Browser 2 15:28:04:520
ﬁ 4 10.10.0.100 10.10.0.100 10.10.0.100 App Web DEFAULT LOB  WINDOWS 13 Sep 2021 0 1 Default
Browser 2 SERVERS 15:28:04:520
ﬂ g 10.10.0.38 10.10.0.38 10.10.0.38 S5H MongoDb DEFAULT LOB  WINDOWS 28 Mov 2021 n] 60 Default
2 SERVERS 23:41:42:060
Showing 1 to & of 23 entries Frevious bl 3 4 5 Mext
APrivileged Account M. t Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr.No.

IP Address
Host Name
Domain Name
Service type

LOB Name
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To identify and distinguish rows

The IP address of the target server
The hostname of the target server
The domain name of the target server
Name of the service type

The name of the LOB in which passwords are
scheduled for change
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Column Names

Service Group

Password Last Changed On
Min Password Age

Max Password Age

Password Policy

Scheduled On

11.9 Server Last Accessed On

The Server Last Accessed On report displays records of servers that are not accessed for a number of days. The
number of days is set in Days of server last accessed on configuration by the Administrator in Settings.

A

e Server Last Accessed On

Reports

Server Last Accessed On

Knight Analytics About

Description

Predict | Protect | Prevent

The name of the service group to which the service

belongs

Date/time of last password change

Lowest age of the password

Maximum age of the password after which the

password changes

Name of the assigned password policy

Date/time when the password was scheduled

In order to view this report, users must have the following permission(s)

Filter

LoB
Y — -

Export To G5V =

Record Count ;284

Show & ~ Entries

Sr.Ndi ServerIP

@1 3.6.48.70

Days Since LastAccessed 105

D EEE @@ -

(-)§ 3.649.70

(K] BEEB

© 4 1010 5401

(-] 1010540

Showing 1 to 5 of 284 entries

APrivileged Account Management Solution

www.arconnet.com | Copyright ©2022

Host Name

-09B021336BCECET07

-004C0COF311COB23F

BEGE

10105401

10010540

Domain Name

BEGE

10105401

10010540

B
g
i

Search

Last Accessed
on

Sep 23 2021
4:45PM

Qct 28 2021
1.14PM

MNEWER

Qct 19 2021
11.324M

Oct 18 2021
11:43AM

Previous 2 3 4 5 a7 MExt

Copyright @ 2022 ARCON. All Rights Reserved.
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The following columns can be seen in this report:

Column Names Description

Sr.No. To identify and distinguish rows

Server IP The IP address of the target server

Host Name The hostname of the target server

Domain Name The domain name of the target server

Last Accessed On Date/time when the server was last used

Days Since Last Accessed The number of days passed since the server was
accessed

11.10 Serversin Domain

The Servers in Domain report provides information about all the servers in a domain regardless of the LOB in
graphical and grid view format.

& In order to view this report, users must have the following permission(s):

e Serversin Domain
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My Access Manager Reports Dashboard Knight Analytics

Predict | Protect | Prevent

2 Arcosadmin

No Filters Available -
View Report Export To CSV  ~ H A
Chart -
e — Total h_!yrgbze_rogf Servers in Each Domain _ _
n g TES8 = 3 B
Ta
%
2
b3
:
i
8
g g
3 2
2
:
&
=
Servers In Domain
Domain Name
Record Count - 347 IS
o oo ]
Show 5 ~ entries Search ©
Sr.Nd: Domain Name IP Address Host Name Instance Port
° 1 1113 1113 1113 3389
LOB/Prefile DEFAULT LOB 2
ﬂ 2 testservices 10.10.0.201 TESTSERVICES 34
ﬁ 3 testservice 44.44 44 44 TESTSERVICE 34
ﬂ 4 http://10.10.0.53/svn 10.10.0.53 HTTP://10.10.0.53/SVN 22
ﬂ 5 arcosauth 10.10.0.87 10.10.0.87 As 22
Showing 1 to 5 of 347 entries Previous 2| 3| 4|5 70 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr. No.
Domain Name
IP Address
Host Name
Instance

Port

LOB/Profile

www.arconnet.com | Copyright ©2022

To identify and distinguish rows

The domain name of the target server

The IP address of the target server

The hostname of the target server

The instance of the target server

The port number of the target server

The name of the LOB in which the servers are present
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11.11 Service Accessed Summary Day Wise Report

The Service Accessed Summary Day Wise Report provides information about the total count of the services
accessed on a daily basis.

A

In order to view this report, users must have the following permission(s):

e Service Accessed Summary Day-wise Report

""" Reports Dashboard knight Analytics About e 2 Arcosadmini

Service Accessed Summary Days Wise Report

Filter -
Date Fram Date To
07-12-2021 00:00 06-01-2022 13.28

Export Ta CSY v A

O T O T O T O - B

Recard Count: 4 »
= [co i -
Show 5 - eniries Search:
Sr.Nb. LOB Name 7Dec2021 8Dec¢2021 9Dec2021 10Dec2021 12Dec2021 13Dec2021 14Dec2021 15Dec2021 16Dec2021 17Dec2021 20Dec2021 21Dec2021 22Dec2021
@ 1 ARCOM 1 4 1 8 o 1 1 1 18 1 o o T
5Jan2022 0
6Janz2022 0
ﬂ 2 TEST_LOB 18 12 6 2 [u] 1 a a 1 [u] 30 B a
@ 3 ALERT 0 0 0 0 o o 1] 3 5 o o o 1]
@ 4 DEFAULTLOE1 3 3 8 0 14 6 a 2 8 0 22 0 a
Showing 1104 of 4 entries Previous Mext
APrivileged Account M. I t Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

LOB/Profile The name of the LOB through which the services are
accessed

Date wise - first date as selected in the filter Total number of services accessed on that day

(Example- 3rd May 2021)

11.12 Service Accessed Summary Report

The Service Accessed Summary Report displays the total number of services accessed by users on a monthly
basis, LOB-wise.
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&

In order to view this report, users must have the following permission(s):

e Service Accessed Summary Report

15 442
------- hooare Kright Analytics  About S 4 Lawrence Rodrigues

Service Accessed Summary Report

Filter -
Date From Date To
07-12-2021 00:00 06-01-2022 1331

Bxport Ta CSY v A

o O T O O O O O B >~

Record Count: 4 = X
= [coc i o }

Show 5§ = entries Search

Sr.No. £ LOB Name Dec2021

Q@ ARCON &8

Jan2022 2

© - TEST_LOE 93

© s ALERT ]

© 4 DEFAULT LOE 1 70

Showing 1104 of 4 entries Previous Mext

APrivileged Account Manag t Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

LOB/Profile The name of the LOB through which the services are
accessed

Date wise - first date as selected in the filter Total number of services accessed in that month

(Example- Dec 2021)

11.13 Service Application Report

The Service Application Report displays the mapping of all the applications to their service type while
configuring the service.

A

In order to view this report, users must have the following permission(s):

e Service Application Report
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Reports

Dashboard  Knight Analytics

Predict | Protect | Prevent

About 2 Lawrence Rodrigues

LN Service Application Report
.

Filter -
LOB Service Group Service f Server IP

e All v e All v

Export To C8Y  + A

Record Count© 17 x
[ ] m ==

Show 5 ~ entries Search

Sr.Ng. LOB Name Service Group IP Address InstanceName Host Name Domain Name Service Type Application Name Desceription1 Desccription2 Desccription3
ﬂ 1 RECONC TEST 10.10.0.38 10.10.038 1010038 S5H LINUK App Xshel test abc T
Desccriptiond null
() RECONC TEST S5G_TEST_LOE 10.10.0 69 10.10.063 1010069 S5H LINUK App Mobakterm test a b

e 3 DEFAULT LOB 1 10.10.0.38 10.10.0.38 10.10.0.38 S5H LINUX App Mobaxterm

e 4 DEFAULT LOB 1 10.10.0.38 10.10.0.38 10.10.0.38 S5H LINUK App SecureCRT test

(- DEFAULT LOB 1 10.10.0.38 10.10.038 1010038 S5H LINUX App WinscP

Showing 110 5 of 17 entries Previous 2 3 4 Mext

APrivileged Account Management Selution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr.No.

LOB Name

Service Group

IP Address
Instance Name
Host name
Domain name
Service type

Application Name

Description 1

Description 2

www.arconnet.com | Copyright ©2022

To identify and distinguish rows

The name of the LOB in which the services are
accessed

The name of the service group to which the service
belongs

The IP address of the target server

The instance of the target servers

The Hostname of the target server

The domain name to which the target server belongs
The name of the service type

Names of applications that are mapped to the main
service

Text entered during the creation of the service

Text entered during the creation of the service

Aarcon
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Column Names Description
Description 3 Text entered during the creation of the service
Description 4 Text entered during the creation of the service

11.14 Services Creation Deletion Details Report

The Services Creation Deletion Details Report informs the user about the creation or deletion of service groups
in ARCON | PAM.

&

In order to view this report, users must have the following permission(s):

e Services Creation Deletion Details Report

35 442
Reports ashboard <night cs  About o o 2 Lawrence Rodrigues

Service Creation Deletion Details Report

No Filters Available -

Export Ta CSY }(

R EEEEE @@ -

Record Count - 52224 B B
o3 [ooc]

Show 5~ entries Search

Sr.No. 1% Date ServerIP

e 1 08/04/2020 16:05:52

Action Performed Created

()] 01/01/2058 00:00:00

()] 12/22/202014:31:44

Q4 01/01/2030 00:00:00

()] 02/16/2021 16:41:15

showing 1 to 5 of 52 224 entries Previous - 2 3 4 5 .. 10445 Mext
APrivileged Account Management Selution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows
Date Date/time of service creation
Server IP The IP address of the target server
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Column Names Description

Action Performed Activity performed on the service
e Creation
e Deletion

11.15 Services Creation Deletion Summary Report

The Services Creation Deletion Summary Report displays the total number of services created and deleted on a
date-by-date basis.

A

In order to view this report, users must have the following permission(s):

e Services Creation Deletion Summary Report

Repaorts Dashboard Knight Analytics Apout e q ' Arcosadmin

Service Creation Deletion Summary Report

No Filters Available -

Export Ta CSY A

R e D EE @@ -

Record Count © 851 A
& {ooc]

Show 5w entries Search

Sr.No. i Date Created Servers Deleted Servers

@1 06/30/2009 00:00:00 6 1)

Active Servers

e 2 08/03/200% 00:00:00 1 a

(+)K] 08/06/2009 00:00:00 3 1]

Q4 08/24/2009 00:00:00 1 1)

e ] 02/18/2010 00:00:00 1 a

Showing 110 5 of 851 entries Previous - ) 3| 4 5 171 et

APrivileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns are available in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Date Date/time of service creation

Created servers The total number of servers created on that day
Deleted Servers The total number of servers deleted on that day
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Column Names Description

Active Servers The total number of active servers on that day

11.16 Service Dependency Report

The Service Dependency Report displays the details of dependency between mapped applications and their
services.

A

In order to view this report, users must have the following permission(s):

e Service Dependency Report

""" Reports [BEEET] Knight Analytics About 2o { : Arcosadmin

Service Dependency Report

Filter -

LoB Service f Server IR
Y — -

Export To G5V~ »

Record Count © 17 X
= m
Show 5~ eniries Search
Sr.Nd. Parent Parent Service Parent Service Dependent Dependent Service Dependent Dependent| Dependent DependencyType Assigned By
Service IP Hostname Username Service IP Hostname Service Service Type Service LOB
Address Username
@1 10.10.1.9 101019 ADB_03 10.10.1.9 10.10.1.9 ADB_04 S5H LINUK DEFALLT Change Passward - ARCOSADMIN
LOB 2 Process With New
Password

D EEE @@ « P>

Assighed On 29 hay 2020 13:44:52

(+)] 10.10.0 86 10.10.0 56 10.10.0.91 10.10.0.91 shailesha1 MS SQLEM - DEFAULT MNane ARCOSADMIN
Local LOB 2
ﬂ 3 10100171 10100171 10.10.0.171 ARCOSDEVSWYRI shailesh local2 WWindows DEFAULT Change Password - ARCOSADMIN
RDP LOB 2 Update Service
Password Only
ﬂ a 10.10.0 699 10100127 testsery1h 10.10.0.200 TEST testé AlX DEFALLT MNone ARCOSADMIN
LOB 2
(-] 10.10.0.400 10100400 testuser2 10.10.0.130 10.10.0.150 Windows DEFALLT Mone ARCOSADKIN
RDP LOB 2
Showing 1 to 5 of 17 entries Previous - 2 3 4 Mext
APrivileged Account Manag t Solution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows
Parent Service IP address The IP address of the parent server
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Column Names Description

Parent Service Hostname The Hostname of the parent server
Parent Service Username The username of the parent server
Dependent Service IP The IP address of the dependent server
Dependent Service Hostname The Hostname of the dependent server
Dependent Service Username The username of the dependent server

11.17 Service Group Wise Service Type Report

The Service Group Wise Service Type Report informs the user about all the service groups in ARCON | PAM
and the services that belong to them.

A

In order to view this report, users must have the following permission(s):

e Service Group-wise Service Type Report

53 7
"""""" Reports  Dashboard  KnightAnalytics  About Eals Arcosadmin

Service Group wise Service Type Report

No Filters Available -

Export To G5V + »

Record Count: 45 =

Show 5 + entries Search

Sr.lp. Service Group
@ 1 ABCI23

Service Type
AppTeraTermn - T24,

@ 2 Alaska_ADM

@ 3 AMERICA_ADM

R EEEEE @@ >

@ 4 ARCON Servers

© 5 ARCONKUBERNETES

Showing 1 to 5 of 45 entries Previous 23|45 9 Mext

APrivileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

www.arconnet.com | Copyright ©2022 121 Aq rco n



Reports Predict | Protect | Prevent

Column Names Description

Service Group The name of the service group to which the services
belong

Service Type List of all the service types belonging to that service
group

11.18 Service Timeline Report

The Service Timeline Report informs the user about start and termination times of the service.

&

In order to view this report, users must have the following permission(s):

e Service Timeline Report

""" Reports  Dashboard  Knight Analytics  Apout o ‘ 2 Arcosadmin

Service Timeline Report

No Filters Available -

Export Ta CSY }(

Record Count: 572 Wi K
o3 [ooc]

Show 5~ entries Search

Sr.No. 1% ServicelIP Start Time

e 1 14545454545 11A16/2018 16:00:23

End Time 02/12/2015 14:29:29

R EEEEE @@ -

()] test12 03/31/2020 09:22:18

()] 364870 03/20/2021 13:.02: 11

Q4 102.22.10.22 05/08/2018 11:39:49

()] 6666 03/09/2018 18:25:46

Showing 1 to 5 of 372 entries Previous - 2 3|4 ] 193 MExt
APrivileged Account Management Selution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Service IP The IP Address of the target server

Start time Date/time captured at the start when accessing the

target server

End time Date/time captured at end of the session
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11.19 Services in Domain Report

The Services in Domain Report informs the user about all the services in a domain in graphical and grid view
format, regardless of the LOB.

A

In order to view this report, users must have the following permission(s)

e Services in Domain Report

""" Reports  Dashho: Knight A cs  About

Services In Domain

No Filters Available -

Export TO CSY A

Total Number of Services in Each Domain

mmmmmmmmmmr«b
0
=
2

m ¥ foy
& 3 L
= H £
& Z a8
% B oy
E E -
i ) i)
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] £ 2 BE:
g H b
& 5 &8
i 2 a8

i B

1 H]
g

E °

i

£

2

Services In Domain

Dormain Mame
Record Count: 617 s
(o) {poc)

Show 5 v entries Search

Sr.Nd:i Domaih Name Service User Name IP Address Host Name Instance Port

e 1 192 168.0.242 Mssoladrmin 192.168.0.242 192.168.0.242 3389

()] 178.249.3.21 arcos00? 178.249.3.21 176.249.3.21 992

e 3 96.47.200.1689 SINGHS 96.47.200.1689 96.47 .200.189 96.47.200.189 1433

() 10.10.0.205 Sy 10.10.0.208 10.10.0.208 oracle 1821

()] LMARH4_ARCONSRY root 192.168.0.240 LMN¥RH4 ARCONSRY 5902
Showing 1o 3 of 617 entries Previous 2 3 4 5 124 Mext

APrivileged Account Management Selution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows
Domain Name The domain name of the target server
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Column Names Description

Service username The username of the service

IP Address The IP address of the target server
Hostname The hostname of the target server
Instance Instance of the target servers

Port Port number of the target server
LOB/Profile The name of the LOB

11.20 Unique Services IP Address Report

The Unique Services IP Address Report displays information on all services with unique IP addresses in a
graphical and grid view format.

& In order to view this report, users must have the following permission(s):

e Unique Services IP Address Report
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Manager Reports. Dashboard Knight Analytics About 3 ‘1 & Arcosadmin

& Unique Services IP Address Report

Filter -
LOB Service Group Service / Server IP
DEBOARDING - e All - -

Service Type
e Al -

ST - *
Chart -
Service Type Wise Percentage App ASE Client : 1

s ’ulfltj\TlC\iem 1
| | xﬁ Toad for SQLserver : 1
| | ':n'g’svg:eLhEBNrﬂW Lsna:;m1 1
SSHLINUX - 2
' B Windows ROP - 5
Record Count : 13 B B n_;.
Show s w entries Search
Sr.Né. Service Type LOB Name Host Name IP Address Total Active Inactive
Services Services Services
1 App ASE Client DEBOARDING 10.10.0.382 10.10.0.38 3 3 0
2 App duck DEBOARDING 10.10.0.10 10.10.0.10 2 2 0
3 App LMT DEBOARDING 10.10.0.2 10.10.0.2 1 1 0
Client
4 App Toad for DEBOARDING 10.10.0 56 10.10.0.56 1 1 0
SQlserver
5 App Web Browser DEBOARDING  10.10.0.11 10.10.0.11 1 1 0
Showing 1to 5 of 13 entries Previous n 2 3 Next
A Privileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
Service type The name of the service type
LOB/Profile The name of the LOB
Host Name The hostname of the target server
IP address The IP address of the target server
Total services The total number of services
Active services The total number of active services
Inactive services The total number of inactive services
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12 User Reports

User reports generate details of all types of users, whether they are active, inactive, dormant, logged out, etc.,
and the activities performed by them.

The following reports are available in User Reports:

Active Users Report

Consolidated User & Service Mapping Report
Dormant User Report

Dual Factor Auth Configuration Report

Dual Factor Auth Configuration Report - All LOB
Idle Users Report

Inactive Users Report

Last Service Accessed Report

Locked Out User Report

User & Service Mapping Report

User Biometric Auth Report

User Biometric Auth Report - All LOB

User Compliance Report

User Creation Deletion Summary Report
User Dormant in next 5 day Report

User Hardware Auth Report

User Last Logon Report

User Mobile OTP Auth Report

User SMS OTP Auth Report

User Status Report

12.1 Active Users Report.

The Active Users Report displays information about all active users and their type in graphical and grid view
format. An active user is one who has interacted with the PAM application within a certain time period.

A

www.arconnet.com | Copyright ©2022

In order to view this report, users must have the following permission(s)

e Active Users Report
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A = MyAccess  Manager  Reports  Dashboard  KnightAnalytics  About S 2 Arcosadmin1

[e=

Active Users Report

No Filters Available -

View Report Export To CSV = A

(il
Q
=
o
=1

1

Total Number of Admins and Clients

I ) ) O
i S
GEHEEEEEREGEEE

Client Admin
User Type
User Type
Record Count : 10452 &
= [ 0oc)
Show 5 ~ entries Search ©
Sr.No. |: UseriD Display Name Domain User Valid Till User Created By
Type
ﬂ 1 USER6008 ATSTESTDC 01 Jan 2058 Client SYSTEM
00:00:00
Email ID
Mobile No
AltLOB
AltGroups
Country
Created On 23 Mar 2019 13.11:24
e 2 USER3737 ATSTESTDC 01 Jan 2058 Client SYSTEM
00:00:00
e 3 USER2861 ATSTESTDC 01 Jan 2058 Client SYSTEM
00:00:00
e 4 USER9722 ATSTESTDC 01 Jan 2058 Client SYSTEM
00:00:00
e 5 USER2772 ATSTESTDC 01 Jan 2058 Client SYSTEM
00:00:00
Showing 1 to 5 of 10,452 entries Previous - 2(3|4]|5 2091 Next
A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
User ID The User ID associated with the user
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Column Names
Display Name
Domain

User Valid till

User Type

Created By

Email Id

Mobile Number

Description 1 - Example - Country

(Customized Field)

Description 2 - Example - State

(Customized Field)

Description 3 - Example - District

(Customized Field)

Created On

Predict | Protect | Prevent

Description

The display name of the user

The domain name to which the user belongs
Date until which the user will be active

Type of user

e Client
e Admin

The name of the Administrator who created the user

Email address of the user as configured by the
Administrator

Mobile number of the user as configured by the
Administrator

Specifies country name to which the user belongs

@ Thisfield name is bespoke and can be set
according to the organization's requirements
by the Administrator

Specifies state name to which the user belongs

B This field name is bespoke and can be set
according to the organization's requirements
by the Administrator

Specifies district name to which the user belongs

@ Thisfield name is bespoke and can be set
according to the organization's requirements
by the Administrator

Date/time of the creation of the user by the
Administrator

12.2 Consolidated User & Service Mapping Report
The Consolidated User & Service Mapping Report displays the total count of each service type linked to the

user.

A
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In order to view this report, users must have the following permission(s):
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e Consolidated User & Service Mapping Report

= My Access  Manager Reporis  Dashboard  KnightAnalytics  About = ( L Arcosadmini

Consolidated User & Service Mapping Report

Filter -

LOB
e All -

View Report Export ToCSV  ~ B X

Record Count . 7236 M

En m
Show 5 w eniries Search :
Sr.No.l:t UseriD Display Name Service
Type
Q@1 MAHESHWAR M MAHESHWAR M AlX

User Group WINDOWS ADMINS

e s W W s R W e R R >

Total Services Count 4

© 2 MAHESHWAR.M MAHESHWAR M Amazon
Web
Services
(AWS)
(+)K] MAHESHWAR M MAHESHWAR M App 3Par
Mgmt
Q4 MAHESHWAR M MAHESHWAR M App
ArcSight
Console
(+ )] MAHESHWAR.M MAHESHWAR M App ASE
Client
Showing 110 5 of 7.236 entries Previous - 2 3|4 5 .. | 1448  Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr.No. To identify and distinguish rows

User ID The User ID associated with the user

Display Name The display name of the user

Service Type The name of the service type

User Group The name of the user group to which the user belongs
Total Services Count The total of all the services of a particular service type

mapped to the user
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12.3 Dormant User Report

The Dormant User Report displays information about all the dormant users in ARCON | PAM. A dormant user
is one who hasn'’t interacted with the PAM application in a certain period of time (specified in the User
Dormancy Alert - Schedule Days configuration in Settings).

A

In order to view this report, users must have the following permission(s):

e Dormant User Report

93 11
MyAccess  Manager Reporls  Dashboard  KnightAnalytics  About =y 2 Arcosadmini

Dormant User Report

Filter -

LOB User Group
e Al - - e All -

View Report ExportTo CSV  ~ A

Record Count : 10 =S
L cov ]  ooc ]
Show 5 ~ entries Search :
Sr.No. |= Username Display Name Domain LoB User Type Last Login Valid Till
@1 TOM TOM ARCOSAUTH LOBTEST Client 16 Sep 2021 12:36:25 01 Jan 2058 23:59:59

User Group ADMINS

o s W s s i W s R SN -

© 2 SALMAN SALMAN KHAN 10.10.0.34:389 LOBTEST Client 16 Sep 2021 123625 01 Jan 2058 00-00-00
©: ARIFA ARIFA TESTDOMAIN LOBTEST Client 16 Sep 2021 123625 01 Jan 2058 00-00-00
o+ TOM TOM ARCOSAUTH DEFAULT LOB 2 Client 16 Sep 2021 12:36:25 01 Jan 2058 23:59:59
©s NITISH NITISH A TESTDOMAIN LOBTEST Client 16 Sep 2021 12:36:25 01 Jan 2058 00:00:00
Showing 1 to 5 of 10 entries Previous - 2 Next
A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Username The name of the user

Display Name The display name of the user

Domain The domain name to which the user belongs

LOB The name of the LOB in which the user is present
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Column Names Description
User Type Type of user
e Client
e Admin
Last Login Date/time when the user last logged in
Valid Till Date until which the user will be active
User Group The name of the user group to which the user belongs

12.4 Dual Factor Auth Configuration Report

Dual Factor Auth Configuration Report displays information of all the users and the status (enabled,
configured, not configured, etc.) of each dual-factor authentication configuration to make the ACMO login

process more secure.

A In order to view this report, users must have the following permission(s):

e Dual Factor Auth Configuration Report
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= My Access ~ Manager  Reports  Dashboard Knight Analytics

JAN

Predict | Protect | Prevent

About

3 . .
=8 Dual Factor Auth Configuration Report
.
Filter
LOB User ID
e Al - -
View Report Export ToCSV  +
Record Count - 10319
[
Show 5 ~ entries Search -
Sr.No. | UserID Display Name Email ID Email OTP Email OTP Mobile No Mobile OTP Mobile OTP
Configured Configured
on on
© 1 USERG008 Not Not
Configured Configured
Yet Yet
e 2 USER3737 Not Not
Configured Configured
Yet Yet
e 3 USER2861 Not Not
Configured Configured
et Yet
© 4 USER9722 Not Not
Configured Configured
Yet et
e 5 USER2772 Not Not
Configured Configured
Yet Yet
Showing 1 to 5 of 10,319 entries Previous 2) 3 4|5 2064 Ne
A Privileged Account Manag Solution Copyright @ 2022 ARCON. All Rights Rese

The following columns can be seen in this report:

Column Names
Sr. No.

User ID
Display Name

Email OTP

Email OTP Configured on

Mobile No

www.arconnet.com | Copyright ©2022

Description

To identify and distinguish rows

The user ID associated with the user
The display name of the user

Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

Date/time when email 2FA was configured

Mobile number of the user configured by the
Administrator

Aarcon
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Column Names Description

Mobile OTP Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

Mobile OTP Configured On Date/time when mobile OTP was configured

RSA secure ID Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

RSA secure ID Configured On Date/time when RSA secure ID 2FA was configured

Biometric Status of configuration

¢ Not configured yet
e Configured but not enabled
e Configured and enabled

Biometric Configured On Date/time when biometric 2FA was configured

SMS OTP Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

SMS OTP Configured On Date/time when SMS OTP was configured

12.5 Dual Factor Auth Configuration Report - All LOB

The Dual Factor Auth Configuration Report - All LOB displays reports for the users who have configured the
dual-factor authorization across all LOBs to make the login process more secure.

A In order to view this report, users must have the following permission(s):

e Dual Factor Auth Configuration Report - All LOB
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MyAccess  Manager  Reports  Dashboard  Knight Analytics o4 T 2 Arcosadmini

LW Dual Factor Auth Configuration Report-All Lob

No Filters Available -
S #
Record Count : 10457 i
=3 [ ool o |
Show 5 ~ entries Search :
SrNo. |: UserID Display Name Email ID Mobile No Mohile OTP
e 1 §572000-KG3FP320GKFC Not
Configured
Yet
, ,
Mobile OTP Configured on
RSA Secure ID Not Configured Yet
. RSA Secure ID Configured on
=

Biometric Not Configured Yet
Biometric Configured on
SMS OTP  Not Configured Yet

SMS OTP Configured on

(+)p] $572000-KG3FP320GKFC Not
Configured
Yet
(k3 $672000-BB4FKI172T65 Mot
Configured
et
e 4 $672000-BBAFKJ172T65 Not
Configured
Yet
©5 §772000-GOJOEP5QSPJU Not
Configured
Yet
Showing 1 to 5 of 10,457 entries Previous - 23| 4|5 .. 2092  Next
A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

User ID The User ID associated with the user

Display Name The display name of the user

Email ID Email ID of the user

Mobile No. Mobile number of the user configured by the
Administrator
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Column Names Description

Mobile OTP Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

Mobile OTP Configured on Date/time when mobile OTP was configured

RSA Secure ID Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

RSA Secure ID Configured on Date/time when RSA secure ID 2FA was configured

Biometric Status of configuration

¢ Not configured yet
e Configured but not enabled
e Configured and enabled

Biometric Configured on Date/time when biometric 2FA was configured

SMS OTP Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

SMS OTP Configured on Date/time when SMS OTP was configured

12.6 ldle Users Report
The Idle Users Report displays information on all idle users in ARCON | PAM.

A In order to view this report, users must have the following permission(s):

e Idle Users Report
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Reports  Dashboard — KnightAnalytics — About Bl : Arcosadmin

L (dle Users Report
,

Filter -
LOB Date From

e Al - 07-12-2021 00:00

Export To GSY = A

Chart -

User Status Percentage Active | 10337
Inactive 21
Record Count : 10358 X
(o] [ boc I o |
Show 5 ~ entries Search
Sr.No. |i LOB Name Username Display Name Domain Name  Last Logon Not Logon Since
Days
@1 BULK LOB USERBOD8 ATSTESTDC 16 Sep 2021 12:36:25 12
User Status Active

() BULK LOB USER3737 ATSTESTDC 16 Sep 2021 12:36:25 12

©: BULK LOB USER2861 ATSTESTDC 16 Sep 2021 12:36:25 12

(F BULK LOB USER9722 ATSTESTDC 16 5ep 2021 12:36.25 12

©: BULK LOB USER2772 ATSTESTDC 16 Sep 2021 12:36:25 12

Showing 1to 2 of 10,358 entries Previous - 2 3 4 5 2072 Mest

APrivileged Account Manag t Solution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

LOB Name The name of the LOB to which the idle user belongs
Username The name of the user

Display name The display name of the user

Domain name The domain name to which that user belongs

Last Logon Date/time when the user last logged in

Not Logon Since Days Number of days since passed since the last login
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Column Names

User status

12.7 Inactive Users Report.

Predict | Protect | Prevent

Description

Status of the user

e Active
e [nactive

Inactive Users Report informs the user about all inactive users in ARCON | PAM.

A

e Inactive Users Report

Reports Dashboard Knight Ay

Inactive Users Report

In order to view this report, users must have the following permission(s):

Apout g 4 Y (2 Arcosadmin

No Filters Available

&
Bxport To CSv v A
Recard Count: 20 = K
[ [oocl -
Show 5 v entries Search -
SrNo. i UserID Display Name Domain User Valid Till User Type Created By
R HETALJ HETAL ATSTESTDC 30 Mar 2019 18:40:07 Client SYSTEM
Created On 31 Mar 2019 16.35:56
.
©: ANAND ANAND 01 Jan 2021 23.59.59 Client SYSTEM
©: AKUMAR AMIT K TESTDOMAIN 01 Apr 2019 13:28:37 Client SYSTEM
© SHAILESH SHAILE 25 Nov 2020 23:59:59 Adrmin ARCOSADMIN
©s ARATID ARATI ATSTESTDC 17 Apr 2019 18:26:15 Client SYSTEM

Showing 1to 5 of 20 entries

APrivileged Account Management Solution

The following columns can be seen in this report:

Column Names
Sr. No.

User ID
Display Name
Domain

User Valid Till

www.arconnet.com | Copyright ©2022

Previous 2 3 4 Mext
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Description

To identify and distinguish rows

The User ID associated with the user

The display name of the user

The domain name to which the user belongs

Date until which the user will be active
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Column Names Description
User Type Type of user
e Client
e Admin
Created By The name of Administrator who created the user
Created On Date/time of the creation of the user by the
Administrator

12.8 Last Service Accessed Report

The Last Service Accessed Report displays information about users and the last time they accessed that service.

A

e Last Service Accessed Report

Reports  Dashboard — KnightAn 5 About

Last Service Accessed Report

In order to view this report, users must have the following permission(s):

Arcosadmin

Filter

LOB

.Y/ p— -

ARl E @@ @@ - >

Export To C3v ~ x
Record Count - 631 75
= [occ)
Show &~ entries Search
Sr.Nd: LOB User Display Username UserDomain Service Host User Service IPAddress Service User Name
Name Type
(- )N DEBOARDING  ABC ABC 10.10.0.38 Adrmin 10,100 38 timebased
Host Name 10.10.0.38
Service Domain 10.10.0.38
Service Type S5H LINUX
Number Of Days From Last Access 532
Service Logged in Time 27 Sep 2019 13:16:39
e 2 DEBOARDING  ADMINISTRATOR  ADMIMISTRATOR ATSTEST Client  ATSTEST administrator
(+)K] DEBOARDING ARCONOOT Client  192.168.0.239 Adrministratar
(+)F DEBOARDING 10.10.1.189 Client  10.10.1.189 kaiser
e ] DEBOARDING 10.10.1.72 Client 1010172 kaiser

Showing 1to 5 of 631 entries

APrivileged Account Management Solution

The following columns can be seen in this report:
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Column Names

Sr. No.

User Display Name
Username

Domain

User Type

Service Logged In Time
Service Username

Service IP Address

12.9 Locked Out User Report

Predict | Protect | Prevent

Description

To identify and distinguish rows

The display name of the user

The name of the user

The domain name in which the user belongs

Type of user

e Client
e Admin

Date/time of the last login to the service
The username of the service

The IP Address of the target server used last

The Locked Out User Report displays users that attempted to log in with an invalid password and exceeded the
lockout attempts value defined in Settings. Such users get their ID gets locked and added to the Lockout Users
List under Manage Users. They are not able to loginto ARCON | PAM even with the correct password.

A

e Locked Out User Report

Locked Out User Report

Reports  Dashboard — Knight Analytics

In order to view this report, users must have the following permission(s):

Arcosadmin

Filter

LOB User Group

Y- - e Al

Export To CSv =

Record Count : 1

Show 5 ~ ENtrigs

Sr.No. |t Username Display Name Domain
(B TEST 1 TEST 1 ARC
User Group

R e e EE @@~

Showing 1to 1 of 1 entries

APrivileged Account Management Solution

www.arconnet.com | Copyright ©2022

Search

User Type Last Login Yalid Till

Admin 03 Jan 2022 19.12:40 01 Jan 2058 23:59.29

Previous Mext
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The following columns can be seen in this report:

Column Names Description
Sr.No. To identify and distinguish rows
Username The name of the user
Display Name The display name of the user
Domain The name of the domain
LOB The name of the LOB
User Type Type of user
e Admin
e Client
Last Login Date/time when the user last logged in
Valid Till Date until which the user will be active

12.10 User & Service Mapping Report

The User & Service Mapping Report displays information about users and services that are mapped to the user
and service groups, LOB-wise.

A In order to view this report, users must have the following permission(s):

e User & Service Mapping Report
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A = My Access Manager Reporis Dashboard Knight Analytics ~ About LI 2 Arcosadmin

LN User & Service Mapping Report
Filter -
LOB User Group User ID Service / Server IP
DEBOARDING - —All — -
S #
Chart -
Service Type Wise Percentage SSHLINUX - 17
App ASE Client - 124
App Cyberduck - 18
B Windows RDP : 31
App Huawei LMT Client : 7
M App Web Browser : 4
MS SQLEM - Local - 5
| | App Toad for SQLserver : 2
Record Count : 208 = L
= o= =
Show s+ entries Search
Sr.Ngi UserlD Display Name User Group Service IP Address Host Name Service User DB Service Service
Type Name Instance Assigned By  Assigned
on
e USER9999 Application  SSH LINUX  10.10.0.38 10.10.0.38 timebased ARCOSADMIN 18 Sep
Server 2019
19:03:34
Request Type Permanent
Config. Command Restriction Type
Service Group ARCON Servers
©? USER9999 Application  SSH LINUX  10.10.0.38 10.10.0.38 timebased ARCOSADMIN 18 Sep
Server 2019
19:03:34
e 3 USER9999 ARCON App ASE 10.10.0.38 10.10.0.382 SSHU41 ssd ARCOSADMIN 09 May
Servers Client 2020
16:09:57
(+ 1 USER9999 ARCON App ASE 10.10.0.38 10.10.0.382 SSHU41 ssd ARCOSADMIN 09 May
Servers Client 2020
16:09:57
e 5 USER9999 ARCON App ASE 10.10.0.38 10.10.0.382 SSHU41 ssd ARCOSADMIN 09 May
Servers Client 2020
16:09:57
Showing 1to 5 of 208 entries Previous n 2|3|4|56 .. 42 Next
A Privileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
User ID The User ID associated with the user
Display Name The display name of the user
User Group The name of the user group to which the user belongs
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Column Names Description

Service Type The name of service type

IP Address The IP address of the target server

Host Name The hostname of the target server

Service Username The username of the service

DB Instance Instance of the target server

Service Assigned on Date/time of assighnment of the service to the user
Request Type Type of access

e Permanent
e Time-based

e One-time
Config Command Restriction Type The restricted command for that target server
Service Group The name of the service group to which the server
belongs

12.11 User Biometric Auth Report

User Biometric Auth Report displays information of all the users and the status (enabled, configured, not
configured, etc) of biometric dual-factor authentication to make the ACMO login process more secure.

A

In order to view this report, users must have the following permission(s):

e User Biometric Auth Report
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Reports  Dashboard — KnightAnalytics  About o4 4 " Arcosadmin

BN User Biometric Auth Report
Filter -
LOE User D
RN — -
EpotToCsy v >
Chart -
Configuration Status Wise Percentage Mot Confgured Yet: 10291
Enabled but Mob. Mo is blank : 34
Mot Enabled and Mob. Mo is blank - 19
Recard Count: 10344 A
=  voc I ror |
Show ) ~ entries Search :
Sr.Ne. |k UserID Display Name Email ID Mobile No Is Configured Configured
By
(- )R] USERGDDS Mot Carfigured Yet
Configured On
e 2 USER3737 Mot Configured Yet
©: USERZER1 Mot Corfigured Yet
© 4 USER9722 Mot Configured et
()] USER2772 Mot Canfigured et
Showing 1 to 5 of 10,344 entries Previous 2 3 4 g - 2069 MExt
APrivileged Account Management Selution Copyright & 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
User ID The User ID associated with the user
Display Name The display name of the user
Email ID The email ID of the user as configured by the
Administrator
Mobile No The mobile number of the user as configured by the
Administrator
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Column Names Description

Is Configured Status of configuration

¢ Not configured yet
e Configured but not enabled
e Configured and enabled

Configured By Name of the user who configured the 2FA biometric
Configured On Date/time when biometric 2FA was configured

12.12 User Biometric Auth Report - All LOB

User Biometric Auth Report - ALL LOB displays reports for the users who have configured the biometric
authorization to make the login process more secure across all LOBs.

A

In order to view this report, users must have the following permission(s):
e User Biometric Auth Report - All LOB

""" Reports  Dashboard  Knight Analytics  Apout B 3 : Arcosadmin

User Biometric Auth Report-All Lob

No Filters Available -

Export To CSY = )(

Record Count : 10380 X

o I R s I W W R B R

e E e
Show 5 v entries Search
SrNo. li LOBName UserID Display Name Email ID Mobile No Is Configured Cenfigured
By
()N BULKLOEB USERG0O0G Mot Configured
et
(+)] BULKLOBE USER3737 Mat Configured
YEL
()] BULKLOE USERZ28A1 Mat Configured
YEL
(- BULKLOEB USERS7Z2 Mot Configured
et
()] BULKLOEB USERZ7V72 Mot Configured
et
Showing 1 to 5 of 10,380 entries Frevious - 2l 3 4 5 . 2076 ekt
APrivileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows
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Column Names
LOB Name
User ID
Display Name

Email ID

Mobile No

Is Configured

Configured By

Configured On

12.13 User Compliance Report

Predict | Protect | Prevent

Description

Name of the LOB

The User ID associated with the user
The display name of the user

The email ID of the user as configured by the
Administrator

The mobile number of the user as configured by
Administrator

Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

Name of the user who configured the 2FA biometric

Date/time when biometric 2FA was configured

The User Compliance Report shows the user's status (Active/Inactive) and whether or not multi-factor

authentication has been activated.

A In order to view this report, users must have the following permission(s):

e User Compliance Report
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Reports  Dashboard — Knight An

Predict | Protect | Prevent

a3 7
Ahout e Arcosadmin

LN User Compliance Report
. .
No Filters Available -
Bxport To CSv v A
Record Count: 10354 w L
=3 [oo il -
Show 5 ~ entries Search :
Sr.No. 5 UserID Display Name User Status MFA Status Last Logon
B Q1 USEREO0S Active Disafled 16 Sep 2021 12:36:25
E=]
Duplicate Access to Multiple User Group Yes
Q2 USER3737 Active Disanled 16 Sep 2021 12:36:25
CE USERIGG] Artive Disabled 16 Siep 2021 173625
o4 USERG722 Active Disafled 16 Sep 2021 12:36:25
I USER2772 Active Disanled 16 Sep 2021 12:36:25

Showing 1o & of 10,354 entries

APrivileged Account Management Solution

The following columns can be seen in this report:

Column Names
Sr.No.

User ID
Display Name

User Status

MFA Status

Last Logon

Duplicate access to multiple user group

Previous - 213|458 2071 Next

Copyright © 2022 ARCON. All Rights Reserved.

Description

To identify and distinguish rows

The User ID associated with the user
The display name of the user

Status of the user

o Active
e [nactive

Status of multi-factor authentication

e Enabled
e Disabled

Date/time when the user last logged in

Whether the user has duplicate access to multiple
user groups or not

12.14 User Creation Deletion Summary Report

The User Creation Deletion Summary Report gives the total cumulative count of users created and deleted

date-wise until a particular date.

A

www.arconnet.com | Copyright ©2022

In order to view this report, users must have the following permission(s):
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e User Creation Deletion Summary Report

""" Reports  Dashboard  KnightAnalytics  About pals a ‘ 2 Arcosadmin

User Creation Deletion Summary Report

No Filters Available -

Export To CS% v .

Record Count - 44083 X

R EEEEE @@~

[ ] o =

Show 5 v entries Search

Sr.No. 1 Date Created Deleted

ﬂ 1 10/04/2017 18:39:41 1 [u]

Total 1

(+)] 01/01/2018 23:59:58 1 1

(-+ )] 04/03/2018 12:51:00 2 1

(- 04/03/2018 14:40:25 3 1

ﬂ g 04/03/2018 14.40:25 4 1

Showing 1 to 2 of 44,083 entries Previous - 2 3 4 5 8817 Mest

APrivileged Account M

g t Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Date Date/time of user creation

Created servers The total number of users created on that day
Deleted Servers The total number of users deleted on that day

Total The total number of users created and deleted till that

particular date

12.15 User Dormant in next 5 day Report

The User Dormant in next 5 day Report displays users whose accounts are about to go dormant in the next five
days. Dormancy days are configured in Application Configuration under Settings.

A

In order to view this report, users must have the following permission(s):

e User Dormant in next 5 day Report
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Reports  Dashboard — KnightAn 5 About o 3 : Arcosadmin

BN User Dormant in next 5 day Report
. .
No Filters Available -
Bxport To CSv v A
ECor aunt S
Recard Count: 113
[ [ooc i o |
Show 5 - entries Search :
Sr.No. |k Username Display Name Doemain LOB User Type Last Login Yalid Till
(N PAF PAR ARG DEBOARDING Admin 05 Jan 2022 16:595:23 01 Jan 2058 23:59:59
User Group ADMING
(P PAR PAR ARG DEBOARDING Admin 05 Jan 2022 16:55.23 01 Jan 2058 23.:59.59
A llia} an N an
3 PAR PAR ARC: DEBOARDING Aclmi 05 Jan 2022 16:55:23 01 Jan 2058 23:59'59
Q4 PAR PAR ARG DEBOARDING Admin 05 Jan 2022 16:55.23 01 Jan 2058 23:59.59
©s PAR PAR ARC s DEBOARDING Admin 05 Jan 2022 16:56 23 01 Jan 2058 235959
Showing 1 to & of 113 entries Presvious 213 |4 |18 23 Nedt
APrivileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows
Username The name of the user
Display Name The display name of the user
Domain The domain name to which the user belongs
LOB The name of the LOB in which the user is present
User Type Type of user

e Client

e Admin
Last Login Date/time when the user last logged in
Valid Till Date until which the user will be active

12.16 User Hardware Auth Report

User Hardware Auth Report displays information of all the users and the status (enabled, configured, not
configured, etc.) of the user hardware tool as dual-factor authentication to make the ACMO login process more
secure.
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&

e User Hardware Auth Report

nager  Reports  Dashboard  Knight Ar

User Hardware Auth Report

About

Predict | Protect | Prevent

In order to view this report, users must have the following permission(s):

Filter

LOB User ID

Y — -

DD EE @@ -

Export To GSv  ~ >
Chart -
Secure ID Configuration Status Mot Configured et 315
Enabled but Mok, Mo, is blank . 3
Mot Enabled and Mob. Mo, is hlank : 3
Record Count : 325 ~
(] ol =
Show 5~ entries Search
SrNd: UserID Display Name Email ID Mobile No Is Configured Configured
By
ﬂ 1 AARLA ADM AARAY ADM Mot Configured Yet

Configured On

© 2  MAHESHWARM MAHESHWAR W
(K] TEJAL TEJAL
(-HF USER9983

(-] 25JAN2020 28JAN2020

Showing 1 to 5 of 325 entries

APrivileged Account Manag t Solution

The following columns can be seen in this report:

Column Names
Sr. No.

User ID
Display Name

Email ID

www.arconnet.com | Copyright ©2022

Mot Canfigured Yet
Mot Canfigured vet
Mot Configured et

Mot Configured et

Previous 234|858 B35 | Next

Copyright © 2022 ARCON. All Rights Reserved.

Description

To identify and distinguish rows
The user ID associated with the user
The display name of the user

The email ID of the user as configured by the
Administrator

Aarcon
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Column Names Description

Is configured Status of configuration

e Not configured yet
e Configured but not enabled
e Configured

Mobile No Mobile number of the user as configured by the
Administrator

Configured By The name of the Administrator who configured this
authentication

Configured On Date/time when the user hardware authentication
was configured

12.17 User Last Logon Report
The User Last Logon Report displays when a user last logged into the ARCON | PAM application.

A

In order to view this report, users must have the following permission(s):

e User Last Logon Report

Reports ashboard Knight Analytics  About

User Last Logon Report

Filter -

LoB
YT -

Export To GSv = P

Record Count : 366 =

o] @ 3
Show 5« entries Search:
Sr.Ne. li LOB Name Username Display Name Domain Name Last Legon
° 1 TEST_KARISHMA SHRADDHATZ SHRADDHA1Z ARC 16 Sep 2021 12:36:25

Not Logon Since Days 112

O O T O T O T = B

ﬁ 2 TEST_KARISHMA MOIN MOIN ARC 16 Sep 2021 12:36:25
(+ K] TEST_KARISHMA WASS WASANT WVERMA AME 16 Sep 2021 12:36:25
0 4 TEST_KARISHMA VEERAL WEERAL ARC 16 Sep 2021 12:36:25
(] DEBOARDING AMREAY ADKM AMEAY ADM ATSTESTDC 16 Sep 2021 12:36:25
Showing 1 to 5 of 366 entries Previous - 2 3 4 5 4 Ext
A Privileged Account Management Sclution Copyright © 2022 ARCON. All Rights Reserved.

administrative user
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Column Names Description

Sr.No. To identify and distinguish rows

LOB Name The name of the LOB

Username The name of the user

Display Name The display name of the user

Domain The domain name to which the user belongs

Last Logon Date/time of the last login by that user into the
application

Not logon Since Days Number of days passed since the last login

12.18 User Mobile OTP Auth Report

The User Mobile OTP Auth Report displays information of all the users and the status (enabled, configured, not
configured, etc.) of Mobile OTP as dual-factor authentication to make the ACMO login process more secure.

@ Inorderto view this report, users must have the following permission(s)

e User Mobile OTP Auth Report
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Dashhoard  Knight Analytics  About o a ‘ Arcosadmin

il

Filter +
Chart -
Configuation Status Wise Percentage Mot Configured et . 310
Mat Enabled and Moh. Mo, is hlank . 6

Enahled but Mob. Mo, is blank : 9

Record Count © 325 5
En [ ooc]

Show 5 ~ entries Search

Sr.Nd: UserID Display Name Email ID Is Cenfigured Mebile Configured By

No
@ 1 AARAY_ADM AARAY_ADM Mat Ganfigured et

Configured On

()W TAHESHWWAR W TWAHESHWAR b Mot Configured et

()] TEJAL TEJAL Mot Configured et

© 4  USERDGSS Mot Configured et

(K] 25JANZ2020 25JAN2020 Mot Configured et

Showing 1 to 5 of 325 entries Presdous 213 |4 |8 65 Next
APrivileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns are available in this report:

Column Names Description

Sr No. To identify and distinguish rows

User ID The user ID associated with the user

Display Name The display name of the user

Email ID The email ID of the user as configured by the
Administrator

Is Configured Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled
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Column Names Description

Mobile No Mobile number of the user as configured by the
Administrator

Configured By Name of the user who configured the Mobile OTP 2FA

Configured On Date/time when mobile OTP was configured

12.19 User SMS OTP Auth Report

User SMS OTP Auth Report displays information of all the users and the status (enabled, configured, not
configured, etc) of SMS OTP as dual-factor authentication to make the ACMO login process more secure.

A

In order to view this report, users must have the following permission(s):
e User SMS OTP Auth Report

Reports  Dashboard  Knight Ar 5 About

User SMS OTP Auth Report

Filter +
Chart -
Configuration Status Wise Percentage Mot Configured et : 268
Configured But Mot Enabled : 32
Configured And Enabled : 5
M Mot Enabled and Mob. No. is blank : 20

o I R s I W W R B R

Record Count ; 325 B
e o]

Show 5+ entries Search

Sr.Nd: UserID Display Name Email ID Is Configured Mobile No Configured By

o1 AARAY_ADM AARAY_ADM Mot Configured Yet

()] MAHE SHYWAR MAHESHYWAR b Mot Configured Yet

©: TEJAL TEJAL Mot Configured Yet

© 4  USERgsss Mt Configured et

(+ )k 25JAN2020 28JAN2020 Mot Configured Yet

Showing 1to 5 of 325 entries Previous 2 3 4 5 65 Mext
APrivileged Account Management Selution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows
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Column Names Description

User ID The user ID associated with the user

Display Name The display name of the user

Email ID The email ID of the user as configured by the

administrative user

Is Configured Status of configuration

e Not configured yet
e Configured but not enabled
e Configured and enabled

Mobile No Mobile number of the user as configured by the
Administrator

Configured By Name of the user who configured the SMS OTP 2FA
Configured On Date/time when SMS OTP was configured

12.20 User Status Report

The User Status Report displays a history of a user's status, such as when they were dormant, locked out, or
disabled, and when they became active again.

& In order to view this report, users must have the following permission(s):

e User Status Report
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Reports  Dashboard  Knight Analytics  Apout o ‘ Arcosadmin

LN User Status Report
.
Filter -
LOB Date From Date To User Group
- All - v 07-12-2021 00:00 06-01-2022 1311 - Al —— ¥
User 1D
Export TO 05 A
Record Count © 54 IS
& {ooc]
Show 5~ entries Search
Sr.Md. Username UserID Date From To Status Mo of LOB Name
Status Times to
@1 SHABEIR JAWADVALA SHABBIRSCIM_TESTZ 05 Jan Active Active Active 1 DEFAULT LOBE 2
2022
22:20032

User Group LINUXADMING

© 2 DFG DFG 05 Jan Disabled  Active Active 2 DEFAULT LOE 2
2022
23:32:00
@ 3 TEST.1 TEST 1 03 Jan Artive Lock Lock: 1 DEBOARDING
2022
21:43:14
© 4 VEER1DEMO3431234156111212341 WEERIDEMO34312341561 06 Jan Active ALtive Active 1 1 DEFAULT LOB 2
2022
181219
e 5  WEER1DEMO3431234156 WEERTDEMO3431234156 06 Jan Active Active Active 1 DEFAULT LOB 2
2022
121219
Showing 1 to 5 of 24 entries Previous - 2 3 4 5 1 Mewt
APrivileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

User Name The name of the user

Date Date/time of user status

From Status Previous status of the user

To Status The final status of the user

Number of Times to Number of times the status of the user changed

LOB The name of the LOB

User Group The name of the user group to which the user belongs
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13 Vault Reports

Predict | Protect | Prevent

The vault is the secure storage space for all the passwords in ARCON | PAM, where the users' and services
passwords are saved. Vault reports generate details of all the password activities performed in ARCON | PAM.

The following reports are available in Vault Reports:

Allow Password Change Report

Current Password Status Report

Maximum Password Failed Attempts

Restore Service Password Option Used

Service Last Password Failed Reason

Service Password Age Report

Service password Change Consolidated Report
Service Password Change Failed (Server Unavailable) Report
Service Password Changed Status Report

Service Password Changed Status Report - All LOB
Service Password Changed Success/Failed Report
Service Password Check Out Report

Service Password Envelope Print Status Report
Service Password Expires in 5 Days Report
Service Password Manually Changed Report
Service Password Never Changed Report

Service Password Never Changed Report - All LOB
Service Password Security Status

Service Password Vaulting Status

Service Password Vaulting Summary Report
Service Password Viewed By Administrator
Service Reached Maximum Failed Attempts
Service Reconcile Status Report

Services Details for SPC - Maximum Failed Attempts
Services Scheduled for SPC

SPC Not Configured Report

SPC Success and Failed Report

Users Extracting Password Envelope

13.1 Allow Password Change Report

The Allow Password Change Report displays information of the services for which password change is allowed.

A

In order to view this report, users must have the following permission(s):

e Allow Password Change Report
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= My Access  Manager

Reports

Dashboard

Allow Password Change Report

Knight Analyics  About

Predict | Protect | Prevent

wl aB
e - B A

2 Arcosadmin

Filter
LoB

- All—

Service Type

—All—

View Report

Export To CSV

Service Group

——All—

Record Count : 489
Show 5 - entries

SL.NBL IP Address

o T T O O T T W T T

1 3.8.49.70

2 3.8.49.70

3 6.6.6.6

4 3.83.211.28
5 10105 401

Showing 11a 5 of 489 entries

Host Name

1-09B0215568CECETOT

1-004C0COF311C9B23F

66.66

383.211.28

10105 401

A Privileged Account Management Solution

Username DB Instance

rohit

Deven

presti

The following columns can be seen in this report:

Column Names
Sr.No.

IP Address

Host Name
Username

DB Instances
Service Type
Group Name

Min. Password Age

Max. Password Age

Current Password Age

Last Password Changed On
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B
-

L]

Search

Service Group Name  Min Max Cument | Last PasswordExpiredOn
Type Password
Age Age Age Changed
on
EC2access WINDOWS 0 80 236 May20  Jul 19 2021 1:02:11
using AWS ~ SERVERS 2021
SSM 1:02:11
EC2access WINDOWS 0 80 236 May20  Jul 19 2021 1:04:37
using AWS ~ SERVERS 2021
SSM 1:04:37
Windows ~ WINDOWS 0 8 70 NovZ  Nov320214:27:23
RDP SERVERS 2021
42723
‘Windows WINDOWS 0 100 1 Jan 10 Apr 20 2022 §:12:18
RDP SERVERS 2022
§12:18
SSHLINUX WINDOWS 0 1 368 Aug 27 Aug 282019
SERVERS 2019 3:16:46
3:16:46
Previous - 2 3 4 5| .. 98 | Hext
Copyright © 2022 ARCON. All Rights Reserved.

To identify and distinguish rows

The IP Address of the target server

The hostname of the target server

The name of the user

The instance of the target server

Name of the service type

Name of the server group to which the server belongs
Minimum age set for the password to be valid
Maximum age set for the password to be valid

The current age of the password set

The last date when the password was changed

Aarcon



Reports

Column Names

Password Expired On

Description

Predict | Protect | Prevent

The date for when the password expires

13.2 Current Password Status Report

The Current Password Status Report displays the current password status (open/closed) of all services.

A

e Current Password Status Report

= MyAccess Manager Reporls  Dashboard  KnightAnalylics

Current Password Status Report

About

In order to view this report, users must have the following permission(s):

. oM A

2 Arcosadmin

Filter
Date From Date To

13-12-2021 00:00

12-01-2022 1814

Service | Server IP

Show 5 w  entries

T T T O T

Sr.Mo. IP Address HostName Username DB Port Service Changed By Changed Max Current Current' | Account Last Auto
Instance Type on Status d Shedule
Age Age Status Time
1 10.10.0.135  10.10.0.135 swara 9443 SSH ARCOSSPCService 11 Jan 60 76 Close Enable Enable
LINUX. 2022
10:50:19
2 10.10.0.138  10.10.0.138 swara 9443 SSH ARCOSSPCService 11 Jan 80 76 Close Enable Enable
LINUX 2022
10:50:27
Showing 1 to 5 of 15 entries
A Privileged Account Management Solution
The following columns can be seen in this report:
Column Names Description

Sr.No.

IP Address

www.arconnet.com | Copyright ©2022

Service Type
— All—
View Report Export To CSV - H )'
Record Count : 15 =L
E3 oo

Search

Failure Reason

Verifying Pre Password Change
Action(s) On Current Service..... No Pre
Password Change Action(s) Available.
Initializing Process_ .. Process
Initialized........... Connecting To Server
10.10.0.135@swara:10.10.0.135.........
ACPSPCVPC-SVPCSSH-012 APC Error
- Connsction Failed To Server

Password Changing Process Aborled By

ARCOS.

,,,,,,,,,,,,,,,,,,,,,,,,,, Aurto Healing

Process

Starled™= S———
e **Auto Healing

Process
Bt s s e s

Verifying Pre Password Change
Action(s) On Current Service. ... No Pre
Password Change Action(s) Available
Initializing Process...... Process
Initialized............ Connecting To Server
10.10.0.136@swara:10.10.0.136
ACPSPCVPC-SVPCSSH-012 ARC Error
- Connection Failed To Server...
Password Changing Process Abarted By
ARCOS

,,,,,,,,,,,,,,,,,,,,,,,,,, Auto Healing

Previous

- 2 | 3 Next

Copyright © 2022 ARCON. All Rights Reserved.

To identify and distinguish rows

The IP address of the target server
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Column Names Description
Host Name The hostname of the target server
User Name The name of the user
DB Instance Displays instance of the target servers
Port Displays port connecting to the target server
Service type Name of the service type
Changed By Name of the Administrator who changed the
password
Changed On Date/time of password change
Max Password Age Maximum age of password after which the password
changes
Current Password age The present age of the password
Current Password Status Status of password
e Open
e Closed
Account Status Status of the service account
e Enabled
e Disabled
Last Accessed Time Date/time when the service was last used
Auto Schedule If password change will happen automatically
e Enabled
e Disabled
Failure Reason Steps captured during the password change

13.3 Maximum Password Failed Attempts Report

The Maximum Password Failed Attempts Report displays all the services for which the scheduled password
change has been terminated due to exceeding the maximum number of failed attempts. The maximum number
of failed attempts is specified in the Scheduled Password Change - Maximum Failed Attempt in Settings.

A

In order to view this report, users must have the following permission(s):

e Maximum Password Failed Attempts Report
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Manager

Reports Dashboard

Knight Analytics  About

Predict | Protect | Prevent

El
L 2 Arcosadmin

LN Maximum Password Failed Attempts
_
Filter -
LOB Date From Date To Service Group
—All — - 13-12-2021 00:00 12-01-2022 16:16 — Al — -
S #
Record Count : 3 N
ERaa
Show s+ entries Search
Sr.Nol: Count Service ld IP Address Host Name Domain Name Username DB Instance Service Type Service Group Last Password
Changed By
. 1 5 114805 10.10.0.135 10.10.0.135 10.10.0.135 swara SSH LINUX SHAIL SERVERS ARCOSSPCService
=
2 5 114906 10.10.0.136 10.10.0.136 10.10.0.136 swara S8H LINUX SHAIL SERVERS ARCOSSPCService
5 5 114910 10.10.0.135 10.10.0.135 10.10.0.135 swara SSH LINUX SHAIL SERVERS ARCOSSPCService
Showing 11to 3 of 3 entries. Previous Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr.No.

Count
Service ID

IP Address
Host Name
Domain name
User Name
DB Instance
Service type

Service Group

Last Password Changed By

To identify and distinguish rows

Number of times the password change failed

The ID associated with the target server

The IP address of the target server

The hostname of the target server

The domain name of the target server

The name of the user

Instance of the target server

Name of the service type

Name of the service group to which the server belongs

Name of the user who changed the password last

13.4 Restore Service Password Option Used

The Restore Service Password Option Used report displays the list of users who used the Restore Service
Password option.

A

e Restore Service Password Option Used

www.arconnet.com | Copyright ©2022
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In order to view this report, users must have the following permission(s):
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- w o
A = MyAccess  Manager Reporls  Dashboard  KnightAnalyfics  About e _ 2 Arcosadmin
S Restore Service Password Option Used
Filter -
Date From Date To
01-01-2021 00.00 08-01-2022 15.01
View Report Export To CSV - n A
Record Count: 3 = L
o o
Show| 5 w  entries Search :
SrNo. li Usename Server IP ServerHost Domain Name Port Description RestoreDate
1 RDPS97 99.99.9998 MYHOSTNAME Mydomain 3388 Restore Password of - Before Password Change 17 Jun 2021
2 ga.userd1 10.10.0.160 10.10.0.160 10.10.0.160 1433 Restore Password of . After Password Change 02 Sep 2021
3 test 10.10.10.19 ABC 10.10.10.19 3389 Restore Password of - Before Password Change 18 Jun 2021
Showing 1 10 3 of 3 entries Previous Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

User Name The name of the user

Server IP The IP address of the target server

Server Host The hostname of the target server

Domain name The domain name of the target server

Port Port of the target server

Description Step at which restore service password was used
Restore Date Date/time at which the service was restored

13.5 Service Last Password Failed Reason

The Service Last Password Failed Reason report displays the reason for the failure of the password change for
each service type.

A

In order to view this report, users must have the following permission(s):

e Service Last Password Failed Reason Report
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Dashboard

Predict | Protect | Prevent

A
D

S

AN

Service Last Password Failed Reason

My Access Manager Reports Knight Analytics About

=

2 Arcosadmin

Filter -
LOB
— Al —

Service Type
— All —

S ”
Record Count : 1 —W.5
Show s~ entries Search :

Sr.Né. LOB/Profile Service Type.  IP Address . HostName  Username Domain Name Port. ErrorLog sph_startedby

1 DEFAULT LOB2 Windows RDP  10.10.0.126  10.10.0.126 mo i 10.10.0.126 3389  arconNetwork_ErrorReceived : Cannot access a disposed ARCOSADMIN
object.
Showing 1to 1 of 1 entries Previous Next
A Privileged Account Management Solution Copyright @ 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows

LOB/Profile The name of the LOB to which the service belongs
Service Type Name of the service type

IP Address The IP address of the target server

Host Name The hostname of the target server

User Name The name of the user

Domain Name
Port
Error Log

SPH Started By

13.6 Service Password Age Report

The domain name of the target server
Port of the target server
Steps captured of why the password change failed

Name of the Administrator who started SPH

The Service Password Age Report displays the password's age for each service, which is the number of days the

password has been active in ARCON | PAM, in graph
displays:

e Group name-wise service count
e Password age bucketing

www.arconnet.com | Copyright ©2022
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ical and grid view format. In addition, the bar graphs
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&

In order to view this report, users must have the following permission(s):

e Service Password Age Report

Filter -
LoB Senice Group

Al - — Al
Service Type

Al

CEI 4

o O O O O O W O R

Chart -
Group Name Wise Service Count Password Age Bucketing
n w0
“
.s
Bl VINDOWS SERVERS: 64
- “
- %
=
w0
«
B =
i
@
)
=
w "
® 0
«
.
s
o o
rp— - e semvERe - aame marr am smam ams10ue Toass0
Group Mame Current Password Age Bucket
Group Name Range
Record Count : 63 x
@ @
Show & o entriss Search
SrNa. IPAddress | HostName Username DB Service Type  Description 1 Description 2 Description 3 Max Password Current Group
Instance Age Password Age  Name
1 10.10.5.40 10.10.5.40 Idapusers SSHLINUX  idapuser desc 1 Idapuser desc 2 Idapuser 0 121 WINDOW/S
desc3 SERVERS
2 10.10.56 10.10.56 prest S5H LINUX 0 33 WINDOWS
SERVERS
3 21212121 21212121 rohit Windows 60 65 WINDOWS
RDP SERVERS
4 1414141 14.14.14.1 rohit Windows 60 -3 WINDOW/S
RDP SERVERS
5 95998991  95.999991 hitp Windows 60 65 WINDOWS
RDP SERVERS
Shoving 1 o 5 of 88 entries Previous - 213l als | | 14! nen
A Privileged Account Management Solution Copyright & 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows

IP Address The IP address of the target server

Host Name The hostname of the target server
User Name The name of the user
DB Instance The instance of the target server
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Column Names Description

Service Type Name of the service type

Description 1 Text entered during the creation of the service

Description 2 Text entered during the creation of the service

Description 3 Text entered during the creation of the service

Max Password Age Maximum age of password - after this the password
changes

Current Password Age Age of the current password

Group Name Name of the group to which the server belongs

13.7 Service Password Change Consolidated Report

Service Password Change Consolidated Report displays the consolidated information of the password changed
for the different services.

B Inorderto view this report, users must have the following permission

e Service Password Change Consolidated Report
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Manager Reports. Dashboard Knight Analytics About

Predict | Protect | Prevent

2 Arcosadmin

L Service Password Change Consolidated Report
. _
No Filters Available -
o[ *
Record Count : 233 = L
L] =
Show 5 = eniries Search
SrNgw 1P Address Host Name Password Changed Status  Failure Reason Password Last
By Change  Successful
Attempt  Password
Change
1 38321128 38321128 ARCOSADMIN Success 10 Jan 10 Jan
2022 2022
18:12:13  18:12:18
2 10105401 10.10.5.401 ARCONAHService  Failed 21 Mar 27 Aug
2021 2019
00:33:35 1571646
3 1010540 10.10.5.40 ARCOSADMIN Success 07 Sep 07 Sep
2021 2021
22:15:35  22:15:35
4 101056 10.10.56 ARCONAHService  Failed 21 Mar 27 Aug
2021 2019
00:33:22  14:55:14
5 oracle-db- oracle-db- ARCOSADMIN Failed Verifying Pre Password Change Action(s) On Current 11 Jan 03 Jan
onboarding.chmzm59ucsurus-  onboarding. chmzmbSucsur us- Service ... No Pre Password Change Action(s) Available. 2022 2022
east-1.rds amazonaws com east-1.rds amazenaws.com Initializing Process .. Process Initialized Connecting 00:27:03  10:18:20

Showing 1 to 5 of 233 entries

A Privileged Account Management Solution

The following columns are available in the report:

Column Names

Sr.No

IP Address

Host Name

Password Changed By

Status

Failure Reason

Password Change Attempt

www.arconnet.com | Copyright ©2022

To Server oracle-db-onboarding.chmzm59ucsur.us-east-
1.rds amazonaws.com@TEST:ORACLE-DB-
ONBOARDING CHMZM59UCSUR US-EAST-

1.RDS AMAZONAWS.COM (ORCL)............ DBAPrivilege
cannot be set to an invalid value of <basic><default><sid>
Connection Failed To Server. ... SMCP-CORACLEP-054
Password Changing Process Aborted By ARCON PAM.

Previous n 213 | 4|58 47 Next

Copyright @ 2022 ARCON. All Rights Reserved.

Description

To identify and distinguish rows

The IP Address of the target server

The hostname of the target servers

The username of the user that changed the password

The status of the password change, if it was a success
or afailure

The reason for which the password change failed for

The date on which the password changed was
attempted

Aarcon
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Column Names Description

The last date on which the password change was

Last Successful Password Change
successful

13.8 Service Password Change Failed (Server Unavailable) Report

The Service Password Change Failed (Server Unavailable) Report displays all the services that have had their
password changes fail due to server downtime.

& In order to view this report, users must have the following permission(s):

e Service Password Change Failed (Server Unavailable) Report

Aarcon
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— 5 7
A = My Access  Manager  Reports  Dashboard  KnightAnalytics — About 2 - M A 2 Arcosadmin

[e=

Service Password Change Failed(Server Unavailable) Report

Filter =
LOB Date From Date To Service Group
e All - 01-10-2021 00:00 06-01-2022 15:24 e All - -
Service Type
e All -

View Report Export To CSV  ~ A

Chart -

Service Type Count SSH Telnet = 3
SSHLINUX:5
App Web Browser 1
M windows RDP - 3

Record Count : 12 -
=3 [ooc i - ]
Show 5  entries Search
Record Count : 12 -
=3 [ooc i - ]
Show 5  entries Search
Sr.NG. IPAddress HostName Username DB Description 1 Description Description Service Changed By = Changed
Instance 2 3 Type on
Q1 10.10.2.52 10.10.2.52 arcon SSH ARCOSADMIN 10 Nov
Telnet 2021
14:50:32

Current Status Close

Error Description Verifying Pre Password Change Action(s) On Current Service..... No Pre Password Change Action(s) Available..... Initializing Process...... Process Initialized....
Connecting To Server 10.10.2.52@arcon:10.10.2.52............. Object reference not set to an instance of an object. Gonnection Failed To Server.... SMCP-CTNPCPCP-090 Password
Changing Process Aborted By ARCON PAM

ErrorReason Connection Failed To Server. Object reference not set to an instance of an object

()] 127.0.0.1 127.0.0.1 vidhvattamah MUMEINOKIAOSSNETACTOSS1110.10.0.698SH SSH ARCOSADMIN 04 Jan
LINUX 2022
15:94:21
(k] 127.0.01 127.0.0.1 vidhvattamah MUMEINCKIAOSSNETACTOSS1110.10.0.698SH SSH ARCOSADMIN 28 Nov
LINUX 2021
23:38:35
© 4 10.10.0.101  10.10.0.101 ANBUser 0365 DA App ARCOSADMIN 01 Oct
Web 2021
Browser 16:19:00
© s 10.10.0.300 10.10.0.300 shabbir_sshk SSH ARCOSADMIN 06 Jan
LINUX 2022
134811
Showing 1 1o 5 of 12 entries Previous 2 3 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:
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Column Names
Sr. No.

IP Address
Host Name
User Name

DB Instance
Description 1
Description 2
Description 3
Service Type

Changed By

Changed On

Current Status

Error Description

Predict | Protect | Prevent

Description

To identify and distinguish rows

The IP address of the target server

The hostname of the target server

The name of the user

The instance of the target server

Text entered during the creation of the service
Text entered during the creation of the service
Text entered during the creation of the service
Name of the service type

Name of the Administrator who changed the
password

Date/time at which the password was changed

Present status of the password

e Open
e Closed

Reason for password failure

13.9 Service Password Changed Status Report

The Service Password Changed Status Report displays services that have had their passwords successfully

changed since they were created.

A

In order to view this report, users must have the following permission(s):

e Service Password Changed Status Report

www.arconnet.com | Copyright ©2022
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Manager Reports. Dashboard Knight Analytics

Predict | Protect | Prevent

1
‘ 2 Arcosadmin

L Service Password Changed Status Report
.
Filter -
LOB Service Group
— Al — - Y -
Service Type
e All -
o[ *
Record Count : 65 = L
] e
Show 5 = eniries Search
Sr.Ne. IPAddress Host Name Domain Name Username DB Instance  Service Last Successful Last Last No. of Current
Type Password Successful  Successful Successful Status
Changed By Password Password Password
Changed On  Changed Change
Through
1 1 HTTP://IGMAIL.COM  HTTP-//GMAIL.COM test App Web ARCOSADMIN 060ct2021 Manually By 3 Close
Browser 18:55:37 User
2 10.10.10.19 10.10.10.19 10.10.10.19 test123 Windows ARCOSADMIN 12Apr2021  Manually By 2 Close
RDP 07:54:54 User
5 103.13.112.44 * SPINE HTTPS://es “HRIN jane App Web ARCOSADMIN 08 Sep 2021 Manually By 6 Close
Browser 13:18:59 User
4 10.10.1.27 DSK015 anbread Windows ~ ARCOSADMIN 21Jun 2021 Manually By 4 Open
RDP 15:14:12 User
5 10.10.1.244 10.10.1.244 10.10.1.244 root SSH ARCOSADMIN 09 Mar 2021  Manually By 1 Close
LINUX 15:41:37 User
Showing 1 to 5 of 65 entries Previous n 2345 13 | Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
o 4o
Column Names Description

Sr. No.

IP Address
Host Name
Domain Name
User Name
DB Instance
Service Type

Last Successful Password Changed By

Last Password Changed On

Last Successful Password Changed Through

www.arconnet.com | Copyright ©2022

To identify and distinguish rows

The IP address of the target server
The hostname of the target server
The domain name of the target server
The name of the user

The instance of the target server
Name of the service type

Name of the Administrator who changed the last
password successfully

Date/time at which the last password was changed

The method by which the last password was changed

Aarcon
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Column Names
No. of Successful Password Changes

Current status

Description

Predict | Protect | Prevent

Total number of successful password changes

Present status of the password

e Open
e Closed

13.10 Service Password Changed Status Report - All LOB

The Service Password Changed Status Report - All LOB displays details of all the services whose passwords
have been successfully changed since the service was created across all LOBs.

&

e Service Password Changed Status Report-All LOB

Manager  Reports  Dashboard  Knight Analylics

= My Access

Service Password Changed Status Report-All Lob

About

In order to view this report, users must have the following permission(s):

'
A (2 Arcosadmin

Filter

LoB Service Group

Al — Al —

Service Type
—All—

View Report

Export To CSV

Record Count - 113

o T T O O T T W T T

Show 5 - entries

Sr.NG. P Address Host Name Domain Name

1 10.10.5.40 10.10.5.40 10.10.5.40

2

3 1 HTTP//GMAILCOM  HTTP/GMAIL COM
4 10.10.10.19 10.10.10.19 10.10.10.19

5 10313112 44 HTTPS:A

Showing 1 fo 5 of 113 entries

A Privileged Account Management Solution

Username

idapusers

test

test123

N jans

The following columns can be seen in this report:

www.arconnet.com | Copyright ©2022

DB Service Type
Instance

SSH LINUX

Amazon Web
Services
(aws)

ef.com

App Web
Browser

Windows
RDP

App Web
Browser

170

B
-

L]

Search

Last Successful Last Last No. of Current
Changed Status
By Password Password Password
Changed Changed Change
on Through
ARCOSADMIN 07Sep  ARGOS 1 Open
2021 Password
2211535  Change
Process
ARCOSADMIN 17 Jun ARCOS 1 Close
2021 Password
10:19:32  Change
Pracess
ARCOSADMIN 06 Oct ARCOS 3 Close
2021 Password
15:55:37 Change
Process
ARCOSADMIN 12 Apr ARCOS 2 Close
2021 Password
07:54:54  Change
Pracess
ARCOSADMIN 08Sep  ARCOS 6 Close
2021 Password
13:18:58 Change
Process

Previous - 23|45 23 | MNext

Copyright € 2022 ARCON. All Rights Reserved.
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Column Names
Sr. No.

IP Address
Host Name
Domain Name
Username

Last Successful Password Changed By

Last Successful Password Changed On
Last Successful Password Changed Through
No. of Successful Password Changes

Current Status

Predict | Protect | Prevent

Description

To identify and distinguish rows

The IP address of the target server
The hostname of the target server
The domain name of the target server
The name of the user

Name of the Administrator who changed the last
password successfully

Date/time at which the last password was changed
The method by which the last password was changed
Total number of successful password changes

Present status of the password

e Open
e Closed

13.11 Service Password Changed Success/Failed Report

The Service Password Changed Success/Failed Report displays if the password change is successful or failed

for all services.

A

In order to view this report, users must have the following permission(s):

e Service Password Changed Success Failed Report
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Manager Reports. Dashboard Knight Analytics About 3 <] ‘1 L Arcosadmin

L Service Password Changed Success Failed Report
.
Filter -
LOB Date From Date To Service / Server IP
- All — M 07-12-2021 00:00 06-01-2022 15:32
Service Type
e All v
o[ *
Record Count: 7 = L
L] =
Show 5  entries Search
Sr.No. |5 Service Host Name Service IP Username Domain Name Start Date Status
1 AppTeraTerm - T24 10.10.0.3 10.10.0.3 2804 10.10.0.3 07 Dec 2021 17:14:33 Success
2 AppTeraTerm -T24 10.10.0.3 10.10.0.3 2604 10.10.0.3 07 Dec 2021 19:10:29 Success
3 SSH LINUX ARCON-UBUNTU 10.10.0.67 kalpeshp ARCON-UBUNTU 22 Dec 2021 19:11:12 Success
4 SSH LINUX 127.0.01 127.0.0.1 vidhvattamah 127001 04 Jan 2022 15:54:21 Failed
5 SSH LINUX 10.10.0.299 10.10.0. 239 shabbir_sshk 10.10.0.299 06 Jan 2022 13:45:34 Failed
Showing 1to 5 of T entries Previous n 2 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows
Service Name of the service type
Host Name The hostname of the target server
Service IP The IP address of the target server
User Name The name of the user
Domain Name The domain name of the target server
Start Date Date/time at which the password was changed
Status Status of the password change

e Success

e Failed

13.12 Service Password Check Out Report

The Service Password Check Out Report displays details of users who have requested to view the service
password for a specified amount of time in graphical and grid view format. In addition, the bar graph displays:

e Group-wise Password Viewed Report
e Current Status-wise Count
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&

In order to view this report, users must have the following permission(s):

e Service Password Check Out Report

Bl Service Password Check Out Report
Filter -
LoB Date From Date To
— Al — - 01-01-2021 00:00 06-01-2022 15:33
s |3 ’
Chart -
Group Wise Password Viewed Report Current Status Wise Count
[} H
. .
. (2 .
1 1
. .
Cument Status
Service Type
Curmrent Status
Record Count - 8 B R
EEzk
Show 5 v entries Search
Sr.Mo. Request IPAddress HostName Username DB Service  Password View iption Open Open Till ication Authentication Authentication Authentication Approver Password View
Number Instance Type By for 1 2 3 4 5 ViewOn Status
Hours
e 1 751 10.10.0.699 10.10.0.127 testservih AIX ARCOSADMIN  testing 1 14 Apr PAFR 14 Apr Open
2021 2021
23.06:34 2z2180m
‘Current Status Close
‘Group Name YWINDOWS SERVERS
ﬂ 2 73 10.10.0.699 10.10.0.127 testservih AIX ARCOSADMIN  testing 1 14 Apr SIDADMIN 14 Apr Open
2021 2021
23:06:34 22150
ﬂ 3 883 10.10.0.145 10.10.0.145 joe.trib Windows JOETRIB test 1 17 Sep ARCOSADMIN ARCOSADMIN 17 Sep Open
RDP 2021 2021
11:18:13 11:15:36
o 4 883 10.10.0.145 10.10.0.145 joe.frib Windows JOETRIB test 1 17 Sep ARCOSADMIN PAR 17 Sep Open
RDP 2021 2021
11:18:13 11:15:36
o 5 760 1010091  ARCOS- su b Windows ARCOSADMIN festing 1 22 Apr PAFR 22 Apr Open
UAT2 RDP 2021 2021
20:38:27 19:40:41
Showing 1o 5 of & enfries Previous n 2 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
Request Number The unique number associated with each service

password raised request

IP Address The IP address of the target server
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Column Names
Host Name

User Name

DB Instance

Service Type
Password viewed by
Description

Open for Hours
Open Till
Authentication 1
Authentication 2
Authentication 3
Authentication 4
Authentication 5
Approver

Password Viewed On

View Status

Current Status

Predict | Protect | Prevent

Description

The hostname of the target server

The name of the user

The instance of the target server

Name of the service type

Name of the user who viewed the password
Text entered while viewing the password
Number of hours the password remains open
Date/time till which the password remains open
Name of approver 1

Name of approver 2

Name of approver 3

Name of approver 4

Name of approver 5

Name of final approver who approved the request
Date/time at which the password was viewed

If the password is viewed

e Open
e Closed

Present status of the password

e Open
e Closed

Group Name Name of the server group to which the server belongs

13.13 Service Password Envelope Print Status Report

The Service Password Envelope Print Status Report displays the print status of all the services for which the
password envelope was created.

A

In order to view this report, users must have the following permission(s):

e Service Password Envelope Print Status Report
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MyAccess  Manager  Reports

Dashboard

Service Password Envelope Print Status Report

Knight Analytics  About

Predict | Protect | Prevent

&
Filter -
LoB Date From
Al — 01-10-2021 00:00
5 ST - | *
Record Count : 11
e Cou BREE
Show 5 w entries Search :
SrNd: LOB Service IP Service Host Service User Name Domain Instance  Service Port Service Type Start Date Started By User Printing Status
1 DEFAULT LOB 2 1 HTTP//GMAIL.COM test HTTRAGMAIL COM 2 App Web Browser 06 Oct 2021 15:55:37 ARCOSADMIN Generated
2 DEFAULT LOB 2 192.168.0.240 LNXRH4_ARCONSRV tuseri LNXRH4_ARCONSRV S5H LINUX 11 0ct 2021 19:50:09 ARCOSADMIN Generated
3 DEFAULT LOB 2 10.10.0.154 10.10.0.154 sys 10.10.0.154 arcon 1521 App Toad - Cracle 08 Oct 2021 21:31:16 ARCOSADMIN Generated
4 DEFAULT LOB 2 10.10.0.38 10.10.0.38 shailesh 10.10.0.38 arcon 22 55H MongoDb 28 Nowv 2021 23:39:41 ARCOSADMIN Generated
5 DEFAULT LOB 2 10.10.0.3 10.10.0.3 arccitrid\\piyush. vora 10.10.0.3 80 App Web Browser 06 Dec 2021 13:24:20 ARCOSADMIN Generated
Showing 110 5 of 11 entriss Previous n 21 Next
A Privileged Account Management Selution Copyright © 2022 ARCON. All Rights Reserved.
Column Names Description

Sr. No.
LOB/Profile
Service IP

Service Host
Service User Name
Domain

Service Port
Service Type

Start Date

Started By User

Printing status

To identify and distinguish rows

The name of the LOB to which the service belongs
The IP address of the target server

The hostname of the target server

The name of the user

The domain name of the target server

Pport of the target servers

Name of the service type

Date on which the password envelope will generate
Name of the user who printed the envelope

Status of print

e Generated

13.14 Service Password Expires in 5 Days Report

The Service Password Expires in 5 Days Report displays the services whose passwords will expire in the next 5

days.

A

In order to view this report, users must have the following permission(s):

e Service Password Expires in 5 days Report
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My Access

Manager

Reports

Dashboard Knight Analytics

Service Password Expires In 5 Days Report

About

Predict | Protect | Prevent

. 5 am
32+ X A (2 Acosadmin

Filter

Chart

Group Name Wise Count

WINDOWS SERVERS: 60

WINDOWS SERVERS : 60
SRGROUP1 -2
LINUX SERVERS - 1

M SGROUPZ - 1

Record Count : 64

o [ I O O O I O L R R >~

Show 5 = |entries

SrNe. IPAddress Host Name
1 10.10.5.40 10.10.5.40
2 101056 101056
3 221121 12121
4 1414141 1414141
5 99.99.99.91 99.99.99.91

Showing 1 to 5 of 64 entries.

A Privileged Account Management Solution

Username DB
Instance

Idapusers

preeti

rohit

rohit

hitp

Service
Type

Description 1 Description 2

SSH Idapuser desc 1
LINUX

Idapuser desc 2
SSH
LINUX

Windows.
RDP

Windows
RDP

Windows
RDP

The following columns can be seen in this report:

Column Names
Sr. No.

IP Address
Host Name
User Name

DB Instance
Service Type
Description 1
Description 2

Description 3

www.arconnet.com | Copyright ©2022

Description

Search

Description Max Current Group
3 Password Password Name
Age Age
Idapuser 0 121 WINDOWS
desc 3 SERVERS
0 863 WINDOWS
SERVERS
60 65 WINDOWS
SERVERS
60 66 WINDOWS
SERVERS
60 65 WINDOWS
SERVERS

Previous - 2 ,3/4 |5 13 | Next

Copyright @ 2022 ARCON. All Rights Reserved.

To identify and distinguish rows

The IP address of the target server

The hostname of the target server

The name of the user

The instance of the target servers

Name of the service type

Text entered during the creation of the service

Text entered during the creation of the service

Text entered during the creation of the service
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Column Names Description

Max Password Age Maximum age of password after which the password
changes

Current Password Age The current age of password in days

Group Name Name of the server group to which the server belongs

13.15 Service Password Manually Changed Report

The Service Password Manually Changed Report displays all of the services whose passwords have been
manually changed.

A

In order to view this report, users must have the following permissions(s):

e Service Password Manually Changed Report

53

= MyAccess  Manager Reports  Dashboard  KnightAnalyics  About Bl 4] L’ 2 Arcosadmin

Service Password Manually Changed Report

Filter -
LOB Date From Date To Service / Server IP
— Al — - 01-10-2021 00:00 06-01-2022 15:43

ST #

e N NGB @ DD @«

Chart -
Current Status Wise Percentage Close : 11
Open:3
Record Count : 14 = L
e =
Show 5 + entries Search
Sr.Nol: IPAddress Host Name Username DB Instance Service Type Changed By Changed On Current
Status
1 10.10.0.67 ARCON-UBUNTU kalpeshp SSH LINUX ARCOSADMIN 22 Dec 2021 19:11:12 Close
2 10.10.0.175 10.10.0.175 manaj SSH LINUX ARCOSADMIN 18 Oct 2021 14:12:26 Open
3 10.10.0.171 10.10.0.171 shailesh shinde Windows RDP ARCOSADMIN 13 Oct 2021 14:59:24 Open
4 10100171 ARCOSDEVSVR3 shailesh local2 Windows RDP ARCOSADMIN 11 Oct 2021 20:01:46 Close
5 192.168.0.240 LNXRH4_ARCONSRV tuser? SSH LINUX ARCOSADMIN 11 Oct 2021 19:50:09 Close
Showing 1 to 5 of 14 entries Previous - 2 3 | Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:
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Column Names
Sr. No.

IP Address
Host Name
User Name

DB Instance
Service Type

Changed By

Changed On

Current Status

Predict | Protect | Prevent

Description

To identify and distinguish rows
The IP address of the target server
The hostname of the target server
The name of the user

The instance of the target servers
Name of the service type

Name of the Administrator who changed the
password manually

Date/time at which the password was changed

Present status of the password

e Open
e Closed

13.16 Service Password Never Changed Report

The Service Password Never Changed Report displays all of the services that have never had their passwords
changed, either manually or through a password change process.

A

e Service Password Never Changed Report
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In order to view this report, users must have the following permission(s):
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Manager

Reports Dashboard

Knight Analytics ~ About

Predict | Protect | Prevent

T
L 2 Arcosadmin

Ll Service Password Never Changed Report
Filter -
LOB Service Group
DEFAULT LOB 2 - CONNECTORS -
. Service Type
= — Al — -
S ”
L=
= Chart -
Service Type Wise Service Count Windows RDP : 4
App Web Browser : 3
AppTeraTerm - T24 : 2
M App ASE Client - 1
SSHLINUX - 3
M 1BV AS 400 -1
App SQL Developer - Oracle © 1
M App Toad - Oradle - 1
e B pp SAN Switch - 1
( 15l App IBM BigFix Console : 1
WA
M App Spins - 1
| | App Barracuda Firewall Admin : 1
M App Huawei LMT Client - 1
Record Count : 22 T pS
= =g
Show 5 enfries Search :
Sr.No. |: IPAddress Host Name Username DB Instance Service Type Group
Name
1 6.6.6.6 6.6.6.6 rohit Windows RDP WINDOWS
SERVERS
2 13.107.21.200 AWS test App Web Browser WINDOWS
SERVERS
2 10.10.10.5 10.10.10.5 rohit Windows RDP WINDOWS
SERVERS
4 10.10.10.10 10.10.10.10 rohit Windows RDP WINDOWS
SERVERS
5 172.217.27.196 WWW.GOOGLE.COM hello App Web Browser WINDOWS
SERVERS
Showing 1 to 5 of 22 entries Previous - 23|45 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.
The following columns can be seen in this report:
Column Names Description

Sr. No.

IP Address
Host Name
User Name
DB Instance
Service Type

Group Name
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To identify and distinguish rows
The IP address of the target server
The hostname of the target server
The name of the user

The instance of the target server
Name of the service type

Name of the service group to which the server belongs
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13.17 Service Password Never Changed Report - All LOB

The Service Password Never Changed Report - All LOB displays details of all the services whose passwords
have never been changed, either manually or through the password change process, across all LOBs.

A

In order to view this report, users must have the following permission(s):

e Service Password Never Changed Report-All LOB

MyAccess  Manager Repods  Dashboard  KnightAnalytics  About

Service Password Never Changed Report-All Lob

Filter -
LoB Senvice Group

Al — - —Al—
Servics Type

Al —

SR - | *

000D 0DDDDR@ @ P

Chart -
Service Type Wise Service Count EC2 access using AWS S5M - 19
Windows RDP : 35
SSH LINUX - 2
\ B 2pp SQL Developer - Oracle : 3
\ | ‘Amazon \Web Services (AWS) - 4
\\‘ M App vieb Browser - 9
\ AR App PgAdmin PoslgreSQL - 2
\ | = AIX:34
App Ericsson Online Charging Control - 1
—_— B App Check Paint : 2
— App ArcSight Console : 1
— M 4pp Sybase Central - 1
— M App Cisco ASDM - 1
h M App ASE Client - 4
W App SOL Advantage - 1
M iBmas400:3
App Mysql Cannector - 1
B 2pp Filezilla - 2
App 3Par Mgmi - 1
B appTeraTerm - T24:2
App SAPHana - 1
SSH Firewall - 1
W App UNIX GUI - 5
I ARGON Desk Insight - 4
__ App DameWare : 2
Record Gount : 356 X
= o Em
Show| 5w entries Search
Record Gount : 356 X
m oo
Show 5 w entries Search
SrNd: IPAddress Host Name Username DB Instance Service Type Group
Name
1 364970 1-09B0215565CECET07 EG2accessusing  WINDOWS
AWS SSM SERVERS
2 364870 1-004COCOF311CIB23F EC2accessusing  WINDOWS
AWS SSM SERVERS
3 6566 6666 rohit Windows RDP WINDOWS
SERVERS
4 10.105.401 10.10.5.401 preeti SSH LINUX WINDOWS
SERVERS
5 101056 10.10.56 presti SSH LINUX WINDOWS
SERVERS
Shoving 110 5 of 356 entries Previous - 2|3|4|5 72 Net
A Privileged Account Management Solution Copyright ©2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description
Sr. No. To identify and distinguish rows

IP Address The IP address of the target server
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Column Names Description

Host Name The hostname of the target server

User Name The name of the user

DB Instance The instance of the target server

Service Type Name of the service type

Group Name Name of the service group to which the server belongs

13.18 Service Password Security Status Report

The Service Password Security Status Report displays the security password status (open/closed) of all services
in graphical and grid view format.

A

In order to view this report, users must have the following permission(s):

e Service Password Security Status Report

— - . . 91 2
= My Access  Manager Reports  Dashboard  KnightAnalyics  About 0y 3 B A Arcosadmin

Service Password Security Status

Filter -
LOB Service Group
DEFAULT LOB 2 v e All e -

View Report Export ToCSV A

s J W I O I - O O W O >~

Chart -
Service Password Security Status CLOSED - 475
OPEN -2
Record Count - 2 = R
Em [coc i - }
Show 5 ~ entries Search :
Sr.No. l': Service User Name Service IPAddress Service Hostname Service Instance Service Domain
@ 1 arcossgladmin 10.10.0.91 10.10.0.91 10.10.0.91,1433 10.10.0.91
service Type MS SQL EM - Local
(- administrator 10.10.0.162 WINZK12QATEST WIN2K12QATEST
Showing 1 to 2 of 2 entries Previous - Next
A Privileged Account Management Solution Copyright ® 2022 ARCON. All Rights Reserved.
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The following columns can be seen in this report:

Column Names Description

Sr.No. To identify and distinguish rows
Service User Name The user name of the service

Service IP Address The IP address of the target server
Service Host Name The hostname of the target server
Service Instance The instance of the target server
Service Domain The domain name of the target server
Service Type Name of the service type

13.19 Service Password Vaulting Status

The Service Password Vaulting Status Report displays the vaulting password status (open/closed) of all services
in grid view format.

@ To view this report, users must have the following permission(s):

e Service Password Vaulting Status Report
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MyAccess  Manager Repors  Dashboard  Knight Analylics  About

Service Password Vaulting Status

Predict | Protect | Prevent

485016 5P2BM

Fiiter
LOB
A

SRR |

Record Count - 10943
Show & w entries

SrNoli  ServicelD LOB Group Service! | SystemiPInstanceURL
Type

@1 5 MUMBAI MOIN_SERVICE. Windows
ZONE VASANT_SG RDP

D ODDDEDDND®DHH =P

Privilegeld ServiceUserName Moin
Port 3389

Domain

Current Password Age 1347

Min Password Age 0
Max Password Age 1

Allow Password Change Ves
AllowSPC No

SealedStatus Sealed
VaultStatusAsOnReportDate Close
Password Open By ARCOSADMIN
PasswordOpenForHours 1

Password Open On 12 Apr 2013

Password Open Till Apr 12 2018 10:21AM
PasswordRotate Status Success
APCErrors NA

AllowAutoHeal Yes

LTC ServicelpandUsername NA
LastPasswordChangeOn 30 Hov 2013
LastPasswordChangeBy ARCOSVPService
NextPasswordChangs 01 Dec 2013
DependencyOnPrimary Service

Service Status Active Service

(] 5 DEFAULTLOB  MOIN_SERVICE Windows

The following columns can be seen in this report:

Column Names

Sr.No.

Service ID

LOB

Group

Service Type

System IP Instance hostname
Host Name

Instance Name

URL Parameter
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Search

InstanceName URLParameter

Zoom out to the screen to view all the columns or click on the + button to expand the hidden columns.

Description

To identify and distinguish rows

The ID associated with the target server
Line of Business

Name of the Server Group

The name of the service type

The hostname of the IP instance

The hostname of the target server

The instance of the target server

Displays the URL parameter

Aarcon
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Column Names

Privilege Id Service User Name
Port

Domain

Current Password Age

Min Password Age

Max Password Age

Allow Password Change

Allow SPC

Sealed Status

Vault Status As On Report Date
Password Open By

Password Open For Hours

Password Open On

Password Open Till

Password Rotate Status

APC Errors

Allow Auto Heal

LTC Service Ip and Username

Last Password Change On

Last Password Change By

Next Password Change
Dependency On Primary Service

Service Status

www.arconnet.com | Copyright ©2022

Predict | Protect | Prevent

Description

The username of the privilege Id service
Displays the port number of the target server
The domain name of the target server

Age of the current password

The lowest age of the password

Maximum age of the password after which the
password changes

Is the password change feature enabled

Is the SPC feature enabled

Status of Seal

Status of the Vault on till date

Name of the User who opens the password

Select the time for which you want the password to
remain open

Displays the date when the password was open

Displays the date and time until when the password is
open for use

Status of the password rotation
Display if APC error found

Is the Auto Heal feature enabled

IP and Username of the LTC Service

Displays the date when the password was changed
last time

Displays the name who has changed the password last
time

Displays the date of the next password change
Displays if has a dependency on primary service

Status of the Service

Aarcon
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13.20 Service Password Vaulting Summary Report

The Service Password Vaulting Summary Report displays the total number of services, the number of services
vaulted, and the number of services pending for vaulting, LOB-wise.

A

In order to view this report, users must have the following permission(s):

e Service Password Vaulting Summary Report

A = MyAccess  Manager  Reports  Dashboard  Knight Analytics ~ About o= - “‘:: " L Arcosadmin
Ll Service Password Vaulting Summary Report
!
No Filters Available -
SR - *
Record Count : 15 W
=] = =
Show 5 ~  entries Search
Sr.No. 1t LOB LOB Description Total No of Services Number of Services Vaulted Number
of
Services
Pending
Jervices
Pending
1 DEFAULT LOB 2 LOB1 528 111 417
2 MUMBAI ZONE MUMBAI ZONE 9 1 8
(]
. 5 DEFAULT TEST LOB For New joinee 2 0 2
4 DUBAI REGION DUBAI REGION 7 0 7
5 DEBOARDING Deboard 53 1 52
Showing 1 to 5 of 15 entries Previous n 23 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr.No. To identify and distinguish rows

LOB The name of the LOB

LOB Description Description of the LOB entered by the Administrator
at the time of creation

Total No of services Total number of services in that LOB

Number of services vaulted Total number of services vaulted

Number of services pending for vaulting Total number of services pending for vaulting

13.21 Service Password Viewed By Administrator

The Service Password Viewed By Administrator Report displays details of all the service passwords viewed by
the Administrators in grid view format.
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To view this report, users must have the following permission(s):

e Service Password Viewed By Administrator

- My Access Manager Reporis Dashboard Knight Analytics

Service Password Viewed By Administrator

About

UAT 4.8.5.0 U16_SP_B25

&
.
Filter -
LOB User Group User ID Service Group
- All - - - All - - arcosadmin - All - hd
Service / Server IP
View Report ExportTo C8V  ~ A
Record Count : 241 IS
o M
Show 5 v enfries Search :
sr.ho. ID Requested By Requested Service IP ServiceHostName ServiceDomainName Service ApproveriUseriD
on Type
© 1 1384 ARCOSADMIN 01Aug 1e80::23C7:16ad:16€4:8319 FE80::23C7:16AD:F6E4:8319 FES0:23C7:16AD'FEE4:8319 SSH ABC
2022 LINUX
12:34.05
ﬂ 2 1383 ARCOSADMIN 01 Aug 1e80::23c7:16ad:16e4:8319 FEB0:23C7:16ADF6E4:8319 FEB0:23C7:16ADF6E4:8319 SSH ABC
2022 LINUX
121251
@ 3 1381 ARCOSADMIN 30 Jul IBM
2022 AS
20:51:09 400
© 4 1330 ARCOSADMIN 30 Jul IBM
2022 AS
08:12:42 400
ﬂ 5 1379 ARCOSADMIN 29 Jul SSH ABC
2022 LINUX
133750

Showing 1to 5 of 241 entries

®

The following columns can be seen in this report:

Column Names

Sr. No.

ID

Requested By
Requested On
Service IP

Service Host Name

Service Domain Name

www.arconnet.com | Copyright ©2022

Previous 2 3 4 5

Zoom out to the screen to view all the columns or click on the + button to expand the hidden columns.

Description

To identify and distinguish rows

The ID of the service

The name of the user who raised the request
Date/time at which the request was raised
The IP address of the target servers

The hostname of the target server

The domain name to which the service belongs

Aarcon
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Column Names Description

Service Type The server type for which the request has been raised
Approver 1 User ID The User ID associated with the Approver 1
Approved On Date and Time Date/time at which the service password was

approved by Approver 1
Approver 2 User ID The User ID associated with the Approver 2

Approved On Date and Time Date/time at which the service password was
approved by Approver 2

Description Description of the service password
Open For Hours Time in hours until which the request will remain valid
Current Status The current status of the request

13.22 Service Reached Maximum Failed Attempts

The Service Reached Maximum Failed Attempts Report displays all the services for which the scheduled
password change has been terminated due to exceeding the maximum number of failed attempts. The
maximum number of failed attempts is specified in the Scheduled Password Change - Service Reached
Maximum Failed Attempts in Settings.

®

In order to view this report, users must have the following permission(s):

e Service Reached Maximum Failed Attempts

MyAccess  Manager Repols  Dashboard  KnightAnalytics  About 4850 U16 5P2 B3

Service Reached Maximum Failed Attempts

No Filters Available -

ETER— g

Record Count © 192 A
Show 5 v entries Search:

Sr.No. l=  Service Type Service IPAddress 3 Service User Name DB Instance
1 Permanant

2 Permanent

3 Permanent Deletepermanent

4 Permanent Anbread

E Permanent Parent

i I O O R I

Showing 110 5 of 192 enfries Previous - 2,3 4 5 39 | Med

A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

®

Zoom out to the screen to view all the columns or click on the + button to expand the hidden columns.

The following columns are available in this report:
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Column Names Description

Sr No. To identify and distinguish rows
Service type Name of the service type

Service IP Address The IP address of the target server
Service User Name Username of the service

DB Instance Displays DB Instance of service

13.23 Service Reconcile Status Report

The Service Reconcile Status Report displays the status of all reconciliations as well as the details of each
reconciliation.

g Inorderto view this report, users must have the following permission(s):

e Service Reconcile Status Report

A Manager  Reports  Dashboard  Knight Analytics ~ About B DA _ L Arcosadmin
EW Service Reconcile Status Report
Filter -
LOB
Al — .
. Service Type
2 — Al — -
SR - *
Record Count : 1038 W
] m &
Show 5w enfries Search
Sr.NoJ: LOB/Profile Service IPAddress Host Name Username Domain Name Port. Reconcile. Reconciled Error!
Type Status On
@1 DEFAULT  SSH 10.10.0.246 10.10.0.246 en 10.10.0.246 23 Never Never
LOB 2 Telnet Reconciled Reconciled
Server Group Name WINDOWS SERVERS
2 DEFAULT  SSH 10.10.0.246 10.10.0.246 en 10.10.0.246 23 Never Never
LOB 2 Telnet Reconciled Reconciled
Q3 DEFAULT  SSH 10.10.2.52 10.10.2.52 arcon 10.10.252 23 Never Never
LOB 2 Telnet Reconciled Reconciled
(+ 1 DEFAULT  SSH 10.10.2.52 10.10.2.52 arcon1 10.10.252 23 Reconciled 22 Mar Success
LOB 2 Telnet Success. 2021
21:09:22
e 5 DEFAULT  SSH 10.10.0.246 10.10.0.246 anb 10.10.0. 246 23 Never Never
LOB 2 Telnet Reconciled Reconciled
Showing 1 to 5 of 1,098 entries Prvious - 203 4|5 20 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:
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Column Names
Sr.No.
LOB/Profile
Service Type

IP Address
Host Name
User Name
Domain Name
Port

Reconciled Status

Reconciled On
Error

Server Group Name

Predict | Protect | Prevent

Description

To identify and distinguish rows

The name of the LOB

Name of the service type

The IP address of the target server

The hostname of the target server

The name of the user

The domain name of the target server

The port opened to connect to the target server

Status of the password reconciliation

e Reconciled success
e Never reconciled

Date/time at which the reconciliation happened
Errors captured in case of failure of reconciliation

Name of the server group to which the target server
belongs

13.24 Services Details for SPC - Maximum Failed Attempts

The Service Details for SPC - Maximum Failed Attempts report displays the information of the services for SPC

for which there were maximum failed attempts.

A

In order to view this report, users must have the following permission(s):

e Service Details for SPC - Maximum Failed Attempts
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Manager Reports. Dashboard Knight Analytics About 3 ‘1 & Arcosadmin

Ll Services details for SPC-Maximum Failed Attempts
. _
No Filters Available -
S *
Record Count: 7 = L
] e
Show 5 v entries Search
Sr.No. : IPAddress Host Name Domain Name Username DB Instance Service Ty Grou
E=] 4 ype p
Name
1 10.1056 10.10.5.6 10.1056 presti SSH LINUX SGROUP2
i= 1 10.10.56 10.10.5.6 10.10.5.6 preeti SSH LINUX SGROUP2
2 101056 101056 10.10586 presti SSH LINUX WINDOWS
SERVERS
5 10.10.1.183 LOCALHOST localdomain kaiser SSH LINUX LINUX
SERVERS
4 10.10.1.183 LOCALHOST localdomain kaiser SSH LINUX WINDOWS
SERVERS
5 10.10.1.9 10.10.1.9 ATSTESTDC ADB_03 SSH LINUX LINUX
SERVERS
Showing 1to 5 of 7 entries Previous n 2 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Columns Description

Sr.No. To identify and distinguish rows

IP Address The IP Address of the target server

Host Name The host name of the target server

Domain Name The domain name of the target server

User Name The name of the user

DB Instance The instance of the target server

Service Type Name of the service type

Group Name Name of the server group for which the services were

scheduled for SPC.

13.25 Services Scheduled for SPC

The Services Scheduled for SPC Report displays services that are scheduled or queued for password change.

A

In order to view this report, users must have the following permission(s):

e Services Scheduled for SPC Report
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T
My Access ~ Manager  Reports  Dashboard  Knight Analytics Bl 4 Arcosadmin

S Services Scheduled for SPC

.

Filter -

LOB Service Group
—— All —- - e All -

Service Type
— Al — -

ST - | *
Record Count : 76
Show § ~ entries Search ©
Sr.Na. IP Address Host Name Username DB Service Description 1 Description

Instance Type 2
ﬂ 1 10.10.5.401 10.10.5.401 preeti SSH
LINUX
Description 3
Group Name WINDOWS SERVERS
© 2 99.99.99.98 MYHOSTNAME RDP999 SSH
LINUX
ﬂ 3 10.11.10.190 10.11.10.190 preeti S5H
LINUX
ﬂ 4 10.10.170.36 10.10.170.36 preeti SSH
LINUX
() 10.10.170.100 10.10.170.100 preeti SSH
LINUX
Showing 1 to 5 of 76 entries Previous - 2|1 3| 4|5 16 | Next
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The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
IP Address The IP address of the target server
Host Name The host name of the target server
User Name The name of the user
DB Instance The instance of the target server
Service Type Name of the service type
Description 1 Text entered during the creation of the service
Description 2 Text entered during the creation of the service
Description 3 Text entered during the creation of the service
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Column Names Description
Group Name Name of the server group in which the services are
scheduled for SPC

13.26 SPC Not Configured Report
SPC Not Configured Report displays services for which SPC has not been configured.

A

In order to view this report, users must have the following permission(s):

e SPC Not Configured Report

A = MyAccess  Manager Reporls  Dashboard  Knight Analytics ~ About 1S DA _ 2 Arcosadmin
S SPC Not Configured Report
Filter -
LOB Service Group
— A - Al .
Service Type
Al — -
S - 4
Record Count : 450 = p
] m &
Show 5 ~ entries Search
Sr.Ng: IPAddress Host Name Username DB Instance Service. Description1 Description2  Description Group
Type 3 Name
1 364970 1-09B0215568CECB707 EC2 WINDOWS
access SERVERS
using
AWS
S5M
2 3.6.49.70 1-004COCOF311C9B23F EC2 WINDOWS
access SERVERS
using
AWS
SSM
3 6.66.6 6.6.6.6 rohit Windows WINDOWS
RDP SERVERS
4 1010540 10.10.5.40 Idapusers SSH Idapuser desc  ldapuser desc  Idapuser WINDOWS
LINUX 1 2 desc3 SERVERS
5 101056 101056 presti SSH WINDOWS
LINUX SERVERS
Showing 1 to 5 of 450 entries Previous n 213|465 90 Next
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The following columns can be seen in this report:
Column Names Description
Sr. No. To identify and distinguish rows
IP Address The IP address of the target server
Host Name The hostname of the target server

www.arconnet.com | Copyright ©2022 192 Aq rco n



Reports

Column Names
User Name

DB Instance
Service Type
Description 1
Description 2
Description 3

Group Name

13.27 SPC Success and Failed Report

Predict | Protect | Prevent

Description

The name of the user

The instance of the target server

Name of the service type

Text entered during the creation of the service
Text entered during the creation of the service
Text entered during the creation of the service

Name of the server group in which the service is
present

SPC Success and Failed Report displays details of service password changes through the SPC service.

&

e SPC Success and Failed Report

= My Access

Reports

SPC Success and Failed Report

Dashboard

Knight Analytics  About

In order to view this report, users must have the following permission(s):

2 Arcosadmin

Show 5 ~ entries

Sr.Ng. IPAddress

oo IO I O O s o B R R R >

1 10.10.0.173
2 10100173
3 10100173

Showing 1to 3 of 3 entries

Domain Name

ATSTESTDC

10100173

10.10.0.173

A Privileged Account Management Solution

The following columns can be seen in this report:

Username

ar

sub

shil
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Filter -
LOB Date From Date To Service Group

—All — - 01-01-2021 00:00 06-01-2022 15:56 — Al — -
Service Type

e All — -
S - #
Record Count : 3 .5

= m &

Search :

DB Instance Service Type LastPassword Changed By Server Group Name = Last Password Changed = Status

On
App X-RDP  ARCOSSPCService WINDOWS 21 Jun 2021 18:15:14 Success
SERVERS
App X-RDP  ARCOSSPCService WINDOWS 21 Jun 2021 19:24:57 Failed
SERVERS
App X-RDP  ARCOSSPCService WINDOWS 21 Jun 2021 19:25:01 Failed
SERVERS

Previous Next
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Column Names
Sr.No.

IP Address
Host Name
Domain Name
User Name

DB Instance
Service Type

Last successful Password Changed By

Server Group name
Last Password Changed On
Last successful Password Changed Through

Current Status

Predict | Protect | Prevent

Description

To identify and distinguish rows

The IP address of the target server
The hostname of the target server
The domain name of the target server
The name of the user

The instance of the target server
Name of the service type

Name of the Administrator who changed the last
password successfully

Name of the server group to which the server belongs
Date/time at which the last password was changed
The method by which the last password was changed

Present status of the password

e Success
e Failed

13.28 Users Extracting Password Envelope Report

The Users Extracting Password Envelope Report displays details of users who have opened the printed

password envelopes.

A

In order to view this report, users must have the following permission(s):

e Users Extracting Password Envelope Report
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— 5 7
A = My Access  Manager  Reports  Dashboard Knight Analytics 2 or 3 A 2 Arcosadmin

L s 3
Sl Users Extracting Password Envelope
.
Filter -
Date From Date To Service / Server IP
07-12-2021 00:00 06-01-2022 15:57
Service Type
— All — v
Record Count - 397 >
= [ occ]
Show 5 ~ entries Search ©
Sr.Ndi Login User LoB Authenticator 1 Authenticator 2 Domain of Domain of Envelope Service IP
Authenticator 1 Authenticator 2 Category
Q@ 1 ARCOSADMIN DEFAULT ANA PAR AN APEMToolPrint  10.10.0.246
LOB2

Host Name 10.10.0.246
Domain Name 10.10.0.246
Username anb

Service Type SSH Telnet
Envelope Status Generated

Date of Generation 07 Dec 2021 12:38:38

ﬂ 2 ARCOSADMIN DEFAULT ANA PAR AN APEMToolPrint  10.10.0.246
LOB2
(] ARCOSADMIN  DEFAULT ANA PAR AN APEMToolPrint  10.10.2.52
Lo 2
© 4 ARCOSADMIN DEFAULT ANA PAR AN APEMToolPrint  10.10.2.52
LoB2
(] ARCOSADMIN  DEFAULT ANA PAR AN APEMToolPrint  10.10.0.246
LOB2
Showing 1 to 5 of 397 entries Previous - 2 3 4 5 . 80 Next
A Privileged Account Management Solution Copyright © 2022 ARCON. All Rights Reserved.

The following columns can be seen in this report:

Column Names Description

Sr. No. To identify and distinguish rows

Login User Name of the user opening the password envelope
LOB Name of the LOB

Authenticator 1 Name of the first authorizer who allowed the

envelope to be opened

Authenticator 2 Name of the second authorizer who allowed the
envelope to be opened

Domain of Authenticator 1 Domain to which the Authorizer 1 belongs
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Column Names Description

Domain of Authenticator 2 Domain to which the Authorizer 2 belongs
Envelope Category Type of password envelope

Service IP The IP address of the target server

Host Name The hostname of the target server

Domain Name The domain name of the target server

User Name The name of the user

Service Type Name of the service type

Envelope Status Status of envelope

Date of Generation Date/time at which the envelope was created
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