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ARCON Converged |ldentity
Platform: Unravelling the
Conundrum of Fragmented
Digital Identities

Foreword

Organizations worldwide are embracing digital transformation for higher productivity, agility, and faster
innovation. In pursuing digital excellence, cloud-based technologies, hybrid data center setups, and multi-cloud

environments have become pivotal to any organization’s broader operations strategy as they enable them to scale
quickly and efficiently.

In the given context, importantly, an identity-first security approach has become extremely important. Indeed,
when we analyze a typical IT (Information Technology) environment, we will find that an identity is no longer
confined to a particular perimeter. Hundreds and thousands of decentralized identities are constantly interacting
with distributed computing resources. As a result, many organizations are in a difficult position because

decentralized identities result in decentralized polices and controls as well as a lack of context-based identity
management.

In other words, what is happening is that organizations, amid digital transformation, have created a large expanse
of IT infrastructure realm that operates in silos with multiple access points. Consequently, the traditional IAM
architecture has metamorphosed into fragmented structures. Such fragmented architectures are insufficient to
manage digital identities, their lifecycles, and their entitlements in a seamless, holistic, and secure manner. It has
expanded the identity-based attack vector and led to administrative hassles.

Against this backdrop, it has become imperative for modern organizations to break down barriers created by
siloed IAM approach and move towards a converged identity approach that ensures the development of a robust
IAM architecture with centralized policy enforcement and controls. It is about time that organizations started
treating each identity as a perimeter.
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Time to Entwine Access Management
Tools in Conjunction: Why Converged
|[dentity is the Future of |dentity and
Access Management?

The sheer pace at which users and corresponding services are created to administer a wide range of identity-
based use cases makes it exceedingly difficult from an administrative point of view. While some use cases are
connected to each other, others are unique. For example, organizations deploy Privileged Access Management
(PAM) to administer privileged access, IAM for general access management use- cases, and |GA tools to manage
the lifecycle and governance of identity alongside ensuring MFA. When done separately in standalone solutions, it
is acumbersome IT administrative process with higher investments and lacks dynamism that is necessary in
today’s high-velocity access management environment.
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A converged identity approach, on the other hand, provides a single pane of glass to get the complete
observability of a digital identity environment, i.e., all human and non-human identities together. It enables
entwining all distinct identities under one centralized engine for administering connected or unique use cases at
an enterprise level across distributed, hybrid, and heterogeneous I'T environments.

m Converged Identity Approach

AM PAM
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A T
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Centralized policy enforcement
Administrative ease

Single pane of glass to manage users, user groups and services

J

CIEM IGA
Policy Enforcement, Workflow Matrix, Lifecycle
Secrets Management, Management, Certificate
Entitlement Management Management

The Crux Behind Developing ARCON
Converged ldentity Platform: Building
an ldentity Fabric for a Holistic and
Robust |[AM Structure

The conventional IAM approach depends on legacy methods to manage users, assets, and services. These
methods, being static protection methods and lacking dynamic access controls, are insufficient to manage a
growing number of applications and services distributed in high-velocity hybrid environments.

Building an identity fabric, on the other hand, ensures a set of processes that allow you to manage users and their
entitlements with flexibility across all layers of IT infrastructure. By implementing converged identity,
organizations can establish an integrated identity fabric that is secure, interoperable, and provides continuous
and context-aware controls as well as centralized management of decentralized identities.

et Aarcon



www.arconnet.com

Predict | Protect | Prevent

m Fragmented Digital Identities

Human Identities Machine Identities
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Third Party Users ‘ ‘ Script & Applications
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J ‘ Converged Identity
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Privileged Access Management (PAM): The PAM module provides capabilities to navigate through all the classic
PAM use cases such as credentials vaulting and randomization, auto discovery of assets and onboarding users,
fine-grained access control, just-in-time privileges, session management and monitoring as well as customized
reporting for audit purposes.

Cloud Infrastructure and Entitlements Management (CIEM): The CIEM module provides capability to address
all the advanced functional use cases on the cloud. From vaulting and rotating secrets to secure workloads and
DevOps pipelines, the CIEM module offers capabilities for controlling, monitoring, and managing cloud
entitlements including risk-based alerts to control overprivileged entitlements and sprawls across multi-cloud
environments.

Endpoint Privilege Management (EPM): The EPM module enables organizations to manage the critical business
applications in fine-grained control manner ensuring rule-based access to business assets and provides Privilege
Elevation and Delegation Management (PEDM) capability for Windows, Linux/Unix and MacOS environments.
The EPM module, in addition to RBAC controls offers Al and ML leveraged user behavior analytics to mitigate the
risk of anomalous activities; that is, those risky identities that deviate from baseline activities as mandated by the
management.

Workforce ldentity and Access Management (IAM): The workforce IAM module enables to manage and control
users’ runtime access to web applications and APIs whilst ensuring authorization and authentication using MFA
and SSO controls.

Identity Governance and Administration (IGA): The IGA module enables organizations to manage a complex
range of access rights for users, user groups, services, assets, and asset groups. Whether enterprise identity
repositories in on-premises data centers or on-cloud, the IGA module supports identity lifecycle management,
workflow orchestration and certificate management.

*Additional License Required for EPM and CIEM
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Key Features

Auto-onboarding

Discover new
Users and Devices
with Semi and
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Provisioning / De-provisioning Digital Identities

Connector Suite
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Just-In-Time

Ephemeral Accounts

These are time-based accounts, which
are created on the fly and immediately
deprovisioned or deleted after use.

Temporary Elevation for Group Temporary Elevationfor Role

User should only be added to an
elevated group for a predetermined
period.

This elevation grant
temporary admin rights to
theend user.

Temporary Elevation for any
Application

This elevation enable the user to
execute any application with
administrative rights for a
predetermined period.

Secure Web Gateways (third party remote access)

= Secure access to SaaS portals with ZTNA features

= Video and audit logs for access taken to the SaaS apps
=l

= |solated and controlled layer of access ensuring the SaaS D Sk‘le

portals are only accessible through ARCON Secure web

gateway
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Adaptive Authentication

IP Address

: binding

Time Factor

Workflow
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Adaptive Authentication
Adaptive authentication, often
calledrisk-based authentication, isan
access method that attempts to match
the required user credentials to the
perceived riskof the authorizations

requested.
2 @

GeolLocation

Seamless Low code, No code Workflows, Elevated Productivity: a step towards Zero Trust Framework

User/Digital Identity mapping
Workflow Approwval
for mapping Transactions

User Group/Asset Group
‘Workflow Approval for User
Group/asset Group Transactions

Admin transactions
Workflow Approval for PAM
administrative transactions

Identity Governance

Asset Access
Workflow approval for
gainingaccessto an asset

Password checkout
Workflow

Default expiry actions

Workflow approval in order
to view password of an asset

Backup approversat
each level

If/then/else rulesets

Pluggable with IGA
processes

Critical Command* (Activity)
Workflow Approval for firing
critical commands

Preserve or Revoke Asset

Challenge
Accessfor Each User \l '/ Phase

Email
Notifications @

Configure Different
Governance Campaigns

www.arconnet.com
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Human Identity Governance

Verify access privileges are inline with

the organization's security policies / \
! \

and regulatory requirements.

Ensures that only authorized S
individuals have access to critical assets

Reflect changes in roles, responsibilities,
or risk over time as needed

Employment Verification
to comply continuous
Business Need

Access Governance

Manage Access

Rights and Acce?sto
ici authorized
Policies

individuals

Maintain CIA . Defined security @
(Confidentiality, policies which
Integrity & meets regulatory
Availability compliance

Asset Governance

©

Ensure the effective and Encompasses the Minimizing risk and Ensuring compliance with
efficient utilization, processes for acquiring, maximizingreturnon relevant laws, regulations,
protection, and control managing, and disposing investment and policies.
of an organization's assets of assets
www.arconnet.com
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Role/Department Governance

Promotes uniformity and
effectivenessinthe
organization's access
management.

Determine who is eligible for
membership in various
organization's roles.

Within an organization, role
membership are used to manage
accessto systems, data, and
applications.

Reporting & Analytics

Keystrokes )
& Incident

Command Metadata Management

, Query &
Process Mouse

logs Clicks

Command
Output
logs

Identity Vault

Protect the core of digital assets
Vaultyour
digital
identities

Technical Adapters
Identities Application Adapters

APIs BOTs

Vault first approach to identity management

www.arconnet.com

vital resources.
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Role membership governance
seeksto guarantee that only
authorized usershave accessto
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Password Rotation

Password Rotation
in Bulk

Manual
Password
Rotation
Worker
nodes

Access Control

Scheduled
Rotation

Password Rotation | Supported Connectors

Custom connectors

Configurations

®= Define custom steps for
password changeto
manage password

Rotation of all

Enterprise Applications Sutnaized nicdeneey

SAP, Oracle Peoplesoft, Cisco
Firewall, Juniper Firewall, D-Link
Router, HP Router, Avaya Switch,
App IBM SAS Enterprise Guide,
App SAP Logon, App FileZilla,
WMware vSphere etc.

Password Rotation | RPA

Useful for the
applications having no
access methods available

Vault uses RPA
technology
Works with any
web application

www.arconnet.com

Databases
Oracle, M55QL, IBM
DE2, Sybase, Mysql,
PostGresQL

eftc.

Windows:

Services, Task
Scheduler,
et

Linux: All

Flavours

Password Change

Connector

Works with
any thick client
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Advanced Credential Management

Update Windows Service Credentials

Pre-Post Password Change Actions

Send Email and more

g

Execute Command, Transfer File, Update Password in File,

”/ Offline Storage of Credentials

Application to Application

P
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Risk due to multiple places

Files
"4,} Reduces Manual Process
o %,
‘ API
% Detect before and after
|
RPA Secure Communication
H
7
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Agent
5 // Automated Process
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/// Single Terminal

o
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Credential Management
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Integrations- Developer Tools & laaC

DevOps Provide Credentials to Security
CI/CD Tools Tools

RPA Tools

Automation

Solutions Elastic Scaling

typically used for
deployment

Containers or Container
orchestration platforms

T 9 o & Y

CHEF kubernetes outarason Terraform Puppet ANSIBLE Jenkins

SIEM Tools

Integrationcan be
achieved quickly by
calling therequired logs
using ARCONAPI's

Typeof logs available for SIEM
Application to access fromPAM

Some of the Important
SIEMsolutionsin the
industry

‘Connectionmethodsto
access thedata

RSA  UMcfee splunk> 27

#LogRhythm ArcSIghtst \/Symantec & many more.

SAML, LDAP, OAuth, OIDC based Integrations

AUTHENTICATION \ . w °kta. “* happay

PROTOCOLS
WPingidentity nnggmre Google  BMZGYE)  &many more.
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API Integration

ARCON | PAM hasfull stack APIs

The integration through
these API'sis witha
secured connection

channel.

API Middleware

Lifecycle Management Tools

Integration
with |1AM or
IGA solutions

ARCON's User
Governance
Portal

Other Integration Tools Examples

$ bme Remedy

BSailPoint

®

Qualys

ManageEngin?

servicenow

3
sonarqube |
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Helps organisations with
seamless integrations

Extensive set of
API's to
communicate with
any third party
application

Front end to map
various third
party API to the
ARCON APIs
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Multi Level Data Encryption with HSM Tools

Processof
encrypting
passwords of
usersand
services

The Administrator responsible for
modifying a service canenable this
feature

Password Encryption Process

Integration with various
Hardware Secure Module
(HSM)

User-definedkey

Does not allow any random user to

Data becomes more secure
accessor breach passwords

Encrypted
passwords are
storedina
database
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Converged ldentity at a glance
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|
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Continuous Assessment [ ZeroTrust j —Strong Visibility

Remote Access 4C Virtual Access Platform )7 Cloud/In-premise
. Endpoints/ DataCenter
Business Apps
Devices Resources

Connectors

ﬂ— Secrets

Directory C Identities Vault

Strong Identity | Secrets Governance
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About ARCON

ARCON is a leading enterprise information risk control solution provider, specializing in Privileged Access Management
(PAM) and continuous risk assessment solutions. Our mission is to help enterprises identify emerging technology risks
and help mitigate them by robust solutions that predict, protect and prevent.

Allrights reserved by ARCON
This document or any part of the document may not be reproduced, distributed or published in any form without the written consent of the copyright
owner under any circumstances. Any kind of infringement in the owner's exclusive rights will be considered unlawful and might be subject to penalties.
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